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Abstract

Social media platforms have become an important part of
modern communication and digital interaction. However,
the rapid growth of these platforms has also increased the
number of fake profiles, spam accounts, bots, and
impersonation attacks. Fake profiles are often used for
spreading misinformation, online fraud, phishing,
cyberbullying, and manipulation of public opinion.
Traditional fake profile detection methods mainly rely on
single-feature analysis such as text content or account
activity, which may not provide accurate detection
against advanced fake accounts.

This paper proposes a Multi-Modal Fake Profile
Detection System using Artificial Intelligence (Al) and
Machine Leaming techniques. The proposed system
combines multiple modalities including textual analysis,
profile image analysis, and network graph analysis to
identify suspicious profiles more effectively. Natural
Language Processing (NLP) techniques are used to
analyse usernames, bios, captions, and posts, while deep
leaming and computer vision methods are applied for
profile image verification. Network graph analysis is
used to study follower-following relationships and
behavioural patterns.

The system integrates outputs from all modules using an
ensemble fusion model to improve prediction accuracy
and reliability. Experimental results demonstrate that the
proposed system achieves high accuracy in detecting
fake social media profiles. The system also provides
explainable outputs and real-time analysis support,
making it useful for cybersecurity, social media
monitoring, and digital identity verification.
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I. Introduction

Social media platforms such as Facebook, Instagram,
Twitter (X), LinkedIn, and Snapchat have transformed
the way people communicate and share information.
Billions of users interact daily through posts, comments,
images, and online communities. Although social media
provides many benefits, it also introduces serious
cybersecurity and privacy challenges. One major
challenge is the increasing use of fake social media
profiles.

Fake profiles are accounts created with false identities or
misleading information. These accounts may be
controlled manually by individuals or automatically by
bots. Fake profiles are commonly used for online scams,
phishing attacks, spreading misinformation,
cyberbullying, political manipulation, and identity theft.
Many organizations and users suffer financial and
reputational damage because of such malicious activities.
Traditional fake profile detection systems mainly rely on
manual observation or single-modality approaches.
Some systems analyse only textual data, while others
focus only on profile images or behavioural activity.

However, modem fake accounts use advanced
techniques such as Al-generated profile images,
automated text generation, and coordinated bot

networks, making detection increasingly difficult.

To address these challenges, this project proposes a
Multi-Modal Fake Profile Detection System that
combines text analysis, image analysis, and network
graph analysis into a unified framework. By integrating
multiple sources of information, the proposed system
improves detection accuracy and reliability.
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Artificial  Intelligence and Machine Leaming
technologies are used to automate the detection process.
Natural Language Processing (NLP) is applied to analyse
linguistic patterns in profile descriptions and posts. Deep
Learning models are used to detect suspicious or Al-
generated images, while graph analysis techniques help
identify abnormal social connections and engagement
patterns.

The proposed system provides real-time detection results
with confidence scores and explainable outputs. The
system can help social media users, cybersecurity
professionals, organizations, and researchers identify
suspicious accounts more efficiently.

I1. Literature Review

Earlier fake profile detection methods mainly relied on
manual verification and simple rule-based systems.
These methods used account age, posting frequency, and
follower counts to identify suspicious behaviour.
Although useful in basic scenarios, traditional systems
often failed against sophisticated fake accounts.

With advancements in Artificial Intelligence and
Machine Learning, researchers introduced automated
detection systems using classification algorithms such as
Decision Trees, Naive Bayes, Random Forest, and
Support Vector Machine (SVM). These systems
improved detection performance by analysing
behavioural and textual features.

Ferrara et al. studied social bots and classified detection
methods into graph-based, content-based, and account-
based approaches. Their research showed that fake
profiles often exhibit abnormal posting patterns and
unusual network behaviour.

Cresci et al. introduced social fingerprinting techniques
to identify bots using behavioural sequences and
interaction patterns. Their system achieved strong
detection performance against automated spam accounts.
Recent advancements in Natural Language Processing
(NLP) enabled the use of transformer-based models such
as BERT and RoBERTa for fake profile detection. These
models analyse linguistic pattemns, sentence structures,
and semantic inconsistencies to identify suspicious
profiles.

Image-based fake profile detection has also gained
importance due to the rise of Al-generated profile

images. Researchers used Convolutional Neural
Networks (CNNs), ResNet architectures, and GAN
detection techniques to identify manipulated or synthetic
images.

Graph-based methods analyse follower-following
relationships and engagement structures. Graph Neural
Networks (GNNs) have shown promising performance
in identifying coordinated fake account networks.
Despite these advancements, many existing systems
focus only on a single modality. Therefore, the proposed
system combines text analysis, image analysis, and
network analysis into a unified multi-modal framework
for improved accuracy and robustness.

I11. Problem Statement

The rapid growth of fake profiles on social media
platforms has created major cybersecurity, privacy, and
trust issues. Existing fake profile detection methods often
rely on single-modality approaches such as text-only
analysis or behavioural monitoring, which may not
effectively detect sophisticated fake accounts.

Modern fake profiles use Al-generated profile pictures,
human-like text generation, and coordinated network
behaviour to avoid detection. Traditional systems may
fail to identify such advanced threats due to limited
feature analysis and lack of explainability.

Additionally, manual verification methods are time-
consuming, inconsistent, and difficult to scale across
millions of users. Therefore, there is a need for an
intelligent and automated system capable of analysing
multiple profile features simultaneously.

The proposed system aims to develop a Multi-Modal
Fake Profile Detection framework using Al and Machine
Leaming techniques to improve detection accuracy,
reliability, scalability, and real-time analysis support.

IV. Proposed System
The proposed system presents a Multi-Modal Fake
Profile  Detection framework using Artificial
Intelligence, Machine Leaming, Deep Learning, and
Graph Analysis techniques.
The system analyses three major data modalities:

1. Textual Data Analysis

2. Profile Image Analysis

3. Network Graph Analysis
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Initially, users provide profile information such as
username, biography, captions, posts, profile images,
follower count, following count, and engagement
metrics.
The textual data is processed using Natural Language
Processing techniques such as tokenization, stop-word
removal, stemming, TF-IDF feature extraction, and
transformer-based embeddings.
The image analysis module uses Convolutional Neural
Networks (CNNs) and OpenCV-based preprocessing to
identify suspicious, duplicated, or Al-generated profile
images.
The network graph analysis module examines social
connectivity patterns including follower-following ratio,
clustering behaviour, engagement patterns, and
community structures.
The outputs from all modules are combined using an
ensemble fusion mechanism to generate the final
classification result.
The system classifies profiles into:

e Genuine Profile

e Suspicious Profile

e Fake Profile
The system also provides confidence scores and
explainable Al-based outputs to improve transparency
and user understanding.
Overall, the proposed framework provides accurate,
scalable, and real-time fake profile detection support.

V. System Architecture

The system architecture defines the workflow of the
proposed Multi-Modal Fake Profile Detection System.
The architecture consists of the following major
modules:

1. User Interface Module

The frontend interface allows users to register, log in,
upload profile information, and view analysis results.
The interface is developed using React.js and Tailwind
CSS for responsive and interactive design.

2. Data Collection Module

This module collects profile data such as usernames,
bios, posts, profile images, and network metrics.

3. Preprocessing Module

The preprocessing module cleans and prepares the
collected data.

Text preprocessing includes:
e Tokenization
e Stop-word removal
e Stemming
e Lemmatization
e Text normalization
Image preprocessing includes:
e Image resizing
¢ Noise removal
e Face detection
e Pixel normalization
4. Feature Extraction Module
Important features are extracted from text, images, and
network data.
Text features:
o TF-IDF vectors
¢  Word embeddings
¢ Sentiment scores
Image features:
e (NN feature maps
e Facial inconsistencies
e GAN artifacts
Network features:
e Follower-following ratio
e Clustering coefficient
e Engagement ratio
5. Machine Learning and Deep Learning Module
Different Al models are used for classification:
e Logistic Regression
¢ Random Forest
e Support Vector Machine (SVM)
¢ (NN (Convolutional Neural Network)
e  Graph-based models
6. Ensemble Fusion Module
The outputs from all models are combined using
weighted averaging and ensemble learning methods.
7. Result and Explanation Module
The final prediction result is displayed with:
e Fake/Real classification
¢ Confidence percentage
e Explainable Al insights
e Detection reasoning
The modular architecture improves
maintainability, and system performance.

scalability,

Received: 20-04-2026 | Accepted: 28-05-2026 | Published: 05-06-2026

1JDIM, 2026, 5 (2(3)), 34-39 | 36



ISSN: 3068-272X

International Journal of

DATA SCIENCE AND IOT MANAGEMENT SYSTEM

Peer Reviewed, Referred & Indexed Journal
www.ijdim.com

Original Research Paper

VI. Methodology
The methodology describes the step-by-step workflow
used for fake profile detection.
Step 1: Data Collection
The system collects:
e Usernames

e Bios
e Captions
e Posts

e Profile images

¢ Follower metrics

o Engagement data
Step 2: Data Preprocessing
Text and image data are cleaned and normalized.
Text preprocessing:

e Tokenization

e Stop-word removal

e Stemming

e TF-IDF conversion
Image preprocessing:

e Image resizing

e Face extraction

e Noise filtering
Step 3: Feature Extraction
Meaningful features are extracted from all modalities.
Textual features:

e  Word frequency

¢ Sentiment polarity

e Linguistic pattems
Image features:

¢ Deep CNN embeddings

e Facial anomalies

¢ GAN detection indicators
Network features:

e Connectivity metrics

e Interaction patterns

e Engagement behaviour
Step 4: Model Training
Machine Leamning models are trained using labelled
datasets.
Algorithms used:

¢ Random Forest

e Support Vector Machine

e Logistic Regression

e CNN

Step 5: Ensemble Fusion
Predictions from all modules are combined using
ensemble techniques.
Step 6: Result Generation
The system displays:
e Prediction result
e Confidence score
e Explanation report
Step 7: Performance Evaluation
The system performance is evaluated using:
e Accuracy
e Precision
e Recall
e Fl1-Score
e Confusion Matrix

VII. Experimental Results

The experimental results demonstrate the effectiveness of
the proposed Multi-Modal Fake Profile Detection
System.

The system successfully identified fake profiles using
combined textual, visual, and network analysis.

Evaluation Metric Result

Accuracy 94%

Precision 92%

Recall 93%

F1-Score 92%

The proposed system achieved higher accuracy
compared to single-modality approaches.

The results indicate that multi-modal analysis

significantly improves detection reliability and reduces
false predictions.

The explainable Al module also improved transparency
by providing understandable reasons  behind
classification decisions.

VIII. Comparative Analysis

Different fake profile detection techniques provide
varying levels of accuracy and performance.

Traditional rule-based systems are simple but cannot
detect sophisticated fake profiles effectively.

Machine Learning models such as Random Forest and
SVM provide better prediction accuracy by analysing
behavioural patterns.
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Deep Learning models improve image and text analysis
performance but require large datasets and computational
resources.

Graph-based systems effectively identify coordinated bot
networks but may fail when textual and visual signals are
ignored.

The proposed Multi-Modal system combines all major
modalities into a single framework, improving
robustness and overall prediction performance.

Method Technique Accuracy
Rule-Based Detection ~ Manual Rules 70%
SVM-Based Detection ~ Text Analysis 84%
CNN-Based Detection ~ Image Analysis  89%

Graph-Based Detection Network Analysis 88%

Proposed Multi-Modal Ensemble Al
. 94%

System Fusion

The comparative analysis shows that the proposed

system provides improved accuracy, scalability, and

reliability.

IX. Advantages of Proposed System
The proposed Multi-Modal Fake Profile Detection
System offers several advantages:
o Early identification of fake social media profiles
¢ Improved detection accuracy using multi-modal
analysis
¢ Automated and intelligent prediction system
e Real-time analysis capability
o Explainable Al-based outputs
e Reduced human effort and manual verification
o Better scalability for large social media platforms
e Improved cybersecurity and online safety
e Detection of Al-generated images and bot
behaviour
e User-friendly and responsive interface
Overall, the system provides a reliable and efficient
solution for fake profile detection.

X. Future Work
Several improvements can be added in future versions of
the system.

Advanced transformer-based models such as BERT,
GPT-based classifiers, and Vision Transformers can be
integrated for improved detection accuracy.
Future enhancements may include:

e Real-time social media API integration

e Mobile application support

e  Graph Neural Network (GNN) integration

e Advanced GAN image detection

e Multi-language fake profile detection

e Voice and video analysis support

e Al chatbot for cybersecurity awareness

e Cloud-based scalable deployment

¢ Blockchain-based identity verification
Using larger datasets and real-time streaming analysis
can further improve system performance and
generalization.

XI. Conclusion

This paper presented a Multi-Modal Fake Profile
Detection System using Artificial Intelligence and
Machine Learning techniques.

The proposed framework combines text analysis, image
analysis, and network graph analysis to identify fake
social media profiles more accurately. Unlike traditional
single-modality systems, the proposed system integrates
multiple data sources and ensemble leaming methods for
improved reliability.

Natural Language Processing techniques were used for
textual analysis, while Deep Leaming models were
applied for image verification and fake image detection.
Graph analysis techniques helped identify suspicious
network behaviour and coordinated fake account
structures.

Experimental results demonstrated strong performance
across evaluation metrics such as accuracy, precision,
recall, and Fl-score. The system also provided
explainable outputs and real-time analysis support.
Overall, the proposed system offers an intelligent,
scalable, and reliable solution for fake social media
profile detection and cybersecurity support.
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