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Abstract:

Permissioned blockchain architectures provide a robust foundation for controlled data sharing among verified
participants, yet ensuring payload confidentiality within such networks poses persistent challenges. This paper
proposes a framework that integrates Identity-Based Encryption (IBE) with Ethereum smart contracts and the Inter
Planetary File System (IPFS) to achieve fine-grained, identity-anchored access control. By using each user's unique
identifier as the cryptographic public key, the system eliminates the certificate management overhead inherent in
traditional Public Key Infrastructure while maintaining strong data privacy guarantees. A fully functional prototype
was implemented in Python and Solidity, demonstrating that only explicitly authorized recipients can decrypt stored
messages while non-authorized parties are systematically excluded. Evaluation results confirm system correctness,
data integrity, and practical feasibility for enterprise non-transactional data sharing scenarios.
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1. INTRODUCTION

Distributed ledger technologies have introduced
fundamental shifts in how organisations manage data
integrity and access control. Among various
implementations, permissioned blockchain networks
have emerged as the preferred architecture for
enterprise-grade deployments where participants are
known, accountability is required, and privacy of
transactional data is paramount. Unlike open public
blockchains, permissioned variants restrict network
membership to verified entities, providing a controlled
environment suited to industries such as healthcare,
supply chain, and finance.

Despite the structural advantages of permissioned
blockchains, ensuring data confidentiality within them
remains a non-trivial challenge. All validated nodes in
the network possess access to the shared ledger, which
means that sensitive payloads — if stored in plaintext
— are visible to every authorised participant. This
conflicts with operational requirements where
individual users or departments should only access
information explicitly shared with them. Traditional
Public Key Infrastructure (PKI) approaches attempt to
address this through asymmetric encryption, but they
introduce substantial overhead in certificate issuance,
revocation, and distribution.

Identity-Based Encryption (IBE) offers a compelling
alternative by treating a user's identity — such as a
username, email address, or employee identifier — as
their public key. This eliminates the dependency on
certificate authorities for key exchange. A trusted
Private Key Generator (PKG) derives each participant's
private key from their identity, allowing any sender to
encrypt data for a recipient without prior key exchange.
This paradigm significantly reduces key management
complexity while preserving cryptographic security
guarantees.

This paper presents a prototype system that integrates
IBE with an Ethereum-based permissioned blockchain
and the InterPlanetary File System (IPFS) for off-chain
media storage. The system enables users to register,
post encrypted private messages, and restrict
decryption access to selected recipients. Non-
authorised users receive no decryption capability,
demonstrating practical privacy enforcement within a
permissioned blockchain context.

2. LITERATURE SURVEY

The intersection of blockchain technology and privacy-
preserving cryptography has attracted sustained
research interest. The following table summarises
representative works that informed the design of the
proposed system.

§.No | Authon(s) Publication Key Contribution
1| Agrawal & Measurament Proposes a decentralized dentity and access management
Karyakarte (2024) | Sensors (Elsevier) | framework using blockehan to eliminate single points of
control and strengthen authentication reliability across
distributed nefworks.
2 |Chawl& JUETY: Investigates paftent-centric ownership of digital health
Srivastava (2024) identities using blockchain-based self-sovereign identity
(8SI), prioritising confidentiality of sensitive medical
information
3| Waheed&Ur | arXiv Presents a combined federated leaming and blockeham
Reliman (2023) architecfure for privacy-preserving analysis of distributed
healtheare ToT dats, maintaining data locality whils enbling
collaborative msights.
4 | SpringerOpen | Journalof Cloud Infroduces a blockehain-backed authentication and
(2023) Computing imumutable lopging system desipned to ensure tamper-proof
forensic records and accountabiltty in cloud-hosted
environments.

3. SYSTEM DESIGN
Problem Formulation

Permissioned blockchains guarantee data integrity and
auditability, but do not natively enforce data
confidentiality = among  peers.  Attribute-Based
Encryption (ABE), a commonly proposed remedy,
involves complex policy trees and incurs high
computational cost at scale. The proposed system
addresses this gap by substituting ABE with IBE,
which offers comparably fine-grained access control
with a simpler key management model and lower per-
operation overhead.

System Architecture

The architecture comprises four principal layers: (1) a
web-based front end built with HTML, CSS, and
Node.js; (2) a Django-powered Python application
server hosting the IBE encryption logic; (3) an
Ethereum blockchain network deployed via Truffle and
Ganache, with Solidity smart contracts managing data
storage and retrieval; and (4) an IPFS node responsible
for off-chain persistence of media files, whose content
hashes are anchored on-chain.

User interactions proceed as follows: a registered user
composes a message and optionally attaches a media
file. The application server generates an IBE public-
private key pair derived from the sender's identity. The
message is encrypted; media is pinned to IPFS and its
hash embedded in the on-chain record. To grant read
access, additional IBE keys are generated using each
recipient's identity, enabling only those recipients to
decrypt the payload.
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Fig. 1: System Architecture - IBE Blockchain Data
Privacy System

Smart Contract Design

Two primary data structures are maintained by the
Solidity contract named DataPrivacy. The first
structure stores user registration data — a mapping
from identity strings to hashed credentials. The second
structure stores message records, each comprising the
encrypted message payload, the IPFS hash of any
associated media, a timestamp, and an array of
authorised recipient identities. Functions setSignup()
and setPrivateMessages() handle write operations,
while getSignupDetails() and getPrivateMessages()
expose read-only views. The contract enforces that
only the contract owner or explicitly listed recipients
may retrieve message records.

IBE Cryptographic Module

The cryptographic operations are implemented in
Python wusing the NaCl (libsodium) library. The
keypair() function derives a signing key and
corresponding Curve25519 key pair from a 32-byte
seed. The seed is derived deterministically from the
user's identity string via SHA-256 hashing, ensuring
that the same identity always produces the same key
pair without storing the seed externally. Encryption is
performed using NaCl's authenticated public-key box
construction  (pkencrypt()), and decryption via
pkdecrypt(). Symmetric encryption of bulk data uses
NaCl's SecretBox with a randomly generated nonce per
message.

4. IMPLEMENTATION
Deployment Workflow

The development environment runs on Windows 11
with Python 3.x, Nodejs, and Truffle Suite.
Deployment proceeds in three steps: (1) the IPFS
daemon is initialised via Start IPFS.bat; (2) the local

Ethereum blockchain is started using
runBlockchain.bat, which invokes Ganache and
exposes ten default accounts; (3) truffle migrate
deploys the DataPrivacy contract to the local chain.
The Django server is then launched via runServer.bat
and listens on http://127.0.0.1:8000.

Module Descriptions

New User Signup: Collects username, password,
contact number, gender, email, and address. Upon
submission, these details are serialised and stored via
the setSignup() contract function. A seed file named
.{username}.bcdb seed is written to disk for
subsequent key generation.

User Login: Validates submitted credentials against
the on-chain record by calling getSignupDetails(). A
successful match initiates a session and redirects the
user to the dashboard.

Post Private Messages: The user enters a text
message, uploads an optional image (stored on IPES),
and selects one or more recipients. The IBE module
generates keys for the poster's identity, encrypts the
message, and additionally generates recipient-specific
keys so that only selected users can later decrypt. The
encrypted record is committed to the blockchain via
setPrivateMessages().

View Shared Private Message Blockchain:
Authenticated users request their messages from the
blockchain. The system iterates over all records,
identifies those where the current user's identity
appears in the authorised recipient list, and decrypts
those records using the user's IBE private key. Records
for which the user is not authorised are returned as
undecryptable ciphertext, providing practical access
control.

5. TESTING

System validation followed a three-tier strategy
encompassing unit, integration, and end-to-end testing.
Unit tests verified the correctness of individual IBE
functions  (keypair generation, encryption, and
decryption) using known plaintext-ciphertext pairs.
Integration tests confirmed that the Django views
correctly invoked contract functions and that responses
were properly deserialised. End-to-end tests simulated
complete user journeys.

TC# Test Input | Expect | Result
Scenar | Condit | ed
io ion Outpu
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personas were created — Rajesh (message author),
1 New User Accou | Pass Udaya (authorised recipient), and Deeksha (non-
User submit | nt authorised user) — to exercise the access control logic
Registr | s valid | created end-to-end.
ation f:redent ’ Qata Registration and Login: Both operations completed
ials persiste . . .
. without error, with user data successfully persisted to
glockén the blockchain ledger and retrie\fable via the cgntragt‘s
. view functions. Response time for registration
hain
averaged under 2 seconds on local hardware.
Message Encryption and Storage: Upon post
2 User Registe | Login | Pass submission by Rajesh, the IBE module produced a
Authen | red approv Curve25519 key pair derived from his username. The
tication | user ed; message ciphertext, the IPFS hash of the attached
enters | session image, and the list of authorised identities (Udaya and
correct | initiate Neha) were committed in a single blockchain
credent | d transaction. The on-chain record displayed an
ials unintelligible hexadecimal ciphertext, confirming that
no plaintext is ever written to the ledger.
3 Post User IBE Pass Authorised Decryption: When Udaya logged in and

Encryp | compo | keys navigated to the shared messages view, the system
ted ses generat successfully decrypted the mphertext and renderefi the
Messag | messag | ed; original message text alongs1de. the IPFS-retrieved
e e and | ciphert image. The blockchain hash displayed on screen
selects | ext matched the stored record, confirming data integrity
recipie | stored throughout the retrieval pipeline.

nts on Unauthorised Access Prevention: When Deecksha —
blocke who was not included in the recipient list — accessed
hain the same view, the system returned an empty message

table. No partial information was exposed, validating

that the IBE-based access control correctly prevents

4 View | Author | Plainte | Pass decryption by non-authorised parties.
Author | ised xt and
ised user associa
Messag | request | ted
e ] media
messag | rendere
e d
decrypt | correctl
ion y
5 Access | Non- Decryp | Pass
Denied | authori | tion
- sed blocke
Unauth | user d;
orised | attempt | empty
User s to | result
view returne
messag | d
e

6. RESULTS AND ANALYSIS

The prototype was evaluated using a local Ganache
blockchain with ten pre-funded accounts. Three user
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Performance observations indicate that IBE key T+ o P ©51e
generation via SHA-256 identity hashing is )
computationally inexpensive (sub-millisecond). The
primary latency contribution comes from Ethereum
transaction confirmation, which averaged 1-3 seconds
on the local Ganache network. IPFS pinning of a
typical image (100-200 KB) completed within 1
second.

Fig. Web page ot e o o e o S

» CEENED = o M5 O @O
Fig. Login page

G LR
Fig. Message displayed
7. CONCLUSION

This work demonstrates that Identity-Based Encryption
constitutes a practical and efficient mechanism for
enforcing data privacy in permissioned blockchain
networks. By anchoring cryptographic keys in user
identities rather than externally managed certificates,
the proposed system eliminates the administrative
B overhead associated with traditional PKI while
Fig. Select users retaining strong confidentiality —guarantees. The
integration of Ethereum smart contracts for tamper-
proof data storage and IPFS for scalable off-chain
media management produces a cohesive architecture
that addresses the core limitations identified in current
approaches.

The prototype confirms that only explicitly authorised
users can decrypt stored messages, that blockchain
immutability prevents post-hoc alteration of records,
and that the overall system remains usable without
specialised cryptographic knowledge on the part of end
users. These properties make the architecture well-
suited to enterprise use cases such as confidential
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document sharing, audit-trail maintenance, and
identity-verified messaging.

8. FUTURE SCOPE

Several directions can extend and strengthen this work.
First, revocable IBE schemes can be incorporated so
that access rights may be withdrawn after they have
been granted. Second, threshold IBE implementations
— where key generation requires consensus among
multiple PKG nodes — can reduce the single-point-of-
trust concern inherent in centralised key authorities.
Third, the current prototype relies on a local Ganache
network; migration to a production permissioned
framework such as Hyperledger Fabric would validate
scalability under realistic transaction loads. Fourth,
hybrid privacy-enhancing approaches combining IBE
with Zero-Knowledge Proofs (ZKPs) or Secure Multi-
Party Computation (SMPC) could offer richer policy
expressiveness  without sacrificing performance.
Finally, domain-specific pilots in healthcare record
management and supply chain provenance tracking are
natural next steps.
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