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Abstract 
The explosive growth of Online Social Networks (OSNs) has made photo sharing a primary 

means of social interaction. However, sharing co-owned photos often leads to serious privacy 

violations because current OSN privacy policies are user-centric and fail to consider the 

privacy preferences of all individuals appearing in the photo. 

Trust-Based Privacy Preserving Photo Sharing in Online Social Networks is a novel 

framework that leverages trust relationships among users to dynamically control the visibility 

and anonymization of co-owned photos. The system computes trust scores based on social 

interactions, relationship strength, and user feedback. It then applies selective anonymization 

techniques such as face blurring, region masking, or pixelation on sensitive parts of the image 

according to the minimum trust threshold set by co-owners. 

By integrating trust evaluation with image processing and access control mechanisms, the 

framework effectively reduces privacy leakage while preserving the usability and visual 

quality of shared photos. The proposed system supports multi-user decision-making for co-

owned content and provides a scalable, user-friendly solution for secure photo sharing in 

platforms like Facebook, Instagram, and Twitter. Experimental results demonstrate 

significant reduction in privacy risk with minimal impact on photo utility and social 

engagement. 

Keywords: Online Social Networks, Photo Sharing Privacy, Trust-Based Access Control, 

Co-Owned Photos, Privacy Preservation, Image Anonymization, Trust Computation. 

I.Introduction 

Online Social Networks (OSNs) have transformed how people connect, communicate, and 

share life moments through photos. Millions of photos are uploaded and shared daily, many 

of which contain multiple individuals (co-owned photos). While this fosters social bonding, it 

raises critical privacy concerns. A user may unintentionally expose sensitive information 

about others in the photo, leading to unauthorized identification, stalking, or misuse of 

personal images. 

Traditional OSN privacy settings are primarily owner-centric and do not adequately protect 

the privacy preferences of co-owners. Existing solutions often rely on crude methods such as 

complete denial of sharing or heavy anonymization, which reduce the social value of the 

photo. 

To address these challenges, we propose a Trust-Based Privacy Preserving Photo Sharing 

framework. The system evaluates trust levels between the uploader and other individuals in 

the photo using social graph analysis, interaction history, and explicit user preferences. Based 
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on computed trust scores, the framework automatically applies appropriate anonymization 

techniques only to the portions concerning low-trust co-owners, while keeping the photo 

visually meaningful for high-trust viewers. 

This approach provides fine-grained, dynamic privacy protection for co-owned photos in 

OSNs, balancing privacy preservation with social utility. 

II. Literature Survey 
Several studies have addressed privacy issues in photo sharing on OSNs: 

 Xu et al. (2018) proposed a trust-based privacy-preserving mechanism for co-owned 

photos by selectively anonymizing images based on trust relationships. 

 Li et al. introduced HideMe, a system that extracts privacy-sensitive factors from 

photos and enforces personalized privacy policies. 

 Ra et al. (2013) developed P3, a privacy-preserving photo encoding scheme that splits 

images into public and secret parts. 

 Various works on access control in OSNs highlight the importance of trust 

computation using friendship strength, interaction frequency, and common interests. 

 Studies on image anonymization techniques (face detection, blurring, and region-

specific masking) show their effectiveness in reducing re-identification risks while 

maintaining perceptual quality. 

Most existing approaches either ignore trust dynamics or apply uniform anonymization, 

leading to over-protection or under-protection. Our work builds upon these foundations by 

integrating dynamic trust evaluation with adaptive image anonymization. 

III. Existing System & Proposed System 

A.ExistingSystem 
Current OSNs such as Facebook and Instagram allow the photo uploader to set basic privacy 

levels such as public, friends, friends of friends, or custom. Co-owners have limited or no 

control over how their images are shared. Once uploaded, photos can be viewed, 

downloaded, or tagged by anyone within the chosen audience. 

Disadvantages of Existing Systems: 

1. No support for co-owner privacy preferences in multi-person photos. 

2. Static and coarse-grained privacy settings. 

3. High risk of privacy leakage through tagging and re-sharing. 

4. Lack of trust-aware decision making. 

5. No automatic anonymization based on viewer relationships. 

6. Poor balance between privacy and photo utility. 

B. Proposed System 

The proposed Trust-Based Privacy Preserving Photo Sharing system introduces a 

collaborative and intelligent privacy mechanism. When a user uploads a photo containing 

multiple people, the system: 
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 Detects faces and identifies potential co-owners via tagging or face recognition. 

 Computes trust scores between the uploader and each co-owner using social metrics. 

 Allows co-owners to set minimum trust thresholds. 

 Applies selective anonymization such as face blurring or masking only for viewers 

whose trust level falls below the threshold. 

 Generates multiple versions of the photo dynamically based on viewer trust. 

Advantages of the Proposed System: 

1. Fine-grained, trust-aware privacy protection for co-owned photos. 

2. Dynamic and adaptive anonymization. 

3. Respects individual privacy preferences without ruining social value. 

4. Reduced privacy leakage risk. 

5. Improved user control and satisfaction. 

6. Scalable for real-world OSN platforms. 

IV. System Design & Architecture 

A. System Architecture 
The architecture consists of a user-friendly web or mobile interface, trust computation 

engine, face detection and anonymization module, access control layer, and secure 

storage. Data flows from photo upload to co-owner identification, then to trust 

evaluation, followed by selective anonymization, and finally viewer-specific photo 

rendering. 
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B. System Flowchart 

The process starts with user login and photo upload, followed by face detection and 

co-owner tagging. Then trust score calculation takes place, after which co-owners set 

approval or thresholds. Based on viewer trust, selective anonymization is applied, and 

finally secure sharing with dynamic rendering is performed. 
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C. Modules Overview 

MODULES: 

 System Construction Module 

 Content-Based Classification 

 Metadata-Based Classification 

 Adaptive Policy Prediction 

MODULES DESCSRIPTION: 

System Construction Module 

The A3P system consists of two main components: A3P-core and A3P-social. 

The overall data flow is the following. When a user uploads an image, the 

image will be first sent to the A3P-core. The A3P-core classifies the image and 

determines whether there is a need to invoke the A3P-social. In most cases, the 

A3P-core predicts policies for the users directly based on their historical 
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behavior. If one of the following two cases is verified true, A3P-core will 

invoke A3Psocial: (i) The user does not have enough data for the type of the 

uploaded image to conduct policy prediction; (ii) The A3P-core detects the 

recent major changes among the user’s community about their privacy practices 

along with user’s increase of social networking activities (addition of new 

friends, new posts on one’s profile etc). 

 

Content-Based Classification 

To obtain groups of images that may be associated with similar privacy 

preferences, we propose a hierarchical image classification which classifies 

images first based on their contents and then refine each category into 

subcategories based on their metadata. Images that do not have metadata will be 

grouped only by content. Such a hierarchical classification gives a higher 

priority to image content and minimizes the influence of missing tags. Note that 

it is possible that some images are included in multiple categories as long as 

they contain the typical content features or metadata of those categories. 

Our approach to content-based classification is based on an efficient and yet 

accurate image similarity approach. Specifically, our classification algorithm 

compares image signatures defined based on quantified and sanitized version of 

Haar wavelet transformation. For each image, the wavelet transform encodes 

frequency and spatial information related to image color, size, invariant 

transform, shape, texture, symmetry, etc. Then, a small number of coefficients 

are selected to form the signature of the image. The content similarity among 

images is then determined by the distance among their image signatures. 

 

Metadata-Based Classification 
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The metadata-based classification groups images into subcategories under 

aforementioned baseline categories. The process consists of three main steps. 

The first step is to extract keywords from the metadata associated with an 

image. The metadata considered in our work are tags, captions, and comments. 

The second step is to derive a representative hypernym (denoted as h) from each 

metadata vector. The third step is to find a subcategory that an image belongs 

to. This is an incremental procedure. At the beginning, the first image forms a 

subcategory as itself and the representative hypernyms of the image becomes 

the subcategory’s representative hypernyms. 

 

Adaptive Policy Prediction 

The policy prediction algorithm provides a predicted policy of a newly 

uploaded image to the user for his/her reference. More importantly, the 

predicted policy will reflect the possible changes of a user’s privacy concerns. 

The prediction process consists of three main phases: (i) policy normalization; 

(ii) policy mining; and (iii) policy prediction. 

Table I: Technology Stack 

Table I: Technology Stack 

Component Technology / Tool 

Programming Language Java / Python 

Frontend HTML, CSS, JavaScript, JSP 

Backend Java Servlets / Flask 

Database MySQL 

Image Processing OpenCV, TensorFlow / Keras 

Development Tool NetBeans / Eclipse / PyCharm 

Operating System Windows / Linux 

Table II: Performance / Evaluation Summary 
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Metric / Component Proposed System 
Traditional OSN 

Sharing 
Remarks 

Privacy Leakage Risk Low High 
Trust-aware 

anonymization 

Photo Visual Quality 
High (for trusted 

users) 

Full / Over-

anonymized 
Selective masking 

Co-owner Control Excellent Limited 
Threshold-based 

decisions 

User Satisfaction High Moderate 
Balanced privacy & 

utility 

Computational 

Overhead 
Acceptable Low 

Real-time face 

processing 

 

Fig 1:-Home page 
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Fig 2:-uploaded photodetails  

 

 

Fig 3:- View All users trust parameter 

 

Fig 4:- passing phtosharing permission parameters 
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VI.Conclusion 
This project presented a Trust-Based Privacy Preserving Photo Sharing framework for Online 

Social Networks. By combining trust computation with adaptive image anonymization, the 

system effectively protects the privacy of co-owners while maintaining the social value of 

shared photos. 

The modular design and dynamic rendering approach make it highly suitable for modern 

OSNs. The framework reduces privacy risks associated with co-owned content and empowers 

users with fine-grained control. This work contributes to the growing field of privacy-aware 

social media technologies and sets a foundation for more intelligent and user-centric photo 

sharing mechanisms in the future. 
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