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ABSTRACT

The rapid proliferation of Android applications has led to a significant rise in sophisticated malware, posing serious
security challenges. Traditional detection techniques, primarily based on static or dynamic analysis alone, often fail
to effectively identify complex and obfuscated threats. This paper proposes a hybrid Android malware detection
framework that integrates static and dynamic analysis to improve detection accuracy and reliability. In the static
analysis phase, Android application packages (APK files) are decompiled using APKTool to extract features such
as permissions, API calls, intents, activities, opcode sequences, and control flow graphs (CFGs). These features
enable the identification of suspicious patterns without executing the application. In the dynamic analysis phase,
applications are executed in a controlled Android emulator environment, where runtime behaviors are monitored
using tools such as Frida, strace, and Monkey testing. This facilitates the capture of real-time behaviors including
system calls, API interactions, and network activities. The extracted features from both phases are fused into a
unified feature set and utilized for malware classification using deep learning techniques. Furthermore, Explainable
Artificial Intelligence (XAI) methods are incorporated to enhance transparency and interpretability of the model’s
decisions. A Flask-based web application is developed to provide an interactive interface for uploading APK files
and visualizing analysis results. Experimental evaluation demonstrates that the proposed hybrid approach signifi-
cantly improves detection performance and effectively identifies advanced malware.

Index Terms— Android malware, static analysis, dynamic analysis, deep learning, feature fusion, explainable Al

(XAI), APK analysis.

1. INTRODUCTION

Android has emerged as the most widely used mobile
operating system, making it a prime target for malware
attacks. The increasing number of malicious applica-
tions has raised serious concerns regarding user pri-
vacy, data security, and system integrity. Traditional

malware detection techniques, including signature-

based and heuristic-based methods, are no longer suf-
ficient to detect modern malware that employs obfus-

cation, code injection, and polymorphism.

Static analysis techniques examine application code
without execution, making them fast and scalable.

However, they often fail to detect runtime behaviors
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and obfuscated code. On the other hand, dynamic anal-
ysis observes application behavior during execution
but is resource-intensive and time-consuming. To ad-
dress these limitations, this paper proposes a hybrid
malware detection system that combines both static
and dynamic analysis. The key contributions of this

work include:

1. A hybrid feature extraction approach combining
static and dynamic analysis
2. Integration of deep learning for improved classifi-
cation accuracy
3. Use of Explainable AI (XAI) to interpret model
decisions
4. Development of a web-based system for user in-
teraction and analysis
1.1 Background of the Study
The rapid expansion of Android-based smartphones
and applications has significantly transformed the dig-
ital ecosystem. Android, being an open-source plat-
form, allows developers to create and distribute appli-
cations easily. However, this openness has also led to
a surge in malicious applications (malware), posing se-
rious threats to user privacy, data security, and system
integrity. Traditional malware detection techniques
rely mainly on signature-based methods, which are
ineffective against new and evolving threats such as
polymorphic and obfuscated malware. As attackers
continuously develop advanced evasion techniques,
there is a growing need for more robust and intelligent
detection systems. Recent advancements in machine
learning and deep learning have opened new avenues
for malware detection by analyzing patterns and be-
haviors. However, relying solely on static or dynamic
analysis has limitations. Therefore, integrating both
approaches through hybrid feature fusion provides a
more comprehensive and reliable solution.

1.2 Problem Statement

Existing Android malware detection systems face sev-

eral challenges:

e Inability to detect zero-day and obfuscated mal-
ware

e Limitations of using only static or dynamic anal-
ysis independently

e Lack of interpretability in deep learning-based
models

e High false positive and false negative rates

These limitations highlight the need for a hybrid ap-

proach that combines multiple analysis techniques

along with explainability to improve trust and accu-

racy in malware detection systems.

1.3 Objectives of the Study

The main objectives of this study are:

e To develop a hybrid malware detection frame-
work combining static and dynamic analysis

e To extract meaningful features such as permis-
sions, API calls, and runtime behaviors

e To implement feature fusion techniques for im-
proved classification

o To apply deep learning models for accurate mal-
ware detection

e To incorporate Explainable Al (XAI) for inter-
preting model decisions

e To design a Flask-based web application for
real-time APK analysis

1.4 Scope of the Study

This study focuses on the detection of Android mal-

ware using a hybrid approach. The scope includes:

e Analysis of APK files using static and dynamic
techniques

e Feature extraction and fusion for classification

e Application of deep learning algorithms for mal-
ware detection

e Integration of XAl methods to improve model
transparency

e Development of a web-based interface for user in-

teraction
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However, the study is limited to Android platforms
and may not directly apply to other operating systems
such as i0OS or Windows. Additionally, the perfor-
mance of the model depends on the quality and diver-

sity of the dataset used.

2. RELATED WORK

Several studies have explored Android malware
detection using static, dynamic, and hybrid
approaches. Static analysis-based methods extract
features such as permissions and API calls but struggle
with code obfuscation. Dynamic analysis techniques
monitor runtime behavior but require significant
computational resources. Hybrid approaches have
shown improved performance by combining both
methods. Recent research has also incorporated

machine learning and deep learning models such as

Convolutional Neural Networks (CNN) and Recurrent
Neural Networks (RNN) for malware classification.

However, many existing systems lack interpretability,
making it difficult to understand why a model
classifies an application as malicious. This limitation
highlights the need for integrating Explainable Al

techniques into malware detection systems.

3. PROPOSED METHODOLOGY

The proposed system consists of five main stages:
static analysis, dynamic analysis, feature fusion, deep
learning-based classification, and explainable Al.

A. Static Analysis

In this phase, APK files are decompiled using
APKTool to extract relevant features without
executing the application. The extracted features
include:

Permissions

API calls

Intents and activities

Opcode sequences

Control Flow Graphs (CFGs)

These features help identify suspicious patterns in the

application code.

B. Dynamic Analysis

Applications are executed in an Android emulator
(AVD) to monitor runtime behavior. The following
tools are used:

Frida — for API hooking

Strace — for system call tracing

Monkey tool — for automated user interaction

This phase captures runtime features such as:

System calls

API usage patterns

Network activity

C. Feature Fusion

The features extracted from static and dynamic
analysis are combined into a unified feature vector.
This hybrid feature set improves detection accuracy by
capturing both structural and behavioral characteristics

of applications.

D. Deep Learning Model

A deep learning model is used to classify applications
as benign or malicious. The model processes the fused
feature vector and learns complex patterns associated
with malware behavior.

Common models that can be used include:
Convolutional Neural Networks (CNN)

Long Short-Term Memory (LSTM) networks

Hybrid CNN-LSTM models

E. Explainable AI (XAI)

To improve transparency, XAI techniques such as
SHAP (SHapley Additive exPlanations) or LIME
(Local Interpretable Model-agnostic Explanations) are
used. These techniques help explain the contribution
of each feature in the classification decision, making

the model more interpretable and trustworthy.
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@ 1. Feature Fusion Formula

Combining static and dynamic features:

E‘lyhrid = aEsLu!u.‘ + (1 - Q)deﬂmnfr:

»  Fjyria: Final fused feature vector

o Floric: Static features (permissions, AP calls, etc.)
. denm,“-(.: Dynamic features (runtime behavior)

* o Weight (0to 1)

@ 2. Neural Network Layer (Deep Learning)
Basic forward propagation:
a = o(WWal-) + pit)y

o al): Activation of layer [
o WU Weight matrix
o blY): Bias

¢ @ Activation function (ReLU, Sigmoid)

& 3. Binary Classification (Malware vs Benign)
Using sigmoid function:

S 1
Y= 1=

* 4 Predicted probability

* 2z: Output from neural network

@ 4. Loss Function (Binary Cross-Entropy)

L=—3 %5 lwlog(d) + (1 - v) log(1 - 5)]
s 4 True label (0 or 1)
*  §;: Predicted value

s N:Number of samples

@ 9. SHAP (Explainable Al)
¢ = Yoy CERERF(S Ui} - £(S)]

* ¢;: Contribution of feature

s Used for model explainability

4. SYSTEM ARCHITECTURE

The system architecture consists of multiple intercon-
nected modules:

System Modules Description

1. APK Upload Module

The APK Upload Module serves as the entry point of
the system, allowing users to submit Android applica-
tion packages (APK files) for analysis. This module is
implemented using a Flask-based web interface, where
users can securely upload files through a browser.
Upon upload, the system performs initial validation

checks such as file format verification, size con-

straints, and integrity validation to ensure that only le-
gitimate APK files are processed. The uploaded files
are then stored temporarily for further analysis.

2. Static Analysis Module

The Static Analysis Module examines the APK file
without executing it. The APK is first decompiled us-
ing tools such as APKTool to extract its internal com-
ponents. Key features extracted include permissions,
API calls, intents, activities, services, opcode se-
quences, and control flow graphs (CFGs). This module
identifies suspicious patterns and potential vulnerabil-
ities by analyzing the application’s code structure and
manifest file. Static analysis is efficient and fast but
may not detect runtime behaviors or obfuscated mal-
ware effectively.

3. Dynamic Analysis Module

The Dynamic Analysis Module evaluates the behavior
of the application during execution in a controlled en-
vironment such as an Android emulator or sandbox.
Tools like Frida, strace, and Monkey testing are used
to monitor runtime activities. This module captures
system calls, API interactions, file operations, memory
usage, and network traffic. Dynamic analysis helps in
detecting hidden malicious behaviors that are not visi-
ble during static analysis, especially in the case of ob-
fuscated or polymorphic malware.

4. Feature Fusion Module

The Feature Fusion Module integrates the features ob-
tained from both static and dynamic analysis into a

unified feature vector.

This fusion enhances the overall representation of the
application by combining structural and behavioral
characteristics. Techniques such as normalization, di-
mensionality reduction, and weighted fusion are ap-
plied to ensure consistency and relevance of features.
The fused dataset provides a more comprehensive in-
put for the classification model, improving detection
accuracy.

5. Deep Learning Classification Module
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This module uses deep learning algorithms to classify
applications as benign or malicious. The fused feature
vector is fed into models such as Artificial Neural Net-
works (ANN), Convolutional Neural Networks
(CNN), or Long Short-Term Memory (LSTM) net-
works. The model is trained on labeled datasets and
learns complex patterns associated with malware be-
havior. Optimization techniques and loss functions are
used to improve model performance. The output is a
probability score indicating whether the application is
malicious or safe.

6. XAI (Explainable AI) Module

The XAI Module enhances transparency and interpret-
ability of the deep learning model’s decisions. Tech-
niques such as SHAP (Shapley Additive Explanations)
or LIME (Local Interpretable Model-Agnostic Expla-
nations) are used to identify the contribution of each
feature in the classification process. This module helps
users understand why a particular APK is classified as
malware, thereby increasing trust and usability of the
system.

7. Web Interface (Flask)

The Web Interface Module provides an interactive
platform for users to interact with the system. Built us-
ing the Flask framework, it allows users to upload
APK files, initiate analysis, and view results in a user-
friendly format. The interface displays classification
results, feature importance, and visual explanations
generated by the XAI module. It ensures smooth com-
munication between the backend processing modules

and the end user.

", [User Upload APK]

A [APK Preprocessing]

[Ru
[Frida, Str

Fig 1: System Architecture Flowchart

5. EXPERIMENTAL RESULTS

The proposed system is evaluated using a dataset
consisting of both benign and malicious Android
applications.

Performance Metrics

To evaluate the effectiveness of the proposed Android
malware detection system, standard classification per-
formance metrics are used. These metrics provide a
comprehensive assessment of the model’s accuracy
and reliability.

1. Accuracy

Accuracy measures the overall correctness of the
model by calculating the proportion of correctly clas-
sified instances (both malware and benign) out of the
total samples.

e TPHIN
Accuracy = v pprrw

e TP (True Positive): Malware correctly iden-
tified as malware

e TN (True Negative): Benign apps correctly
identified as benign

o FP (False Positive): Benign apps incorrectly
classified as malware

e FN (False Negative): Malware incorrectly
classified as benign

2. Precision
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Precision indicates how many of the applications pre-
dicted as malware are actually malware. It reflects the
model’s ability to avoid false alarms.

. p
Precision = TPATP

e High precision means fewer false positives.

3. Recall (Detection Rate)
Recall measures the ability of the model to correctly

identify actual malware instances.

_ TP
Recall = TP

e High recall means fewer false negatives (im-
portant for security systems).
4. F1-Score
F1-Score is the harmonic mean of Precision and Re-
call, providing a balance between both metrics.

o Precision-Recall
Fl=2 Precision+Recall

e  Useful when there is an imbalance in dataset

(common in malware detection).

Model Accuracy | Precision | Recall | F1-
Score

Static 88% 85% 87% 86%

Only

Dynamic | 90% 88% 89% 88%

Only

Hybrid 96% 95% 94% 94.5%

Model

Fig 2: Performance Metrics Formulas

The results demonstrate that the hybrid approach
significantly ~ outperforms individual analysis
techniques.

IMAGES:

g

Upload APK for Analysis
Drag and drop your .apk file here, or click o browse

Fig 3: Analysis Hub (Web Interface)
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Fig 4: Comprehensive Static Analysis Report
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Fig 5: Dashboard of Analyzed APKs
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Fig 6: Automated Conclusion and Component
View

5. CONCLUSION
This paper presents a hybrid Android malware detec-
tion framework that integrates static and dynamic anal-
ysis with deep learning and Explainable Artificial In-
telligence (XAI) to address the growing challenges of
mobile security. By combining static features such as
permissions, API calls, and control flow graphs with
dynamic behavioral data including system calls and
runtime interactions,
the proposed approach provides a more comprehen-
sive understanding of application behavior. This hy-
brid feature fusion significantly enhances the system’s
ability to detect sophisticated and obfuscated malware
that may evade traditional detection techniques. The
incorporation of deep learning models enables effec-
tive pattern recognition and classification, resulting in
improved accuracy, precision, and recall compared to
standalone methods. Furthermore, the integration of
XAI techniques adds transparency to the decision-
making process, allowing users and analysts to inter-
pret the model’s predictions with greater confidence.
The development of a Flask-based web interface fur-
ther improves usability by providing an accessible
platform for malware analysis. Overall, the proposed
system demonstrates a scalable, robust, and efficient
solution for Android malware detection. Future work
may focus on real-time detection, deployment in cloud
environments, and the integration of more advanced

deep learning architectures.
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Future Scope
The proposed hybrid Android malware detection sys-
tem can be further enhanced in several ways to im-
prove its effectiveness and scalability. Future work
may focus on enabling real-time malware detection on
mobile devices, allowing threats to be identified dur-
ing application installation or execution. Integration
with cloud-based platforms can provide scalable pro-
cessing and faster analysis of large volumes of APK
files. Advanced deep learning techniques, such as
Transformer models and Graph Neural Networks, can
be explored to capture complex behavioral patterns
more accurately. The system can also be extended to
detect zero-day and highly obfuscated malware using
adaptive learning methods. Expanding the framework
to support cross-platform environments, including i0S
and Windows, would increase its applicability. Addi-
tionally, improvements in Explainable Al techniques
can enhance user understanding of model decisions.
Continuous dataset updates and integration with exist-
ing cybersecurity tools can further strengthen the sys-

tem’s robustness against evolving threats.
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