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ABSTRACT
Distributed Denial of Service (DDoS) attacks remain one of the most significant threats to network security, causing
service disruption, financial loss, and degradation of system performance. Traditional detection methods often fail to
identify DDoS attacks in real time due to the high volume and distributed nature of attack traffic. This research proposes
an entropy-based detection approach to identify DDoS attacks by analyzing the randomness and distribution of
network traffic patterns. By calculating the entropy of network features such as source IP addresses, packet sizes, and
flow rates, the system can detect abnormal traffic behavior indicative of a DDoS attack. A significant decrease or sudden
change in entropy values signals a potential attack, allowing the system to raise alerts promptly. The entropy approach is
lightweight, adaptive, and effective in distinguishing between legitimate and malicious traffic, making it suitable for real-
time network monitoring. Experimental results demonstrate that the proposed method accurately detects various types of

DDosS attacks with minimal false positives, improving the reliability and security of network systems.
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2. INTRODUCTION

With the rapid growth of internet services, ensuring
network availability has become a critical challenge.
Distributed Denial of Service (DDoS) attacks aim to
overwhelm network resources, causing service
disruption and financial losses. These attacks are often
launched using botnets, making them difficult to detect
and mitigate.

Traditional detection techniques rely on signature-based
or rule-based systems, which are ineffective against
new and evolving attack patterns. As a result, there is a
need for adaptive and efficient detection methods. One
such approach is based on Entropy, a concept widely
used in information theory to measure uncertainty or
randomness.

In network traffic analysis, entropy can be used to
detect anomalies by analyzing the distribution of traffic
features. For example, during a DDoS attack, a large
number of packets may originate from multiple sources
targeting a single destination, leading to noticeable
changes in entropy values.

This paper presents a detailed study of entropy-based
DDoS detection. The proposed system continuously
monitors network traffic and calculates entropy values
for selected parameters. Significant deviations from
normal entropy levels indicate potential attacks.

The integration of entropy-based detection provides
several advantages, including low computational cost,

real-time detection capability, and scalability. This
makes it suitable for deployment in modern high-speed
networks.

3. SYSTEM ARCHITECTURE

The system architecture for DDoS detection using
entropy consists of multiple layers designed for efficient
traffic analysis and anomaly detection.

The first layer is the data collection layer, which
captures network packets using tools such as packet
sniffers. The preprocessing layer filters and organizes
the captured data, removing noise and extracting
relevant features such as IP addresses and ports.

The core component is the entropy calculation module,
which computes entropy values for different traffic
attributes over defined time windows. These values are
then compared against predefined thresholds in the
detection layer.

Finally, the alert and visualization layer notifies
administrators and displays attack patterns through
dashboards.

System Components Table

Component Description Tools/Techniques
Data Captures Wireshark, Sniffers
Collection network packets
Preprocessing | Cleans and | Python

extracts features
Entropy Calculates Mathematical
Module entropy values Models
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'Detection Identifies Threshold Analysis Recall 89%
Engine anomalies F1-Score | 90%
Alert System Generates Dashboards The results show that entropy-based detection is
warnings effective in identifying sudden traffic anomalies. It
DETECTION OF DDOS ATTACK USING performs well in detecting volumetric attacks but may
A require optimization for low-rate attacks.
m [ gsspees T The system also exhibits low computational overhead,

making it suitable for real-time applications. However,
selecting appropriate thresholds is critical for
minimizing false positives.
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This layered approach ensures efficient and scalable
detection of DDoS attacks.

4. METHODOLOGY 1o

The proposed methodology focuses on detecting DDoS e

attacks by analyzing entropy variations in network a3 ODoS Attack afic

traffic. Initially, network packets are captured and A W e ol o
grouped into fixed time intervals. For each interval, Network Traffic Spike (DDoS Detection)
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features such as source IP distribution and packet size
are extracted.

Entropy is then calculated using probability
distributions of these features. Under normal conditions,
entropy values remain stable, reflecting balanced traffic
patterns. However, during an attack, these values
change significantly due to abnormal traffic
concentration.

Entropy Formula
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Where:

e p(x;)= Probability of occurrence of event x;

e H(X)=Entropy value
A threshold is defined based on historical data. If the sin )
calculated entropy deviates beyond this threshold, the
system flags it as a potential DDoS attack.
This approach is computationally efficient and suitable
for real-time detection in high-speed networks.
5. RESULTS AND DISCUSSION
The system was tested using simulated network traffic
containing both normal and attack scenarios. The o
entropy-based detection method demonstrated high
accuracy in identifying DDoS attacks. 6. CONCLUSION
Performance Evaluation Table This paper presented an entropy-based approach for

Entropy Comparson

EreTopy valie
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Metric Value detecting DDoS attacks in network traffic. By analyzing

Accuracy | 93% randomness in traffic patterns, the system effectively

Precision | 91% identifies anomalies and provides timely alerts.
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The proposed method offers several advantages,
including simplicity, efficiency, and scalability. It can
be easily integrated into existing network security
systems and provides real-time monitoring capabilities.

While the system achieves high accuracy, future work
can focus on combining entropy with **Machine
Learning techniques to improve detection performance.
Additionally, adaptive threshold mechanisms can be
developed to handle dynamic network environments.

In conclusion, entropy-based DDoS detection is a
promising approach for enhancing network security and
ensuring service availability.
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