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ABSTRACT

This project presents SafeEntry, a Bluetooth-controlled digital door lock system based on the Arduino 

microcontroller platform. Designed to enhance home and office security, SafeEntry allows authorized 

users to unlock doors wirelessly through a smartphone Bluetooth connection, eliminating the need for 

traditional keys. The system integrates an Arduino microcontroller with a Bluetooth module to receive 

access commands, which trigger the locking and unlocking mechanism. The digital lock incorporates 

password protection and real-time status feedback to ensure secure and convenient access control. The 

use of Bluetooth technology provides a low-cost, reliable, and user-friendly interface for modern security 

needs. Experimental results demonstrate that SafeEntry offers an effective and innovative solution for 

smart access management with improved security and ease of use. 

I. INTRODUCTION  

With the growing need for enhanced security 

and convenience in homes and offices, 

traditional mechanical locks are increasingly 

being replaced by smart locking systems. Digital 

door locks offer better control, flexibility, and 

protection compared to conventional keys, 

which can be lost, copied, or stolen. In this 

context, the integration of microcontrollers and 

wireless communication technologies has 

opened new possibilities for secure and user-

friendly access control solutions. 

This project, SafeEntry, focuses on developing a 

digital door lock system controlled via Bluetooth 

communication using an Arduino 

microcontroller. By leveraging Bluetooth 

connectivity, users can lock or unlock doors 

remotely through a smartphone application, 

eliminating the need for physical keys and 

improving security management. The system is 

designed to be cost-effective, easy to implement, 

and adaptable for various security applications. 

The Arduino microcontroller acts as the central 

control unit, processing commands received 

from the Bluetooth module and activating the 

locking mechanism accordingly. The system 

also incorporates password verification and 

feedback signals to ensure authorized access and 

alert users of the lock status. 

This approach offers a practical and innovative 

solution to access control, combining the 

simplicity of Arduino programming with the 

convenience of wireless technology, making it 

suitable for modern smart home and office 

environments. 

II. LITERATURE SURVEY: 

In recent years, digital door lock systems have 

gained significant attention due to their ability to 

enhance security and provide convenient access 

control. Several researchers and developers have 

explored different approaches using 

microcontrollers, wireless communication, and 

biometric technologies. 

Early digital lock systems predominantly relied 

on keypad inputs combined with 

microcontrollers like PIC and Arduino for 

password authentication. For instance, Kumar et 

al. [1] designed a keypad-based door lock 

system using a PIC microcontroller, which 



 

 

provided basic security but required physical 

interaction. 

With the advancement of wireless technologies, 

Bluetooth modules became a popular choice for 

remote access. Malathesh et al. [2] implemented 

an Arduino-based door lock system controlled 

via Bluetooth, allowing users to unlock doors 

through a smartphone application. This approach 

improved user convenience by eliminating the 

need for physical keys. 

Further research by Hossain et al. [3] introduced 

enhanced security by integrating password 

protection along with Bluetooth control, 

ensuring that only authorized users could gain 

access. Their system also included real-time 

feedback mechanisms, such as LED indicators 

and buzzer alarms, to inform users of lock status 

and unauthorized attempts. 

Other studies have focused on improving 

security with multi-factor authentication. Patel 

and Shah [4] combined RFID and Bluetooth 

technologies with microcontrollers, enhancing 

system robustness and user verification. 

Similarly, Roy et al. [5] developed an intelligent 

digital lock system that incorporated biometric 

sensors alongside Bluetooth, targeting high-

security applications. 

The Arduino platform remains the preferred 

choice for many developers due to its ease of 

programming, wide community support, and 

compatibility with various sensors and 

communication modules. Additionally, 

Bluetooth technology offers a reliable, low-

power, and cost-effective wireless solution for 

home automation and security systems, as 

highlighted by Singh and Kumar [6]. 

Despite these advancements, challenges remain 

in terms of system scalability, response time, 

and resistance to hacking or signal interference. 

Therefore, ongoing research is focusing on 

optimizing communication protocols, integrating 

encryption techniques, and developing more 

user-friendly interfaces. 

This literature review establishes the foundation 

for the current project, which aims to develop a 

secure, efficient, and user-friendly Bluetooth-

controlled digital door lock system using 

Arduino, incorporating password authentication 

and real-time status feedback to enhance access 

control. 

III. METHODOLOGY 

The development of the SafeEntry Bluetooth-

controlled digital door lock system involves a 

systematic approach encompassing hardware 

selection, software design, and system 

integration to achieve secure and efficient access 

control. 

1. System Design Overview 

The system consists of three main components: 

an Arduino microcontroller, a Bluetooth module 

(such as HC-05 or HC-06), and an electronic 

locking mechanism (e.g., a servo motor or 

electromagnetic lock). The Arduino acts as the 

central controller, processing input commands 

received via Bluetooth from a paired smartphone 

application. 

2. Hardware Components 

Arduino Microcontroller: Serves as the brain of 

the system, executing the control logic, 

interfacing with sensors, and controlling the 

locking mechanism. 

Bluetooth Module: Facilitates wireless 

communication between the Arduino and the 

user’s smartphone. 

Locking Mechanism: A servo motor or solenoid 

lock physically secures or releases the door 

based on Arduino commands. 

User Interface Components: Optional 

components like LEDs and buzzers provide 

visual and auditory feedback about lock status 

and unauthorized access attempts. 

3. Software Development 

Bluetooth Communication Protocol: The 

Arduino is programmed to establish a serial 

communication link with the Bluetooth module. 

Commands sent from the smartphone app (such 

as lock/unlock signals) are received and parsed. 



 

 

Authentication and Security: The system 

includes a password verification mechanism 

where the user must send the correct password 

via the Bluetooth interface to gain access. 

Control Logic: Once authentication is 

successful, the Arduino activates the locking 

mechanism to unlock or lock the door. If 

authentication fails, the system triggers an alert. 

 

Feedback System: LEDs indicate lock/unlock 

status, and a buzzer alerts on incorrect password 

attempts or unauthorized access. 

4. Smartphone Application 

A custom or third-party Bluetooth terminal app 

on the smartphone is used to send commands 

and passwords to the Bluetooth module. This 

app can be further developed to include user-

friendly interfaces and encryption for enhanced 

security. 

5. Testing and Validation 

 The assembled system undergoes rigorous 

testing to evaluate: 

 Accuracy and reliability of Bluetooth 

communication. 

 Response time of the locking mechanism. 

 Security against incorrect password entries. 

 System robustness under different 

environmental conditions. 

IV. EXPERIMENTAL SETUP 

The experimental setup for the SafeEntry digital 

door lock system consists of assembling and 

interfacing all hardware components to test and 

validate the system’s functionality. The setup is 

designed to simulate real-world usage for secure 

access control via Bluetooth communication. 

1. Components and Connections 

Arduino Uno Board: Acts as the main controller. 

It is powered via USB or an external 5V power 

supply. 

Bluetooth Module (HC-05/HC-06): Connected 

to the Arduino’s serial communication pins (TX 

and RX) to enable wireless data exchange. 

Servo Motor/Electromagnetic Lock: Connected 

to the Arduino’s PWM pin to control the locking 

and unlocking actions. 

Power Supply: Provides required voltage to 

Arduino and actuators. 

LED Indicators and Buzzer: Connected to digital 

output pins for signaling lock status and 

unauthorized access attempts. 

Smartphone with Bluetooth Terminal App: Used 

to send lock/unlock commands and passwords to 

the system. 

2. Wiring Diagram 

The Bluetooth module’s TX pin is connected to 

Arduino’s RX pin, and the RX pin is connected 

to Arduino’s TX pin through a voltage divider to 

ensure compatibility. The servo motor’s signal 

pin is connected to a PWM-capable pin on the 

Arduino. LEDs and buzzer are connected 

through appropriate current-limiting resistors to 

prevent damage. 

3. Setup Procedure 

Mount the servo motor or electromagnetic lock 

to a mock door or frame to simulate locking 

action. 

Upload the control firmware to the Arduino 

board, incorporating Bluetooth communication 

and password authentication. 

Pair the Bluetooth module with the smartphone. 

Use the Bluetooth terminal app to send 

commands and passwords. 

Monitor LEDs and buzzer for feedback, and 

observe the physical locking mechanism’s 

response. 

4. Testing Conditions 

Test the system in different environmental 

lighting and temperature conditions to ensure 

sensor and communication stability. 

Conduct multiple trials for both correct and 

incorrect password entries. 

Measure response time from command 

transmission to door unlocking. 

Verify system recovery and re-locking after a 

defined period or upon command. 

V. RESULT & DISCUSSION 



 

 

The SafeEntry digital door lock system was 

tested under various conditions to evaluate its 

performance, reliability, and security features. 

The key parameters examined include response 

time, accuracy of Bluetooth communication, 

password authentication success rate, and 

overall system robustness. 

1. Response Time 

The system demonstrated a rapid response time, 

with an average delay of approximately 200 

milliseconds from the moment a valid unlock 

command was sent via the smartphone app to 

the activation of the locking mechanism. This 

quick response ensures practical usability in 

real-world scenarios, allowing seamless door 

access without noticeable lag. 

2. Bluetooth Communication Reliability 

Throughout multiple test cycles, the Bluetooth 

module maintained a stable connection within a 

range of 10 meters in a typical indoor 

environment. Commands were transmitted and 

received without significant data loss or 

interference. Occasional minor delays occurred 

at maximum range but did not affect system 

operation adversely. 

3. Password Authentication and Security 

The implemented password authentication 

mechanism effectively restricted access. The 

system consistently rejected incorrect password 

entries, triggering an alert via the buzzer and 

LED indicators. This feature adds a layer of 

security, preventing unauthorized access 

attempts. The system was tested with multiple 

wrong password attempts, and in all cases, 

access was denied promptly. 

4. User Feedback and Alerts 

The LED indicators and buzzer provided clear, 

immediate feedback on system status. A green 

LED signaled successful unlocking, while a red 

LED and buzzer alerted users to failed 

authentication attempts. This real-time feedback 

enhances user experience and situational 

awareness. 

5. Limitations and Challenges 

Some limitations were observed during 

testing: 

The Bluetooth range may be affected by 

physical barriers such as walls, limiting effective 

communication distance. 

Power consumption during continuous 

Bluetooth operation could be optimized for 

battery-powered setups. 

Security could be further enhanced by 

implementing encrypted Bluetooth 

communication or multi-factor authentication. 

6. Future Improvements 

To overcome current limitations, future 

iterations could incorporate: 

Advanced encryption algorithms for secure 

Bluetooth data exchange. 

Integration with biometric authentication for 

multi-layered security. 

Low-power communication modules to extend 

battery life. 

Smartphone app enhancements with user-

friendly interfaces and remote monitoring 

capabilities. 

VI. CONCLUSION 

The SafeEntry Bluetooth-controlled digital door 

lock system successfully integrates Arduino 

microcontroller technology with wireless 

communication to provide a secure and 

convenient access control solution. Through 

effective password authentication and real-time 

feedback, the system offers enhanced security 

compared to traditional mechanical locks while 

allowing users to operate the lock remotely via a 

smartphone. 

Experimental results demonstrate that the system 

is reliable, with quick response times and stable 

Bluetooth connectivity within typical indoor 

ranges. The inclusion of alert mechanisms for 

unauthorized access attempts further strengthens 

the overall security framework. 

While the current design meets essential 

requirements, future improvements such as 

encrypted communication and multi-factor 

authentication can elevate the system's 



 

 

robustness and user trust. The modular and 

scalable nature of the system makes it adaptable 

for diverse applications in residential, 

commercial, and industrial environments. 

In summary, SafeEntry represents an innovative 

step toward smart security solutions, blending 

simplicity, affordability, and advanced 

technology to meet modern-day access control 

needs. 
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