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ABSTRACT
Enterprise networks continue to face sophisticated and persistent cyber attacks that evolve rapidly and evade traditional
security mechanisms. To address these challenges, this study proposes RANK, an Al-assisted end-to-end detection
architecture designed to identify, correlate, and analyze persistent threats across large-scale network environments. The
architecture integrates machine learning—based anomaly detection, automated threat correlation, and continuous
monitoring to provide a comprehensive view of network behavior. By combining multiple data sources—such as network
traffic, host activity, and behavioral patterns—RANK enhances early detection of stealthy attacks and reduces false
positives. The system leverages adaptive learning models that improve detection accuracy over time while supporting
real-time alerting and scalable deployment. Overall, RANK demonstrates a more intelligent, resilient, and efficient

approach to safeguarding enterprise networks against persistent cyber threats.
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Introduction

Enterprise networks are becoming increasingly
complex due to the growing number of connected
devices, cloud services, remote users, and digital
applications. This complexity has increased the risk of
cyberattacks, especially Advanced Persistent Threats.
Unlike traditional attacks, APTs are carefully planned
and executed over a long period. Attackers use stealth
techniques to remain hidden inside the network while
gathering information and exploiting vulnerabilities.
Persistent attacks often involve multiple stages. First,
attackers gain access through phishing emails,
compromised credentials, or vulnerable systems. After
initial access, they establish persistence, escalate
privileges, move laterally across the network, and
eventually steal data or disrupt operations. Because
these attacks occur gradually, they are difficult to detect
using traditional signature-based systems.

Artificial intelligence provides a powerful solution for
identifying persistent attacks by analyzing large
amounts of data and recognizing hidden patterns. Al-
based systems can detect unusual login behavior,
suspicious communication, abnormal file access, and
unexpected data transfers. By combining multiple
sources of information, Al can identify attack chains
that would otherwise remain unnoticed.

RANK is designed to provide end-to-end visibility
across enterprise networks. It helps security teams
detect, analyze, and respond to attacks more efficiently.
Existing System

Existing enterprise security systems mainly rely on
firewalls, antivirus software, Security Information and
Event Management systems, and signature-based
intrusion detection systems. These tools are effective
for detecting known threats, but they struggle to
identify persistent attacks because APTs often involve
unknown techniques and slow-moving activities.
Traditional systems also operate in isolation. Firewalls
analyze network traffic, antivirus software scans files,
and SIEM tools collect logs. However, these systems
often fail to correlate information across different
sources. As a result, attackers can move across the
network without being detected.

Another limitation is the high false positive rate.
Security teams often receive thousands of alerts every
day, many of which are not genuine threats. This makes
it difficult to identify critical incidents quickly.
Traditional systems also require manual investigation
and rule updates, which consume time and resources.

Existing System Limitation

Firewalls Limited wvisibility into internal

attacks
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Antivirus Cannot detect advanced persistent
Software threats

Signature-Based Fails for unknown attack patterns
IDS

SIEM Systems High false positive rate

Manual Time-consuming and inefficient
Monitoring

Proposed System

The proposed RANK architecture uses Al to monitor
enterprise networks continuously and detect persistent
attacks automatically. The system collects data from
multiple sources including firewalls, endpoint devices,
authentication logs, emails, cloud services, and
application servers.

The first stage of the architecture is data collection. In
this stage, logs and network traffic are gathered from
different enterprise components. The collected data is
then preprocessed to remove duplicates, missing values,
and irrelevant records.

After preprocessing, the feature extraction module
identifies important indicators such as login frequency,
failed authentication attempts, unusual file access,
network connections, privilege changes, and data
transfer volume. These features are then analyzed using
machine learning and deep learning models.

The proposed system uses Random Forest for
classification, Support Vector Machine for anomaly
detection, LSTM for sequential behavior analysis, and
Graph Neural Networks for detecting relationships
between users, devices, and systems. If suspicious
activity is detected, the system generates an alert and
triggers automated response actions.

models analyze the features to detect anomalies and
suspicious patterns.

The fourth layer is the correlation layer, which links
multiple attack events together to identify attack chains.
This helps detect complex multi-stage attacks that may
not appear suspicious individually.

The final layer is the incident response layer. If an
attack is detected, the system can block malicious IP
addresses, disable compromised accounts, isolate
infected devices, and notify security teams.

RANK: Al-Assisted End-to-End Architecture for
Detecting Parsestunt Attucks in Enturpriss Netwoeks

Architecture Layer Components

Data Source Layer Endpoints, Firewalls, Logs

Preprocessing Layer | Cleaning and Normalization

Al Analysis Layer ML and DL Models
Correlation Layer Attack Chain Analysis
Response Layer Blocking and Alerts

Proposed Module Function

Data Collection Gathers logs and network traffic

Preprocessing Cleans and filters data

Feature Extraction Identifies suspicious indicators

Al Detection Engine | Detects persistent attacks

Alert System Generates notifications

Response Module Blocks or isolates threats

System Architecture

The RANK architecture consists of several layers
working together to detect persistent attacks. The first
layer is the data source layer, which includes endpoints,
servers, firewalls, routers, cloud systems, emails, and
authentication logs.

The second layer is the preprocessing layer, where raw
data is cleaned, normalized, and transformed into
structured features. The third layer is the Al analysis
layer. In this layer, machine learning and deep learning

Advantages

The proposed RANK architecture provides several
advantages compared to traditional security systems. It
can detect both known and unknown threats using Al
techniques. The use of behavior analysis allows the
system to identify suspicious patterns that may indicate
persistent attacks.

Another advantage is the reduction in false positives.
By correlating events across multiple sources, the
system can distinguish genuine attacks from normal
activities. Real-time monitoring and automated incident
response improve the speed of detection and reduce the
impact of cyberattacks.

The system is scalable and can be deployed in large
enterprise environments with thousands of users and
devices. It also supports cloud integration, making it
suitable for modern hybrid infrastructures.

Advantage Benefit

Real-Time Monitoring Faster attack detection

Al-Based Analysis Detects unknown threats

Reduced False Positives | Improves alert accuracy

Automated Response Reduces manual effort
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| Scalable Architecture | Suitable for large enterprises | Data Input Sources

Applications

where enterprise cybersecurity is important. Financial =

The RANK architecture can be used in many industries

institutions can use it to protect banking systems and
customer information. Healthcare organizations can
secure patient records and connected medical devices.

Government agencies can use the system to detect
espionage and data theft. Large enterprises can monitor
employee behavior, prevent insider threats, and secure
remote work environments. Cloud service providers

B Network Traffic Logs  ® Endpoint Logs B Security Alerts

can also use the architecture to monitor virtual Al Techniques in Persistent Attack Detection
machines, user accounts, and network traffic.
’ ’ 10 10

Application Area | Security Purpose =
Banking Fraud and APT detection :

B . 06
Healthcare Patient data protection
Government National security monitoring o
Enterprises Insider threat detection 92 \
Cloud Services Virtual environment security 0.0 02 0.4 0.6 1.0

Al Techniques Used for Cyber Detection
RESULTS AND DISCUSSIONS
Persistent Attack Types Conclusion

Persistent attacks are becoming more common in
enterprise networks due to the increasing complexity of
modern IT environments. Traditional security systems
are not sufficient for detecting multi-stage attacks
because they lack intelligence and correlation
capabilities.

RANK provides an Al-assisted end-to-end architecture
B Spearfhishing. W Brute Force | W Data Exfitation for detecting persistent attacks in enterprise networks.
By combining machine learning, deep learning,
anomaly detection, and behavior analysis, the system

Model Performance Comparison

1.0 B Two Stage RANK . . .. C .

o B Traditional IDS can identify suspicious activities across multiple data

; Two Stage RANK wyf Al sources.

1S The proposed architecture improves detection accuracy,

0.4 reduces false positives, and provides automated

) incident response. In the future, the system can be

Sl ! ! - enhanced further by integrating blockchain, threat
Precision)  hecall.. Acouracy: /Rl-Score intelligence feeds, and edge computing to provide even

stronger cybersecurity protection.
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