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Abstract: Online recruiting platforms have transformed the employment process; yet, they have also led to the 

emergence of bogus job listings, resulting in financial losses for job searchers. A deep learning algorithm is 

suggested to identify online recruiting fraud (ORF) with a fresh dataset derived from Fake Job Posting, Pakistan 

Job Posting, and US Job Posting datasets. The method utilizes Bidirectional Encoder Representations from 

Transformers (BERT) and Robustly Optimized BERT Pre-training Approach (RoBERTa) to convert task 

specifications into numerical vectors. To address the significant class imbalance in the dataset, the SMOTE 

variation, SMOBD, is utilized for efficient class balancing. The experimental framework incorporates these 

advanced characteristics with a two-dimensional Convolutional Neural Network (CNN2D) for job categorization. 

The results indicate that the integration of BERT features and SMOBD with CNN2D attains the greatest 

classification accuracy of 98.68%. This technique mitigates the shortcomings of obsolete datasets, offering a 

comprehensive solution for identifying fake job listings and substantially aiding in the avoidance of online 

recruiting frauds. 

Index Terms - Class imbalance, data augmentation, deep learning, employment scam, fraud detection, machine 

learning, online recruitment, SMOTE, transformer-based models. 

I. INTRODUCTION 

The internet has significantly changed many facets 

of human existence in the era of modern technology, 

including how people look for work and how 

businesses find talent. Online platforms have 

essentially replaced traditional hiring techniques, 

making the employment process more productive, 

convenient, and efficient. The advent of internet 

recruiting platforms, or E-recruitment, provides 

employers with a practical way to advertise job 

vacancies and job searchers with a way to 

investigate career prospects. [1] Usually, these 

systems enable employers to post job postings with 

information about prerequisites, compensation 

ranges, perks, and other amenities. In response, job 

searchers peruse these sites, find employment that fit 

their interests and skill set, and apply. After 

reviewing resumes, the company shortlists 

individuals, conducts interviews, and completes 

additional procedures to complete the recruiting 

process [2]. 

Due to limitations on in-person encounters and the 

need for distant operations, the use of e-recruitment 

platforms increased dramatically during the 

COVID-19 epidemic. [3] The World Economic 

Outlook Report states that the pandemic's economic 

effects caused the worldwide unemployment rate to 

peak at 13% in 2020, up from 7.3% in 2019 and 

3.9% in 2018 [4]. Many businesses switched to 

online recruitment tactics as a result of the 

extraordinary increase in unemployment, providing 

job searchers with an easy and convenient approach 

to locate possibilities despite the global crisis. 
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Companies sought to maintain recruitment efforts 

and serve the increasing number of job seekers 

impacted by mass layoffs by switching to online job 

postings [5]. 

But the increased use of e-recruitment platforms has 

also made it easier for online scammers to take 

advantage of the system. With promises of rich 

opportunities and alluring incentives, fraudulent job 

advertising have become more common, preying on 

unsuspecting job searchers. For those looking for 

real jobs, these frauds frequently result in monetary 

losses, identity theft, and psychological suffering 

[6]. The increase in these fraudulent operations 

emphasizes the necessity of strong systems to 

successfully identify and stop online recruiting 

fraud. In order to preserve credibility and confidence 

in online recruiting processes, protecting job seekers 

against frauds has become crucial [7]. 

The incorporation of cutting-edge technology and 

intelligent systems can assist reduce the risks related 

to online recruitment fraud while improving the 

effectiveness and dependability of e-recruitment 

platforms by solving these issues. In order to provide 

a safer and more productive online recruiting 

environment for both companies and job seekers, 

this article investigates creative ways and answers to 

these problems. 

II. RELATED WORK 

Although online recruiting platforms have become 

quite popular, they are increasingly being targeted 

by fraudulent activity, which puts job searchers at 

serious danger. Many academics have investigated 

different techniques for identifying bogus job 

advertisements in order to remedy this. Artificial 

Neural Networks (ANNs) have shown promise in 

accurately classifying fraudulent postings when 

used in online recruiting fraud detection. Nasser et 

al. [3] highlighted the model's capacity to adapt and 

understand intricate linkages within datasets, 

resulting in successful classification outputs, by 

using ANN to find patterns in recruiting fraud. 

Fraud detection has also made extensive use of 

machine learning techniques. In a research on the 

categorization of authenticity in job advertising, 

Lokku [4] used machine learning algorithms to 

examine the textual and structural aspects of job ads. 

The study demonstrated how supervised learning 

techniques may identify trends that point to 

fraudulent activity, laying the groundwork for future 

research into data-driven strategies. 

Habiba et al. [5] performed a comparative study of 

several data mining methods for identifying 

fraudulent job advertisements. This study assessed 

many algorithms and outlined the advantages and 

disadvantages of each method for identifying bogus 

job postings. The results highlighted how crucial it 

is to use the right models and preprocessing methods 

in order to increase prediction accuracy, especially 

when working with unbalanced datasets. 

An automated detection method for online recruiting 

fraud was presented by Vidros et al. [7], who 

concentrated on the distinctive traits and behavioral 

patterns of fraudulent job posts. The study used 

machine learning algorithms to examine textual 

elements from a publicly available dataset, 

providing important insights into how fraudsters 

trick job searchers. In order to improve detection 

performance, the study emphasized the necessity of 

strong feature extraction methods. 

Dutta and Bandyopadhyay [8] used a variety of 

machine learning techniques to study the 

identification of fraudulent job recruiting. Their 

study highlighted the importance of feature 

engineering in enhancing model performance and 

showed how various algorithmic techniques may be 

used to improve outcomes. The paper outlined the 

difficulties of dealing with real-world datasets, 

including imbalances and noise, and suggested ways 

to lessen these problems. 

Alghamdi and Alharby [9] developed an effective 

model for detecting online recruiting fraud by 

analyzing job listings using cutting-edge machine 

learning techniques. Their study concentrated on 

finding important markers of fraudulent activity, 

such language trends and inconsistent job 

descriptions. The work opened the door for more 

advanced detection systems by demonstrating how 

integrating many characteristics and algorithms may 

improve detection accuracy. 

According to Lal et al. [10], ensemble learning has 

become a potent method for detecting fraud. To 

increase prediction accuracy, they created 

ORFDetector, an ensemble-based approach that 

combines many classifiers. The study demonstrated 

the benefits of integrating several methods to lower 

mistakes and boost the detection system's resilience, 

especially when dealing with unbalanced datasets. 

Another successful method for spotting bogus job 

advertisements is behavioral feature extraction. In 

order to identify frauds in online job postings, 

Nindyati and Nugraha [13] investigated the use of 

behavioral variables including reaction patterns and 
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user interactions. Their study demonstrated how 

behavioral data may be used to supplement 

conventional textual and structural characteristics, 

offering a more thorough comprehension of 

fraudulent activity. 

Together, these studies show how online recruiting 

fraud detection has evolved, emphasizing the 

significance of combining sophisticated algorithms, 

feature extraction strategies, and data pretreatment 

approaches. However, issues like feature selection, 

class imbalance, and dataset quality continue to be 

crucial areas for development. New approaches to 

overcome these constraints and improve the efficacy 

of fraud detection systems can be created by 

expanding on the results of earlier studies. 

III. MATERIALS AND METHODS 

Using a unique dataset gathered from sources such 

as Fake Job Posting [16], Pakistan Job Posting [18], 

and US Job Posting [17], the proposed approach 

seeks to identify online recruiting fraud (ORF). To 

improve the accuracy of fraud detection, the system 

uses cutting-edge deep learning algorithms. Job 

information are transformed into numerical vectors 

using Bidirectional Encoder Representations from 

Transformers (BERT) [15] and Robustly Optimized 

BERT Pre-training Approach (RoBERTa) [12]. The 

first step in the process is to apply BERT and 

RoBERTa to the raw dataset for preliminary 

analysis. Effective class balancing is made possible 

by the integration of the SMOTE [14] variation 

SMOBD, which addresses the problem of class 

imbalance. By merging SMOBD-enhanced datasets 

with BERT and RoBERTa characteristics, the 

method is further improved. In order to ensure a 

thorough and efficient system for detecting 

fraudulent job posts, the approach culminates in a 

strong integration of BERT characteristics with 

SMOBD and a two-dimensional Convolutional 

Neural Network (CNN2D) for job categorization. 

 

Fig.1 Proposed Architecture 

The system converts work information into 

numerical vectors by utilizing the BERT [15] and 

Roberta [12] models. Several machine learning 

models, such as SMOTE-CNN2D, SMOTE [14], 

and SMORD, are trained using these vectors. 

Performance indicators including as accuracy, 

precision, recall, and F1-score are then used to test 

and assess trained models. To guarantee the 

resilience of the model, shuffling is used. 

i) Dataset Collection: 

This collection is made up of job advertisements 

from several online sites that have been classified as 

fraudulent or phony [16]. It includes corporate 

names, comprehensive job descriptions, and more 

metadata. Models for detecting fraudulent job 

postings are trained and assessed using the dataset. 

For feature extraction [13] and classification tasks, 

the data is extracted from a CSV file and examined. 

 

Fig.2 Fake Job Posting Dataset 

Job advertisements from Pakistan [18] that were 

gathered between December 2019 and March 2021 

are included in the dataset. A job listing with details 

like the job title, firm, and description is represented 

by each item. To indicate that a job advertising is 

authentic, a label of 0 is given. The Pakistani job 

market's bogus job postings may be identified and 

categorized with the use of this dataset. 

 

Fig.3 Pakistan Job Posting Dataset 

Real estate marketing-related job posts from the 

United States are included in this collection [17]. It 

contains corporate names, job titles, descriptions, 

and other pertinent information. To denote valid job 

ads, the data is tagged with 0. It is used to train 

algorithms to identify phony job postings in the US 

employment market. 
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Fig.4 US Job Posting Dataset 

ii) Load BERT & Roberta Model:  

In order to transform task information into 

numerical vectors, the SentenceTransformer library 

is used to import the BERT and RoBERTa models. 

Because they can perform Natural Language 

Inference (NLI) tasks and provide reliable semantic 

representations of text, the RoBERTa model [12] 

and the BERT model [15] were specially selected. 

After being loaded, the models may evaluate job 

descriptions and provide insightful embeddings, 

which are crucial for the fraud detection phases that 

follow. 

iii) Pre-Processing: 

BERT and RoBERTa models are imported at this 

pre-processing stage in order to vectorize work 

details into numerical vectors. Data distribution is 

examined using visualization tools, and then 

shuffling is used to check for randomness. 

a) Visualization: In this stage, the distribution of 

fraudulent job listings is analyzed using data 

visualization using Matplotlib and Seaborn. In order 

to shed light on the relationship between various job 

categories and fraud, the first figure shows the 

number of fraudulent vs non-fraudulent posts, 

broken down by employment type. The distribution 

of fraudulent job advertisements across different 

experience criteria is seen in the second plot. By 

highlighting patterns and trends in the dataset, these 

visualizations aid in a deeper comprehension of the 

variables affecting recruiting fraud. 

b) Vectorization: This stage involves reading, 

cleaning, and getting ready to extract features from 

job descriptions from three datasets [13]. BERT and 

RoBERTa embeddings are created by extracting and 

processing the labels and descriptions from the 

datasets. While RoBERTa encoding is used to create 

tensor-based representations, BERT encoding is 

used to transform job descriptions into numeric 

vectors using the BERT paradigm. These 

embeddings are stored for further model training. 

For fraud detection jobs, the procedure guarantees 

that the job text data is suitably vectorized. 

c) Shuffling: To guarantee randomization and avoid 

model bias during training, the dataset is shuffled in 

this stage. Random indices are used to shuffle the 

related labels and the BERT and RoBERTa [12] 

embeddings. This guarantees that the data is well-

mixed, which is essential for efficiently training 

machine learning models. The model's effectiveness 

and generalizability in identifying fraudulent job ads 

may then be more thoroughly assessed by dividing 

the shuffled dataset into training and testing sets. 

iv) Training & Testing: 

For both BERT and RoBERTa embeddings, the 

dataset is divided into training and testing sets. 

Twenty percent of the data is set aside for testing, 

while the remaining eighty percent is used for 

training. To get ready for categorization, the labels 

are transformed into a one-hot encoded format. Each 

model's training and testing sets are arranged once 

the BERT and RoBERTa features are loaded and 

processed. In order to accurately measure the 

model's performance, this guarantees that it is 

trained on a variety of datasets and assessed on 

previously unreported data. 

v) Algorithms: 

BERT + Actual Data: By extracting semantic 

information from the text, BERT [15] transforms job 

descriptions into meaningful embeddings. By using 

its pre-trained language model for precise text 

recognition and classification, this makes it possible 

to classify job advertisements as real or fraudulent. 

RoBERTa + Actual Data: To create embeddings 

for job descriptions, a more reliable version of 

BERT called RoBERTa [12] is employed. By 

handling complicated and varied text structures 

more effectively and providing a deeper 

comprehension of the information for 

categorization, it increases the accuracy of 

identifying fake job posts. 

BERT + SMOBD SMOTE: Class imbalance is 

addressed by using SMOBD SMOTE [14], which 

creates synthetic samples for the minority class. The 

model's capacity to identify fraudulent postings is 

then improved by using BERT embeddings on these 

samples to categorize job listings. 

RoBERTa + SMOBD SMOTE: This method 

balances the dataset and enhances the job 

description representation by merging RoBERTa 
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embeddings with SMOBD SMOTE. The simulated 

data enhances RoBERTa's [12] sophisticated feature 

extraction capabilities, improving classification 

accuracy in identifying fake job listings. 

BERT + SMOBD SMOTE + CNN2D: This 

method combines a 2D Convolutional Neural 

Network (CNN2D) for feature extraction, SMOBD 

SMOTE for data balancing, and BERT embeddings. 

CNN2D improves classification performance for 

identifying fraud in job advertisements by capturing 

spatial links within the embeddings. 

IV. RESULTS AND DISCUSSION 

Accuracy: The capacity of a test to accurately 

distinguish between healthy instances and patients is 

known as accuracy. The percentage of true positive 

and true negative in each analyzed instance should 

be calculated in order to measure a test's accuracy. 

This may be expressed mathematically as: 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
TP + TN

TP + FP + TN + FN
(1) 

Precision: Precision measures the percentage of 

samples or incidents that are accurately identified as 

positives. Therefore, the following formula may be 

used to determine the precision: 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
True Positive

True Positive + False Positive
(2) 

Recall: In ML, recall is a statistic that assesses a 

model's capacity to find every pertinent instance of 

a given class. It provides information about how 

well a model captures instances of a certain class and 

is calculated as the ratio of properly predicted 

positive observations to all actual positives. 

𝑅𝑒𝑐𝑎𝑙𝑙 =
TP

TP +  FN
(3) 

F1-Score: The accuracy of a model is assessed using 

the F1 score, a machine learning assessment metric. 

It integrates a model's recall and accuracy scores. 

The accuracy measure calculates the number of 

times a model correctly predicted the whole dataset. 

𝐹1 𝑆𝑐𝑜𝑟𝑒 = 2 ∗
𝑅𝑒𝑐𝑎𝑙𝑙 X 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛

𝑅𝑒𝑐𝑎𝑙𝑙 + 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛
∗ 100(4) 

For every method in Table 1, we assess the 

performance parameters of accuracy, precision, 

recall, and F1-score. The best results are obtained by 

BERT + SMOBD SMOTE + CNN2D. The metrics 

of various algorithms are also shown in the table 

below for comparison.

Table.1 Performance Evaluation Metrics  

Algorithm Name Accuracy Precision Recall F-Score 

BERT + Actual Data 98.387245 49.193622 50.000000 49.593533 

ROBERTA + Actual Data 98.497205 49.248603 50.000000 49.621457 

BERT + SMOBD SMOTE 98.662146 78.339538 83.392363 80.649130 

ROBERTA + SMOBD SMOTE 98.579676 75.771937 85.768812 79.918306 

Extension BERT + SMOBD 

SMOTE + CNN2D 
98.680473 78.719966 82.563375 80.515399 

Graph.1 Comparison Graphs  
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Graph 1 shows the F1 score in green, recall in light 

yellow, accuracy in light green, and precision in 

blue. With the highest values when compared to the 

other models, the BERT + SMOBD SMOTE + 

CNN2D algorithm performs better than the others in 

every metric. These facts are shown graphically in 

the graph above. 

V. CONCLUSION 

In conclusion, the growing frequency of fraudulent 

job advertisements on digital platforms is 

successfully addressed by the suggested approach 

for identifying online recruitment fraud (ORF). The 

system improves the capacity to detect fraudulent 

job adverts by combining many sophisticated deep 

learning techniques, such as Robustly Optimized 

BERT Pre-training Approach (RoBERTa) and 

Bidirectional Encoder Representations from 

Transformers (BERT). Class imbalance problems 

are greatly reduced by using a new dataset that 

includes postings from several sources and applying 

the SMOTE SMOBD approach, guaranteeing 

reliable model training and assessment. The findings 

show that the maximum accuracy of 98.68% was 

attained when BERT features and SMOBD were 

combined with a Convolutional Neural Network 

(CNN2D). This illustrates how well the suggested 

approach can differentiate between legitimate and 

fake job advertisements. The study offers a useful 

framework that helps shield job seekers against 

online frauds by using a multifaceted approach to 

ORF detection, thus leading to a more safe hiring 

process in the digital realm. 

By investigating new machine learning approaches, 

such as ensemble methods and sophisticated feature 

extraction algorithms, the group hopes to improve 

the identification of online recruiting fraud in future 

work. The model's capacity to extract contextual 

information from job advertisements may be 

enhanced by including recurrent neural networks 

(RNNs) and attention processes. Additionally, 

performance on smaller datasets may be optimized 

by experimenting with transfer learning from pre-

trained models. These improvements are meant to 

improve the precision and effectiveness of spotting 

bogus job postings. 
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