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Abstract

The rapid proliferation of Internet of Things (IoT) devices in smart environments has introduced
significant challenges in identifying and securing heterogeneous network entities. Traditional rule-
based classification systems are often inadequate due to the diversity and dynamic behavior of IoT
devices. To address this issue, this study proposes a machine learning—driven IoT device classification
platform that leverages network traffic fingerprints to accurately categorize devices. The system
analyzes behavioral features such as packet frequency, byte count, and communication duration to map
devices to their respective profiles. A key challenge in IoT classification is class imbalance, where
frequently occurring devices dominate the dataset while rare devices are underrepresented. To mitigate
this issue, the Adaptive Synthetic Sampling (ADASYN) technique is employed to generate synthetic
samples for minority classes, ensuring balanced and unbiased model training. The proposed framework
includes a comparative machine learning pipeline with classifiers such as Gaussian Naive Bayes (GNB),
Multinomial Naive Bayes (MNB), Decision Tree Classifier (DTC), and a novel Greedy Tree Classifier
(GTC). The GTC model, optimized using interpretable modeling techniques, achieves a balance
between high classification accuracy and explainability through rule-based decision structures.
Implemented using a modular Flask-based architecture, the platform provides both exploratory data
analysis and real-time inference capabilities. Experimental results demonstrate that the GTC model
outperforms baseline approaches in terms of F1-score, effectively distinguishing various IoT devices.
The system offers a scalable and automated solution for enhancing network management and loT
security.

KeyWords: IoT devices, machine learning, network traffic, security, greedy tree classifier, adaptive
synthetic sampling

1. Introduction through network infrastructures. Beyond

The rapid proliferation of Internet of Things conventional smart devices such as personal
computers and smartphones, IoT extends to

(IoT) technologies across diverse sectors has = )
traditional non-smart objects that are enhanced

significantly amplified the risk of large-scale
cyberattacks. Reports indicate that the number
of active IoT device connections worldwide

with communication capabilities through
technological integration.

reached approximately 10 billion in 2021 and is
expected to surge to nearly 500 billion by 2030
[1]. IoT ecosystems comprise a wide range of
interconnected devices capable of
communicating and interacting remotely

Despite the substantial benefits offered by loT
systems, their expansion introduces critical
security and privacy challenges. Many loT
devices are inherently constrained by limited
computational power, low energy consumption,
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and minimal storage capacity, making them
incapable of supporting advanced security
mechanisms [2]. Furthermore, the
predominantly wireless nature of [oT networks,
coupled with the absence of continuous human
supervision, renders these devices highly
vulnerable to cyber threats and unauthorized
access [3]. As a result, IoT devices often
become prime targets for attackers aiming to
exploit system vulnerabilities and extract
sensitive information.

In this context, identifying the types of devices
connected within an IoT network has become a
fundamental requirement for enhancing
security and mitigating potential threats.
Accurate device identification enables network
administrators to detect anomalous behavior
and isolate compromised devices efficiently.
For instance, if a smart bulb exhibits unusual
activities such as sending emails or streaming
multimedia content instead of performing its
intended function of controlling illumination, it
can be flagged as suspicious and subjected to
further analysis and filtering [5].

To address this challenge, extensive research
has focused on leveraging hardware
characteristics and device behavioral patterns
for IoT device identification [6]. Depending on
the application requirements, behavioral-based
identification techniques can be broadly
categorized into two levels of granularity: (1)
individual device model identification and (2)
device type identification. The first approach
employs techniques such as radio frequency
fingerprinting and low-level component
analysis to distinguish devices at a granular
level. Hardware performance metrics—
including CPU, GPU, and memory utilization
are analyzed to capture subtle variations arising
from manufacturing differences, a method
commonly referred to as hardware performance
analysis [7].

However, distinguishing devices with identical
hardware and software configurations requires

deeper inspection of manufacturing-level
variations, which introduces additional
challenges.  Attackers can  manipulate
contextual or hardware-level parameters to alter
device fingerprints, thereby undermining the
reliability of identification systems and leading
to potential misclassification. Alternatively,
device type identification focuses on
categorizing devices based on broader
behavioral attributes, such as network traffic
patterns and operational processes [8]. This
approach enables classification of devices into
functional categories (e.g., cameras, smart
bulbs) by analyzing their activity profiles,
offering a more scalable and robust solution for
IoT network security [9].

2. Literature Survey

Yedilkhan et al. [10] proposed a machine
learning-based framework for smart home
device recognition using network traffic
analysis. The method extracted statistical traffic
features and applied supervised classification
models to identify device types with improved
accuracy. However, the approach showed
limited robustness against encrypted traffic
patterns. Trad et al. [11] proposed a Siamese
Neural Network (SNN)-based architecture for
IoT device identification by learning similarity
metrics between traffic samples. The model
compared paired inputs to distinguish device
identities with reduced training data
requirements. However, the method required
complex pairwise training, which increased
computational overhead.

Bkheet et al. [12] proposed a comparative
framework using Gradient Boosting and
Random Forest classifiers for smart home
device classification. The study evaluated
performance across multiple datasets and
highlighted feature importance for improved
classification accuracy. Sankar et al. [13]
proposed an optimized Variational
Autoencoder (VAE) integrated with a
Wasserstein Generative Adversarial Network
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(WGAN) for IoT device identification. The
model generated synthetic data for feature
enhancement and improved classification
performance through deep generative learning.

Wang et al. [14] proposed a rapid IoT device
identification method based on feature
reduction and dynamic feature weight
assignment. The approach selected optimal
features and assigned adaptive weights to
enhance classification efficiency and accuracy.
Priyadarshini et al. [15] proposed a machine
learning-based survivability framework for
Industrial Internet of Things (IloT) systems
integrated with smart contracts. The approach
ensured secure device communication and
improved resilience through automated
decision-making mechanisms.

Rekha Gangula et al. [16] proposed a stacked
autoencoder-based intrusion detection
framework for Internet of Things (IoT)
environments. The  model  extracted
hierarchical deep features from network traffic
data. A weighted loss function improved class
imbalance handling and enhanced detection
accuracy. Das et al. [17] proposed a profiling
and classification framework for IoT devices in
smart home environments using machine
learning techniques. The system analyzed
behavioral patterns from network traffic to
categorize devices effectively. Van Dan et al.
[18] proposed an augmentation fusion-based
classification method for detecting
unauthorized IoT devices using network traffic
data. The model combined data augmentation
techniques with feature fusion to improve
detection accuracy.

Llano-Miraval et al. [19] proposed an Artificial
Intelligence (Al)-driven framework for IoT
device fingerprinting using Transport Layer
Security (TLS) handshake analysis. The
approach extracted protocol-level features to
classify devices and evaluate defense
mechanisms against fingerprinting attacks.
Bkheet et al. [20] proposed a deep learning-

based approach using Recurrent Neural
Network (RNN) with Long Short-Term
Memory (LSTM) for smart home appliance
identification. The model captured temporal
dependencies in network traffic sequences to
improve classification performance.

Davrazos et al. [21] proposed a meta-ensemble
multi-class  classifier for IoT device
identification using combined outputs from
multiple base learners. The framework
enhanced  classification  reliability by
aggregating predictions from diverse models.
Rekha Gangula et al. [22] proposed an IoT
intrusion detection system using an Enhanced
Flower Pollination Algorithm with an ensemble
classifier. The optimization technique selected
optimal features and parameters. The ensemble
model improved classification robustness and
reduced false alarms. K. Shailaja et al. [23]
proposed an intelligent deep feature-based
intrusion detection system for network
applications. The framework utilized deep
learning  for  feature  extraction and
classification. The system improved detection
accuracy across multiple attack categories.

3. Proposed System

The proposed system as shown in Figure 1
presents an end-to-end IoT device classification
and analytics platform designed to process raw
network traffic or sensor data and automatically
identify IoT device types using machine
learning techniques. The architecture follows a
modular design integrating data intelligence,
machine learning, and a web-based interface
within a Flask framework. This unified
structure enables scalable data handling,
efficient preprocessing, robust model training,
and real-time prediction. The system is
organized into three major layers: the Data
Intelligence Layer, the Machine Learning
Pipeline, and the Web Interface Layer, each
contributing to a specific phase of the analytical
workflow to ensure accurate and interpretable
IoT device classification.
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Step 1: Data Acquisition and Input
Handling: The process begins with collecting
raw loT data, typically in CSV format, obtained
from network traffic logs or sensor-generated
datasets. These datasets contain features such as
packet size, communication frequency, and
transmission duration, which serve as the
foundation for device identification.

Step 2: Data Intelligence Layer (Exploratory
Data Analysis): In this stage, the system
performs comprehensive EDA to understand
the dataset characteristics. Statistical profiling
is conducted to compute key metrics such as
mean, median, standard deviation, missing
values, and memory usage. This helps in
detecting anomalies, inconsistencies, or
incomplete data. Additionally, correlation
analysis is performed to identify relationships
among features, enabling the selection of the
most relevant attributes for classification. A
notable feature is the dynamic labeling
mechanism, where unlabeled datasets are
handled wusing a quantile-based activity
analyzer that generates synthetic labels based
on feature distribution patterns.

Step 3: Data Preprocessing: Before model
training, the system preprocesses the data to
improve quality and performance. One major
issue in IoT datasets is class imbalance, where
certain device types dominate. To address this,
ADASYN is applied to generate synthetic
samples for minority classes. Further
preprocessing steps include:

e Feature scaling and normalization to
standardize input values

e Label encoding to convert categorical
labels into numerical form

These transformations ensure compatibility
with machine learning algorithms.

Step 4: Machine Learning Model Training:
The system employs multiple machine learning
algorithms to perform classification:

e GNB: Suitable for continuous
numerical features assuming Gaussian
distribution

e MNB: Effective for frequency-based
features like packet occurrences

e DTC: Uses interpretable rule-based
structures

e GTC: An advanced interpretable
model enhancing accuracy and
transparency

Each model learns patterns from IoT traffic data
to distinguish between device types.

Step 5: Model Evaluation: The trained models
are evaluated using standard performance
metrics. This comparative analysis helps
identify the most effective model for [oT device
classification tasks.

Step 6: Model Persistence: To improve
efficiency, the system saves trained models and
preprocessing components (scaler, encoder) as
serialized .pkl files. This eliminates the need for
retraining and enables quick loading for future
predictions, reducing computational overhead
and response time.

Step 7: Web Interface Layer (User
Interaction): The final layer provides an
interactive web-based interface developed
using Flask. It includes:

e EDA Dashboard: Visualizes dataset
statistics,
correlations

distributions, and

e Performance Suite: Displays model
comparison metrics in a leaderboard
format

e Prediction Center: Enables real-time
classification

Users can perform:

e Batch Prediction: Upload Ilarge
datasets for bulk classification
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e Single Prediction: Input feature values
manually for instant results

Step 8: Real-Time IoT Device Classification:
Using the deployed models, the system
performs real-time prediction of IoT device
types, generating outputs either as annotated
datasets or instant classification results, making
the platform practical for real-world IoT
monitoring and security applications.

1. DATA INGESTION &
EXPLORATORY DATA
ANALYSES (EDA)

2. PREPROCESSING & 3. COMPARATIVE MACHINE
ADASYN SAMPLING
—_—

LEARNING PIPELINE
SCALAILE § ASTONATED SOLUTION

2. PREPROCESSING & 3 COMPARATIVE MACHINE
ADASYN SAMPLING LEARNING PIPELINE

Figure. 1. Proposed system architecture of loT
devices classification.

3.1 Inference Engine

The inference engine as shown in Figure 2 is
the specialized component of the system
responsible for executing the pre-trained
models to generate predictions on new, unseen
IoT data. Unlike the training phase, which is
computationally heavy, the inference engine is
optimized for speed and reliability. It acts as a
"Read-Only" environment that pulls the stored
"intelligence" (saved .pkl files) and applies it to
live inputs. This engine ensures consistency by
using the exact same scaling and encoding
parameters used during the original training
phase, guaranteeing that a "Smart Camera" is
identified correctly every time, as shown in
figure 2. Initially, the GTC serves as a primary
driver for the inference engine, especially when
interpretability and speed are prioritized.
Because GTC models (via imodels) are
designed to be "shallow but sharp," they allow
the inference engine to make decisions using a
minimal set of logical rules, which is ideal for
low-latency IoT environments. The inference

flow for the GTC model follows a "Path of
Least Resistance" logic to reach a conclusion:

Request Reception: The engine
receives a feature set (e.g., packet
frequency, byte counts) from the Flask
UL

State Restoration: It loads the specific
greedytree_model.pkl and the
corresponding scaler.pkl to ensure the
input data is normalized to the training
environment's standards.

Greedy Rule Application: The engine
traverses the tree by evaluating the
input against the most "informative"
rules first (the greedy approach).

Threshold Validation: At each node,
the engine checks if the IoT feature
exceeds the specific threshold
optimized during the training phase.

Category Assignment: Once a leaf
node is reached, the engine assigns the
final device category.

Confidence Assessment: It calculates
the class distribution at that specific
leaf to provide a probability score for
the prediction.
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New loT Data Input
(Features: Bytes, Pkts, etc.)

'

Load Persistence Files:
- greedytree_model.pkl
- scaler.pkl

Inference Engine Environment

StandardScaler Transformation:
(X - mean) / std

l

Greedy Rule Set Evaluation:
Does input meet Split Criteria?

lvaluate Nodes

Traverse Decision Path
(Greedy Heuristic Logic)

|

Reach Leaf Node
(Terminal Logic)

LabelEncoder Inverse Transform:
Integer -> Device Name

'

Output Result:
{Category, Confidence}

Figure. 2: Inference engine of proposed IoT
device classification system.

4. RESULTS DESCRIPTION

Figure 3 presents the confusion matrix of the
proposed GTC, illustrating the classification
performance across different IoT device
classes. The matrix shows a strong
concentration of values along the diagonal,
indicating that most instances are correctly
classified. Misclassifications are minimal and
sparsely distributed in off-diagonal elements,
demonstrating the model’s robustness in

distinguishing between device categories. This
aligns with the high-performance metrics
achieved by the GTC model, including an
accuracy of 97.08%, precision of 97.17%,
recall of 97.08%, and F-score of 97.07%,
confirming that the model produces highly
reliable predictions with very low error rates.

Figure 4 illustrates the Receiver Operating
Characteristic (ROC) curve of the proposed
GTC model, which evaluates its ability to
discriminate between classes. The curve is
positioned very close to the top-left corner,
indicating a high True Positive Rate (TPR) and
a low False Positive Rate (FPR). This suggests
excellent classification capability across all
thresholds. The Area Under the Curve (AUC)
is expected to be close to 1.0, reflecting near-
perfect separability. These observations are
consistent with the reported performance
values, where the GTC model achieves 97.08%
accuracy, 97.17% precision, and 97.08% recall,
confirming superior detection
compared to other models.

capability

GreedyTreeClassifier (Optimized) Confusion Matrix

watch
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baby_monitor -
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Figure. 3. Confusion matrix obtained using the
proposed GTC model.
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Figure. 4. ROC curve obtained for the
proposed GTC model.

Figure 5 provides a comparative performance
analysis of the existing models (DTC, MNB,
GNB) and the proposed GTC model using key
evaluation metrics. The DTC model shows very
poor performance with 18.89% accuracy,
10.32% precision, 18.89% recall, and 11.14%
F-score, indicating ineffective classification.
The MNB classifier demonstrates moderate
performance with 76.11% accuracy, 79.88%
precision, 76.11% recall, and 76.38% F-score.
The GNB classifier performs better, achieving
80.14% accuracy, 87.36% precision, 80.14%
recall, and 78.72% F-score, reflecting improved
predictive capability. However, the proposed
GTC model significantly outperforms all
existing models, achieving 97.08% accuracy,
97.17% precision, 97.08% recall, and 97.07%
F-score, clearly demonstrating its effectiveness
and superiority for IoT device classification.

Ny St ey Pcien el e Fefmance G
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Figure. 5: Detailed performance evaluation of
existing and proposed models.

Figure 6 demonstrates the functional output of
the system's inference engine, showing how the
trained GTC model handles a live classification
request.

e Input-to-Output Mapping: It displays a
single prediction event where raw
numeric features (the "fingerprint" of
the device) are transformed into a
human-readable result.

e Detailed Inference Results:

o Predicted Category: The final
label assigned to the device (e.g.,
"Smart Camera," "Thermostat"),
which is the result of the
LabelEncoder  decoding  the

model's internal numeric
prediction.
o Confidence Score: Often

expressed as a percentage or a
decimal (e.g., 98% or 0.985), this
indicates  the  mathematical
certainty of the GTC model. A
high score here validates that the
device's traffic closely matches
the specific greedy rules
generated during training.

e System Validation: In the web
interface, this output usually appears in
a success notification, confirming that
the engine has successfully identified

the hardware profile from the network
stream.

Figure. 6: Prediction obtained using proposed
GTC model.

5. Conclusion

The research effectively demonstrates the
potential of machine learning in enabling
automated IoT device classification by moving
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beyond traditional static identifiers such as
MAC addresses toward dynamic behavioral
fingerprinting. This transition enhances the
robustness of network security by capturing
real-time communication patterns rather than
relying on easily spoofed identifiers. A key
contribution of the system is the integration of
ADASYN, which addresses the challenge of
class imbalance commonly present in IoT
datasets. By generating synthetic samples for
underrepresented device classes, the approach
ensures that the models achieve consistently
high precision and balanced performance
across all categories. Among the evaluated
models, the GTC proves to be the most
effective, offering an optimal balance between
high predictive accuracy and interpretability.
Its capability to produce concise yet highly
discriminative decision rules allow network
administrators to clearly understand the
reasoning behind each classification, which is
essential for security auditing and trust.
Furthermore, the inclusion of a modular Flask-
based web interface significantly enhances
usability by translating complex backend
computations into an intuitive and interactive
dashboard. This enables users to perform
exploratory data analysis, compare model
performance, and execute real-time as well as
batch predictions with ease. So, the proposed
platform delivers a scalable, efficient, and
IoT device

interpretable  solution  for

management. It minimizes manual
intervention, improves classification reliability,
and supports the development of autonomous

and secure smart environments.
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