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Abstract: Public cloud settings make it easier for many people to share data and work together, but they also make it
harder to delete data in a way that can be tracked and is safe. Users can't be sure that their deletion requests will be
carried out honestly because cloud service providers may keep deleted data in secret files that can be used by people
who aren't supposed to. To fix this problem, the Verifiable Deletion Protocol (VDUP) is created. It improves data
security by separating deletion requests from credential replies by using uncertainty roles and uncertainty requests.
This system makes sure that pre- and post-deletion verification can't be told apart. This way, cloud services can't figure
out who sent the request or connect it to credentials. The protocol formally defines security properties and uses specific
examples and security proofs to show that it can withstand backup attacks. A three-step process is built into the system:
Anonymity Check 1 is used for data fingerprinting and deletion request filing before the deletion, and Anonymity
Check 2 is used for validation after the deletion. In addition, an add-on encrypts stored data with AES and sets up
access control rules that let users choose whether a file is public or private. Experiments show that this method reduces
the time and effort needed to create credentials compared to current ones. It also finds unauthorized storage by
comparing signatures between check steps, which makes users more confident in the deletion of data in the cloud.

“Index Terms: Cloud security, public cloud, verifiable behavior, verifiable deletion.’

1. INTRODUCTION

These days, cloud storage is an important part of
modern computers because it lets a lot of different
programs access data quickly and easily. It is
important in many important areas, like healthcare,
finance, government, and education, where huge
amounts of private data are saved, retrieved, and sent
all the time [1]. This change from managing data
locally to managing data in the cloud has brought
many benefits, including lower costs, more freedom,
better teamwork, and uninterrupted business
operations [2, 3]. But these benefits aren't as great as
they could be because of ongoing worries about data
security, especially the promise of full and permanent
deletion of data when it's no longer required.

When people upload data to the public cloud, they
usually give up direct control over it. Instead, they trust
cloud service providers (CSPs) to manage, store, and
finally delete the data safely [4]. This trust approach is
flawed by nature, which is a shame. Because CSPs are
only partially trusted, they might not follow deletion
directions perfectly, either because of technical issues,
company rules, or even bad intentions [5]. Even if data
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is marked to be deleted, it may still be kept for system
backups, audit logs, machine learning analytics, or
business reasons, and the user may not even be aware
of it. Public scandals like the Facebook-Cambridge
Analytica data scandal show how dangerous it is to
keep data without permission and how there aren't any
good ways to police the law [6].

The main problem is that there isn't enough openness
and responsibility. At the moment, users can't be sure
that deleted data has been completely and forever
erased from all storage levels, such as replicas and
distributed backups [7]. This is very bad for people's
privacy and trust, and it's also bad for businesses that
have to follow data protection rules like the General
Data Protection Regulation (GDPR), which says
people have the "right to be forgotten" and stresses
how important it is to keep data as small as possible
[8]. Not being able to confirm deletion makes it harder
to follow the rules, increases legal risks, and could hurt
the image of businesses that use cloud storage.

So, the idea of verified deletion is becoming more
popular, with the goal of creating ways to prove that
data has been permanently deleted through
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cryptography or third-party auditability. Taking care
of this worry is important for building trust in cloud
infrastructure, giving users control over their digital
assets, and making sure that the system works with
global data governance standards.

2. LITERATURE REVIEW
Ozdemir et al. [6] showed a quick and easy way to use
set accumulators for scaling verifiable computing.
Their work is mostly about using cryptographic adders
to help make proven computer systems that can be
used in the real world. This makes them more scalable
and useful. They pointed out that set accumulators can
quickly check calculations on changing sets of data
without needing all the data to be present at the time
of checking. This is an important step toward making
scalable checking systems work in the cloud.
One-way accumulators were first thought of by
Benaloh and de Mare [7] as a decentralized option to
digital signatures. Their groundbreaking work laid the
groundwork for cryptographic structures that make it
safe to check if data belongs to a set. This is very
important for uses that need to be sure of integrity
without having a single trust authority. This method
works especially well when you want to make sure that
a piece of data was removed or left out of a dataset
correctly without showing the whole dataset.
Papamanthou et al. [8] suggested the best ways to
check operations on dynamic sets. Their method
makes sure that any change or query on a dataset can
be checked with little extra work, which is good for
both speed and soundness. This method works in
changing places like cloud storage systems, where data
is often changed, and the accuracy of these changes
needs to be ensured by standards that can be checked.
In their paper [9], Campanelli et al. introduced
incrementally aggregatable vector commitments
(IAVCs) and showed how they can be used in
autonomous storage. Their work is innovative because
it combines small cryptographic promises with
efficient update methods. This makes it possible to
outsource storage in a way that is safe, can be checked,
and requires little client-side computation. Their
approach is very useful for making sure that users can
trust the integrity of data stored remotely in cloud
systems so that anyone can check it.
From lattice-based cryptography, Peikert et al. [10]
made vector and functional promises. These promises

are safe from quantum threats and make it easy to
make proofs for complicated queries over datasets.
Their model offers strong security promises and works
with post-quantum cryptographic standards. This
makes it compatible with the long-term needs for data
protection in cloud infrastructure.

Wee and Wu [11] made the field even better by using
lattice assumptions to come up with short promises for
vectors, polynomials, and functions. Their work
greatly increases the size of the proof and the time it
takes to check it, which is good for low-latency apps.
These additions are very important for storage and
computation protocols that can be checked, especially
when clients need to check server-side processes with
as little delay and bandwidth as possible.

Zhang et al. [12] created clear polynomial delegation
methods that are used in proof systems with no prior
knowledge. Their design gets rid of the need for a
trusted setting and makes things more open and easy
to check. This feature of their plan makes it perfect for
use in safe cloud storage and blockchain-based
verification systems.

Chen et al. [13] suggested databases that can be
checked by anyone and can handle all updating tasks
efficiently. Any third party can check the database
through their system without having to see the private
data, which makes things more open. This feature
solves the important problem of trusting outside data
management, especially when it comes to following
rules and saving records that can't be changed.

Wang et al. [14] created a tag-based delegated set
intersection technique that can be checked and used
with private datasets that were outsourced. Their
model makes sure that intersecting datasets kept in
different cloud domains can be checked safely without
revealing private data. This makes collaborative
analytics useful while protecting privacy.

Chen et al. [15] came up with proof-carrying data
methods that are made up of random oracles that have
been arithmetized. This new system allows for
dynamic computation verification, so clients can
check both the accuracy of the data and the security of
computations that were outsourced. When service
providers aren't honest, the plan protects against it very
well.

Yang et al. [16] suggested a fast way to use
authenticated matrix promises for verifiable databases
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of any size. Their work lets people safely ask questions
about very large numbers without having to pay a lot
for computing or communication. This improvement
is especially important for cloud storage systems that
need to handle a lot of changing data and provide
strong security and verifiability promises.
3. MATERIALS AND METHODS

The suggested system adds a safe and checkable
deletion structure called Verifiable Deletion Protocol
(VDUP) to make sure that data deletions in public
cloud environments are correct. The main idea is to use
uncertainty-based methods like uncertainty requests
and uncertainty roles to separate deletion requests
from user credentials. This way, the cloud won't be
able to link a specific deletion action to a specific user.
The protocol has three key steps: (1) Anonymous
Check 1, where users collect file signatures before
deleting them; (2) Deletion Request, where users
delete certain files from the cloud; and (3) Anonymous
Check 2, where users check file signatures again for
errors. AES encryption is also used on shared files to
keep data safe from people who shouldn't have access
to it, even if there are security holes. Access control
rules are also built into the system, which lets users
mark files as either public or private. All of these
improvements make deletion activities in cloud
storage more private, secure, and easy to check.

ritates upload and Encrypts and stores
deletion arfions with user sata securly In
secure authentication cloud starage.

valldates deletinn

_______________ st without
S he reveing usr ey,
sar

Verifies delstion
occured withaut
linking to user

Generales unlink
track deletion pr

Credential Generation Anenymous Check Deletion Request
Graph

Fig.1 Proposed Architecture

The design of the system makes sure that deletions can
be checked in the cloud while keeping users' identities
secret. The user sends encrypted data to the cloud in a
safe way. When someone requests to delete
something, Anonymous Checkl checks the request
without showing who it is. Then a Deletion Request is
sent without saying who sent it. Anonymous Check?2
makes sure that the user's data is deleted without
connecting to them. To help with this, the Credential

Generation Graph makes credentials that can't be
linked to other credentials, so deleting proofs can be
safely tracked. This approach makes sure that
deletions in the cloud are private, authenticated, and
can be checked.

a) Modules:

User Signup: New users or data owners can sign up
by adding their credentials and personal information.
This module securely saves user information in the
database. After authentication, users can create
accounts and use system features like uploading and
deleting data and verifying their identities.

User Signin: Allows registered users to log in with
their valid passwords. After proving their identity, the
user is able to access the system's dashboard, where
they can handle data files, do anonymous checks, and
ask for deletions while still having safe user access.
Upload Data to Cloud: Gives users more security
when they send files to the cloud. AES is used to
secure the files, and verification hashes are linked to
them. Access control can be used to keep other people
from seeing certain files by marking them as public or
private.

Anonymous Checkl: Checks the file before it is
deleted by getting information and signatures about it
from the cloud secretly. These results are saved locally
so that they can be used as a guide to check that the
future delete request worked, which makes sure that
the initial data capture was fair.

Deletion Request: It lets people pick out files in the
cloud and delete them. It starts the deletion process on
the cloud server without showing who made the
request. This protects privacy [17] and gets the system
ready for verification after deletion.

Anonymous Check2: After elimination, it does a
second anonymous check. It checks the signatures of
the files we have now against those from Anonymous
Checkl. If differences are found, deletion is verified;
identical signatures suggest that the cloud may keep
the backup.

Credential Generation Graph: Makes and shows a
graph that compares the amount of extra work that
needs to be done on computers for existing systems
and the suggested protocol. It shows how well the
VDUP protocol works to cut down on the time it takes
to make credentials and boost system speed.
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Logout: Ends the current session safely, making sure
that no one else can get in after the user leaves. It
deletes all session data and sends users back to the
login page, which keeps the system safe and private.
b) Methods/Technologies:

AES Encryption: The Advanced Encryption
Standard (AES) is a symmetric encryption method that
is used to keep files safe before they are sent to the
cloud. It makes sure that even if cloud storage is
hacked, people who aren't supposed to can't read the
protected files. This method makes data more private
and stops people from misusing or stealing private user
data kept on cloud servers.

Hashing (File Verification Hashes): Cryptographic
hash functions are used to make unique digital
signatures for each shared file. During both private
checks, these fixed-size hashes help make sure that
files are correct and real. Any change in the content of
a file creates a new hash. This lets users find changes
that weren't made by them, files that were removed but
were later recovered, or cloud backups that were made
after a deletion request.

Anonymous Verification (Uncertainty Requests):
Sending uncertainty-based data requests to the cloud
for verification hides the name of the person making
the requests. This is done before and after a deletion
action to make sure that the verification is fair and can't
be linked to anything else. It's impossible for the cloud
to tell which request is related to deletion, which
makes the checking process more private and
trustworthy [19].

Credential Decoupling Technique: Credential
decoupling separates user identity and credential
information from deletion actions using uncertainty
roles. With this method, the cloud can't connect
requests to delete files to a specific person or file. It
makes it harder for the cloud provider to target data
retention and identity-based tracking, which protects
data privacy and makes sure that deletions are real.
Comparison-Based Signature Validation: To use
this method, you need to compare the file signatures
that were obtained during Anonymous Checkl and
Check2. If the hashes are different, the file was
removed successfully. If they are the same, it means
the cloud kept a copy. It lets users successfully confirm
deletion and find bad behavior in the cloud by

checking to see if the file still exists after a deletion
request [20].
4. EXPERIMENTAL RESULTS

VDUP Protocol
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The system makes the verification hash and shows it
along with the file verification state in the cloud once
the file is uploaded.
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The system lets users see details about uploaded files,
like the hash address, and download the files when
they need to.
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When the "Delete" button is pressed, the file is
removed from the cloud storage system for good.
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Check to see if the deleted file is still intact on the
cloud service after you've deleted it.
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5. CONCLUSION
The  Verifiable Deletion Protocol (VDUP)
successfully makes sure that users can freely check
that data deletion requests in public clouds are
legitimate, without having to trust the cloud service
provider. The system breaks the direct link between
deletion commands and user credentials by adding
uncertainty roles and requests. This makes it much
harder for the cloud to fake or change deletion proof.
This feature improves openness and responsibility by
letting users find out when data is being kept without
permission, even when the cloud tries to hide this by
using backup copies.
Adding AES encryption adds an extra layer of
security, making sure that data can't be accessed
without the right decoding keys, even if it is stolen or
backed up without permission. Access control
methods also let data owners tell the difference
between public and private files, limiting who can see
and access them based on their user.
Overall, the work provides a strong solution that
checks how deletions are handled, encrypts data to
keep it safe, stops backups from being misused, and
sets strict access limits. This creates a complete
security framework for reliable cloud data
management.
In the future, Al-driven anomaly detection could be
added to the protocol to allow real-time alerts for
unauthorized entry or backup attempts. Integration
with blockchain can improve transparency even more
by permanently recording deletion actions. Scalability
can be improved by allowing multiple clouds to work

together and platforms to talk to each other. Data will
be safer if user interfaces are made easier to use and
encryption methods are expanded to include hybrid or
quantum-safe techniques. These changes will make
the system stronger, more flexible, and able to be used
in a wider range of cloud-based security situations.
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