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Abstract: Internet of Things (IoT) devices are commonly used in industrial settings to keep an eye on things like
furnace temperature and the state of agricultural soil. The data they collect is usually sent to central computers to be
stored and analyzed. Centralized storage, on the other hand, can be changed by people inside or outside the company.
To check its accuracy, third-party tools are often needed, which raises both the cost and the security risk. To solve this
problem, blockchain technology is used to create an autonomous end-to-end security system that stores data in a way
that can't be changed or tampered with and doesn't depend on third-party verifiers. Each data exchange is saved as a
block with a unique hashcode that checks the integrity of the entries that come after it. This makes it easy to spot
changes that were not made by the intended person. Lightweight SPECK encryption and SHA-256 hashing are also
used to protect data while it's being sent, which improves speed for IoT devices that don't have a lot of resources. To
make things even safer and more efficient, CHACHAZ20 encryption is built in to speed up computations and lower the
risk of attack, and compressed SHA hashcodes cut down on storage needs. By using smart contracts for automated
control and consensus techniques to make sure transactions are true, this method supports scalability, privacy, and
strong authentication. Overall, this method protects the privacy and integrity of data in Industrial IoT applications

without slowing down devices or letting outside verification systems see sensitive data.

“Index Terms: Internet of Things, blockchain, privacy, security, lightweight clients”.

1. INTRODUCTION

As a result of the Industrial Internet of Things (IloT),
smart, linked devices like sensors, actuators,
controllers, and industrial machinery are being used in
more areas to make them safer, more productive, and
more efficient [1]. When operational technology (OT)
and information technology (IT) come together, they
make it possible to collect, send, and analyze huge
amounts of data in real time. This is important for
automating tasks, planning maintenance, making the
best use of resources, and making strategic decisions
[2]. HoT devices, unlike traditional automation
systems, can communicate and act intelligently on
their own, which is what is making smart businesses
possible [3].

IIoT can be used in many areas, such as healthcare,
industry, agriculture, oil and gas, energy,
transportation, and agriculture. IIoT makes predictive
maintenance easier in manufacturing by looking at the
state of equipment to avoid unplanned downtimes and

increase the life of machinery [4]. IloT-enabled
systems are used in farmland to keep an eye on the
weather, soil conditions, and moisture levels in order
to get the most out of irrigation and increase crop
yields [5]. IIoT is used in the oil and gas business to
monitor and control drilling operations from afar,
which reduces the need for human input and raises
safety [6]. Wearable medical gadgets and biosensors
are connected to IIoT networks in healthcare to track
patients' vital signs in real time. This helps improve
patient outcomes and biosafety management [7].

The rising use of IloT brings about a lot of problems,
especially when it comes to data security, privacy, and
the ability of the system to grow. Every IloT device
could be a cyber threat entry point, and the fact that
different industrial settings don't use the same security
measures makes the risk of data breaches and
operational interruptions even higher [1, 8]. Also,
current IT systems might not be able to handle the
huge amount of real-time data that IloT systems
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produce, which raises worries about the integrity and
scalability of the network [3].
As more businesses use [loT as part of their digital
transformation, it's important to make sure that these
networks are safe and reliable. To protect against
vulnerabilities, keep people's trust in automated
systems, and fully utilize the IIoT revolution [6, 8], it
is necessary to create frameworks that are scalable,
safe, and strong. Taking care of these problems is
necessary for long-term economic growth in a world
that is becoming more and more connected.

2. LITERATURE REVIEW
J. V. Arputharaj and S. K. Pal [9] looked at how IIoT
is changing Industry 5.0, focusing on tracking and
making decisions in real time. In their work, they
stressed that IToT is a key part of creating long-lasting
industrial ecosystems where self-driving devices talk
to each other to make processes run more smoothly
and increase overall efficiency. The writers talked
about how edge intelligence and integrated sensor
systems are changing industrial settings by giving us
predictive information and reducing the need for
human action.
Because IIoT systems need to be smart and scalable,
M. Kumar et al. [10] came up with an Al-based
sustainable offloading scheme that works well with
cloud-fog architectures that work together. This
framework uses Al to handle the processing loads
across the cloud and fog layers, making sure that
performance is fast and uses little energy. Their model
gets around the problems that come with centralized
processing by allowing spread intelligence, which is
necessary for dealing with the huge amounts of data
that [ToT devices create.
A thorough look at the role of federated learning in
IIoT settings was done by D. Kumar et al. [11]. Their
research showed how important it is to use privacy-
protecting methods so that corporate data stays in one
place and models are trained together across many
nodes. This decentralized method makes data safer
while keeping prediction analytics working well
across all fields.
K. S. Hawaou et al. [12] did a study on industrial
workflow scheduling in Industry 4.0. They looked at
scheduling and workflow management. They looked
into algorithmic methods for making the best use of
resources and tasks in smart factories, with a focus on

how IIoT and edge computing can be combined to
make decisions in real time. Their results showed how
important flexible scheduling is for increasing the
speed of production and making better use of
resources.

In terms of security, H. Alshahrani et al. [13] created
an intrusion monitoring system for [IoT environments
that uses software-defined networking (SDN). The
suggested system constantly checks traffic trends and
finds strange behavior by using SDN's programable
features, which let us respond quickly to possible
threats. Network security is becoming more of a worry
in interconnected industrial ecosystems, and this
framework makes it better.

Using blockchain technology, A. Sasikumar et al. [14]
looked at how to build trust in IIoT. They suggested
using a blockchain-based trust system along with
digital twin frameworks to make sure that data is real
and can be tracked across all industry assets. Their
research shows how digital twins, which are
computerized copies of real systems, can work with
blockchain in a safe and open way to keep things in
sync and stop cheating.

A. Aljuhani et al. [15] took it a step further by
combining deep learning with blockchain to make
IIoT systems safer. To find and stop unauthorized
access, their hybrid system uses both the immutability
of blockchain and the predictive power of deep
learning. The writers created a strong model that can
keep security and system efficiency high across
distributed industrial networks by combining these
technologies.

In a similar paper, A. Sasikumar et al. [16] created a
hierarchical attribute-based encryption (HABE)
system that is backed by blockchain to make sharing
information safely in the IIoT. Based on role-based
permissions and cryptographic attributes, this model
makes sure that only authorized entities can view
certain types of data. They made decentralized access
control that works well with growth and dependability
by building this encryption model into a blockchain
infrastructure.

Y. Guo et al. [17] suggested a safe and useful end-to-
end authentication method that is especially made for
tactile IloT systems that need to respond quickly and
have very little delay. Their authentication procedure
uses simple cryptography and session key exchanges
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to keep communication smooth while protecting data
integrity and user identity. The plan takes into account
the special issues that come up with tactile systems,
which are common in industrial robotics and tasks that
are done from afar.
L. Fu et al. [18] suggested a blockchain-based system
for safe device order operations in the IloT, which
would make device security even better. Their method
stores orders and interactions between devices in a
blockchain ledger, which makes sure that everything
can be tracked and can't be changed. This method
lowers the risks of command injection attacks and
unauthorized device changes, which are very
important issues in automated factory settings.
A. Ali et al. [19] fixed the security problems in the
Industrial Internet of Medical Things (IloMT) by
adding a group blockchain-based hybrid deep learning
model and homomorphic encryption. This method lets
calculations be done on protected data, so privacy is
kept even when analytics are being done. Their
research is mostly about how IIoT can be used in
healthcare, where both protecting data and analyzing
it in real time are important for keeping patients safe
and making sure medical care is correct.
Finally, N. Mishra et al. [20] gave a broad look at IIoT
security from the point of view of cryptography. They
looked at different encryption standards, safe
communication protocols, and cryptographic systems
that can be used with I1oT. The study showed that even
though the use of IIoT is growing, many applications
still don't have full security plans. This makes the role
of advanced cryptographic systems even more
important.

3. MATERIALS AND METHODS
To get around the problems with centralized data
storage, the suggested system uses blockchain to
create a decentralized end-to-end security system for
the Industrial Internet of Things (IloT). Traditional
centralized databases are replaced by an Ethereum-
based blockchain, which makes sure that data keeping
can't be changed or tampered with. The lightweight
SPECK method, which works well on devices with
limited resources, is used to encrypt data from IloT
sensors, like fake temperature readings. The SHA-256
hashing algorithm is used to securely sign each
encrypted data packet before it is sent to the
blockchain. Solidity-written smart contracts are used

to handle tasks like storage, data validation, and
authentication. Consensus methods check that
transactions are real and valid across the blockchain
network. The published contract address is used to
make web3 calls from an easy-to-use Python-based
interface to the blockchain. To make things even
better, we're trying out the CHACHA20 method for
better encryption and hashcode compression to lower
the cost of storage. This system protects privacy,
stability, and scalability in IIoT settings without using
extra tools from outside the system.

Fig.1 Proposed Architecture

a) Modules:

Industrial User Registration: This module lets new
industry users sign up by giving basic information like
the name of their company, an email address, and a
password. Once a user has successfully registered,
they are verified and added to the blockchain-based
system. This makes sure that their actions and name
are safely stored and can be tracked within the
decentralized network.

Industrial User Login: This module lets registered
industrial users use their passwords to safely log in.
Blockchain
authentication, making sure that only authorized users

verification methods handle

can use the system's features. After logging in, users
can safely look at analytics, keep an eye on device
data, and connect with other modules.

Device Register & Send Data: This module lets
industrial users register IoT devices by giving them
unique IDs and other information. Devices start
sending real-time data to the system, like temperature,
pressure, or humidity, as soon as they are entered. All
gadget data is safely stored on the blockchain, which
makes sure that data logs can't be changed and are
clear and easy to check.
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View IoT Data: Users can get to IoT sensor data sent
from registered devices in real time through this
feature. The structured data format lets users keep an
eye on industrial processes, find problems, and keep
track of performance. Using blockchain makes sure
that the information shown is correct and reliable.
Computation Time Graph: This module shows how
long it takes for the blockchain to handle and record
data transactions. It measures the times it takes to do
calculations in different situations, which helps users
understand how well the system is working and find
ways to make it better. Graphs are made on the fly
based on real-time device behavior and the times that
smart contracts are executed.

Storage Cost Graph: This section shows a
comparison of the storage costs that come up when you
store data directly on the blockchain versus putting it
on an open storage service like IPFS. The graph helps
people think about ways to save money while keeping
the data safe, which gives them ideas on how to handle
data effectively.

Logout: This module safely ends the user session,
making sure that no one else can do anything after the
user leaves. The browser deletes all login information
and session data. This keeps the system safe and stops
people from abusing open or idle sessions.

b) Methods/Technologies:

1. Ethereum: Ethereum is an open-source,
decentralized blockchain platform that lets smart
contracts and decentralized apps (DApps) be built. In
this project, Ethereum is used to store and handle IIoT
data safely without having to rely on servers in one
place. Its tamper-proof and immutable ledger protects
data integrity and makes it possible for industrial IoT
processes to run without trust.

2. Solidity: Solidity is a high-level computer language
for making smart contracts that run on the Ethereum
blockchain. For the project, Solidity scripts describe
how to store, retrieve, and verify IloT data. These
smart contracts make sure that exchanges between
IIoT devices and the blockchain are safe and clear by
automatically carrying out actions that have already
been set up.

3. Ganache: Ganache is an individual Ethereum
blockchain that is used for testing and building. Before
putting them on the main network, it lets developers
test transactions, deploy contracts, and see how the

blockchain works in a safe setting. Ganache helps
mimic the [IoT data storage and retrieval processes in
this project, which makes sure that the smart contract
runs smoothly and without any errors.

4. EXPERIMENTAL RESULTS

Industrial User LoginHere | RegisterHere

SECURE INDUSTRIAL

AUTOMATION.

After that, the project window shows up like in the
picture above.

Home  Industrial User Login Here (S egiSter Hete:

Industrial User SignUp

lator

'hl Contat Numker

sreanchondan247ggmaitco [l 28415z

Address.

Ca—
.

To keep your data safe, fill out the IoT platform
application using the information below.
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Your account has been successfully created and added to
the blockchain!

<& Transaction Details

Transaction Hash:

Blockchain Network:
Ethereum Testnet
Status:

& Confirmed

After signing up, the system encrypts user data safely
and saves it on the blockchain along with transaction
information.

Industrial User Login

Access your secure Industrial loT account

Username

‘ sriram

Password

%) LOGIN

Don't have an account?

To get into your user account, enter your username and
password.

DecePegstan Send cta Vi T etz fonTmeGrgh - SogeCrstaph - Slogad

WELCONE SRIRAM

Acces your soure st T ashooard e manage your
comnefed dices Wi end-t-endsecury,

The home page is shown on the screen below after the
person logs in to their account.

Device Registration & Data Transfer

Securlyregter T Gevices and ichan

o Derice D

-
Ui it o pour i v

T Dz

Seesor eadiigs o devis messuranents

4 SEND DATA TOBLOCKCHAIN

To allow encryption and protect data, register the IoT
device ID along with its data.
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Device Regiterd Send Dta Vw07 Deta Storage Cost Graph - | SLOGRUE

al

L\ - :
Ulln - @on?ys L@twaghtCompu}atmnGraph

Your loT data has been successfully encrypted and stored
on the blockchain!
Traditional Vs Lightweight Computation Graph

00051 Agertbms

I Extension CHACHAD)
00051 I (ghteigt
| Tedtind

& Transaction Details

Transaction Hash:
0004

®

Blockchain Network:
Ethereum Testnet

Encryption Method:

W Speck Encryption

Status:

& confirmed

After the device is registered, the system shows A comparison of standard and lightweight methods for
information about transactions that happened with the encrypting and decrypting data is shown in the
encrypted data that is saved on the Ethereum computational graph.

blockchain.

DevioeRegister& Send Data  View 0T Data  Computation Tme Graph

in & Compréssed Storage Cost Graph
-

© 0T Data Dashboard

Plain & Compressed Storage Cost Graph

Pan Starage Compressed Sizrage
Technigue ame:

The line shows how much it costs to store plain sensor
data on the blockchain versus compressed sensor data.
5. CONCLUSION
End-to-end security for the Industrial Internet of
Things (IIoT) is suggested. It uses a decentralized
blockchain framework to protect sensitive industrial

The hash, timestamp (date and time), and sensor name
are all protected IoT data that is shown by the system.
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data, so there is no need for third-party verification
tools. The dataset is made up of fake I1oT sensor inputs
like temperature records and text messages. The
SPECK lightweight cryptographic algorithm is used to
encrypt data. This method works well on IIoT devices
that don't have a lot of power or resources. SHA-256
is used to make digital signatures that can be used to
check the security of data. If there are any hash
mismatches, it is possible to tell if someone has
changed the data. The protected data and digital
signatures are kept on the Ethereum blockchain by
smart contracts written in Solidity. A Python-based
web frontend lets users sign up, prove their identity,
register devices, and send and receive private data.
Performance tests show that SPECK encrypts data
faster than standard AES algorithms, and
CHACHAZ20, when added as an extension, does better
in both encryption and decoding times. The storage
cost graph also shows that using compression methods
on SHA-256 hashcodes greatly lowers the cost of
storing blockchains. This system protects the privacy,
validity, and integrity of data while also being scalable
and energy-efficient. This makes it a strong choice for
managing IIoT data securely in real time in industrial
settings.

The next step for this project is to add advanced
consensus methods to the blockchain-based IloT
security framework so that it can be used for real-time,
large-scale industrial deployments. This will make the
system more scalable and efficient. Better methods for
protecting privacy, like homomorphic encryption and
zero-knowledge proofs, can be used to make secrecy
stronger. Interoperability with multi-cloud and edge
systems will also help more people use it. In the future,
improvements could include Al-driven anomaly
detection, predictive analytics, and automated reaction
mechanisms to make industrial IoT ecosystems even
safer and better at protecting themselves from new
cyber threats.
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