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Abstract: This study evaluates the performance of AI-powered load balancing in cloud 

environments, comparing it with traditional load balancing techniques such as Round Robin, 

Least Connection, and Static Threshold. The AI-based approach demonstrated superior 

performance, achieving the lowest response time (162 ms) and highest throughput (1045 

requests/sec). Scalability tests showed that the AI model maintained stable performance even 

as workload increased, in contrast to traditional methods, which exhibited significant 

performance degradation under high traffic. Additionally, AI-based load balancing achieved 

better resource utilization, reduced energy consumption, and improved fault detection accuracy 

(95%) with faster recovery times. These results suggest that AI-driven techniques can 

effectively enhance cloud system performance by dynamically adapting to changing 

workloads, ensuring higher efficiency, scalability, and reliability. This study highlights the 

potential of AI in optimizing cloud resource management and mitigating the limitations of 

conventional load balancing methods. 
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1.Introduction 

Cloud computing has emerged as one of the 

most significant technological 

advancements in the digital era. It provides 

computing resources such as servers, 

storage, networking, and software services 

on demand over the internet. Organizations 

increasingly depend on cloud environments 

to support applications, big data processing, 

e-commerce systems, healthcare platforms, 

and educational services. With the rapid 

increase in users and workloads, cloud 

service providers face the challenge of 

distributing tasks effectively across 

multiple servers and virtual machines. Load 

balancing plays a central role in cloud 

computing by distributing incoming 

network traffic and computational 

workloads across available resources. Its 

main objective is to prevent any single 

server from becoming overloaded while 

others remain underutilized. Efficient load 

balancing leads to improved response time, 

better throughput, enhanced fault tolerance, 

and reduced operational costs. However, 

traditional load balancing techniques such 

as Round Robin, Least Connection, and 

Static Partitioning may not always perform 

well in dynamic cloud environments where 
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workload patterns change continuously. 

This limitation has encouraged researchers 

and practitioners to explore intelligent 

approaches. Artificial Intelligence, 

particularly Machine Learning and 

optimization-based algorithms, has shown 

great potential in making load balancing 

smarter, faster, and more adaptive. 

1.1 Importance of Load Balancing in 

Internet of Everything 

Load balancing is of utmost importance in 

the Internet of Everything (IoE) for various 

reasons. Firstly, it significantly enhances 

system performance by evenly distributing 

network traffic among multiple devices. 

This prevents congestion and ensures that 

essential applications and services in 

healthcare, for instance, are readily 

accessible to users whenever they need 

them. Secondly, load balancing enhances 

system reliability by eliminating the risks 

associated with single points of failure. In 

the event of a device failure, traffic can be 

seamlessly redirected to alternative devices, 

thereby ensuring uninterrupted service 

delivery. Thirdly, load balancing plays a 

critical role in bolstering security measures 

By dispersing traffic across numerous 

devices, it becomes considerably more 

challenging for potential attackers to target 

a single device, effectively reducing the risk 

of cyberattacks and safeguarding sensitive 

data Moreover, load balancing optimizes 

resource utilization by efficiently managing 

traffic distribution, preventing individual 

devices from being overwhelmed. This 

leads to cost reductions and improved 

scalability, making it easier to 

accommodate increasing demands. Overall, 

load balancing is an indispensable 

component of the IoE as it improves 

performance, increases reliability, enhances 

security, and optimizes resource utilization, 

ultimately enabling the delivery of top-

quality services across a diverse range of 

industries. 

1.2 Advantages of Smart Load Balancing 

Using AI 

• AI-powered load balancing 

provides several important benefits 

in cloud computing. 

• One major advantage is improved 

resource utilization. AI ensures that 

workloads are distributed in a 

balanced manner so that available 

computing resources are fully and 

efficiently used. 

• Another key benefit is reduced 

response time. By selecting the 

most suitable server based on real-

time conditions and workload 

predictions, AI helps users receive 

faster service. 

• Scalability is also enhanced. As 

cloud systems expand, AI-based 

load balancers can adapt to 

increasing workloads and 

infrastructure complexity without 

requiring major manual changes. 

2.Literature Review 

Shafiq, Jhanjhi, and Abdullah (2022) 

reviewed load balancing techniques in 

cloud computing and noted that 

conventional methods are still widely used 

because they are simple and easy to 

implement. However, their review also 

indicates that static and basic dynamic 

methods often struggle when cloud 

workloads become highly variable, which 
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affects resource utilization and service 

quality. Alankar et al. (2020) 

experimentally examined Round Robin and 

Least Connections in a cloud-based setup 

using HAProxy, virtual machine clusters, 

and web servers. Their work shows that 

traditional algorithms remain useful for 

baseline performance comparison, but their 

effectiveness depends on traffic intensity 

and connection behavior, which supports 

the need for more adaptive balancing 

strategies. Kamila et al. (2022) proposed a 

machine learning model for high-

performance cloud computing and load 

balancing resiliency. Their study highlights 

that machine learning can support 

prediction and classification from historical 

cloud data, enabling more intelligent 

balancing decisions and improving 

resilience in complex cloud platforms. Devi 

et al. (2024) conducted a systematic 

literature review covering optimization and 

machine learning algorithms for load 

balancing and task scheduling in cloud 

environments. Alhilali et al. (2023) and 

more recent systematic review work on AI-

based load balancing both emphasize that 

artificial intelligence improves scalability, 

service availability, and energy efficiency, 

while also pointing out ongoing issues such 

as computational complexity and training 

overhead. Zhang, Chen, and Li (2021) 

investigated dynamic load balancing 

strategies in cloud data centers and 

highlighted that traditional algorithms fail 

to adapt to fluctuating workloads in real 

time. Their study emphasizes the 

importance of intelligent decision-making 

systems that can continuously monitor and 

adjust resource allocation to improve 

system performance and reduce latency. 

Kaur and Singh (2019) explored the use of 

fuzzy logic in cloud load balancing and 

found that it effectively handles uncertainty 

in parameters such as server load and 

network delay. Their work demonstrates 

that fuzzy-based approaches provide more 

flexible and adaptive solutions compared to 

rigid rule-based algorithms, especially in 

heterogeneous cloud environments. Patel 

and Patel (2020) analyzed the performance 

of heuristic and metaheuristic algorithms 

such as Genetic Algorithms and Particle 

Swarm Optimization in cloud 

environments. Their results indicate that 

these optimization techniques significantly 

enhance resource allocation efficiency, 

reduce execution time, and improve overall 

system throughput. Verma and Kaushal 

(2018) proposed a hybrid load balancing 

approach combining static and dynamic 

techniques to improve performance in 

distributed cloud systems. Their findings 

show that hybrid models can overcome the 

limitations of individual methods by 

balancing workload more effectively and 

minimizing server idle time. Kumar, 

Mishra, and Sharma (2023) studied AI-

driven predictive load balancing models 

and concluded that machine learning 

techniques such as regression and 

reinforcement learning can accurately 

forecast workload trends. Their research 

highlights that predictive models help in 

proactive resource allocation, thereby 

reducing system congestion and improving 

Quality of Service. 

3. Methodology 

The methodology of this study is designed 

to evaluate the effectiveness of smart load 

balancing in cloud environments using 
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Artificial Intelligence. The proposed work 

follows a simulation-based experimental 

approach in which traditional load 

balancing techniques are compared with an 

AI-based load balancing model under 

different workload conditions. The overall 

methodology includes system design, data 

collection, implementation of load 

balancing algorithms, performance 

evaluation, and comparative analysis. 

First, a cloud computing environment is 

modeled with multiple virtual machines and 

servers to simulate real-time task 

allocation. User requests are generated 

dynamically to represent varying cloud 

workloads. These workloads are distributed 

across the available resources using 

conventional techniques such as Round 

Robin, Least Connection, and Static 

Threshold, as well as the proposed AI-based 

load balancing approach. The AI model is 

designed to analyze system parameters such 

as CPU utilization, memory usage, 

response time, and task queue length before 

assigning tasks to the most suitable virtual 

machine. 

 

Figure 1: Overall Methodology Flowchart 

Apply Traditional Methods 

In this phase of the methodology, 

conventional load balancing algorithms are 

implemented in the simulated cloud 

environment to serve as a baseline for 

comparison with the AI-based approach. 

These methods follow predefined rules and 

do not adapt dynamically to changing 

workloads. 

 

Figure 2: Load Balancing Architecture 

Diagram (Round Robin Distribution 

Model) 

In this study, traditional load balancing 

techniques such as Round Robin, Least 

Connection, and Static Threshold methods 

were implemented within the simulated 

cloud environment. These methods were 

used to distribute workloads across virtual 

machines based on predefined rules without 

adaptive intelligence. The performance of 

these conventional approaches was 

evaluated using key metrics including 

response time, throughput, and resource 

utilization. The results obtained from these 

methods serve as a benchmark for 

comparison with the proposed AI-based 

load balancing system. 

4. Results and discussions  

The results of the study clearly demonstrate 

that the AI-based load balancing approach 

outperforms traditional methods across all 

evaluated performance metrics. The AI 

https://ijdim.com/journal/index.php/ijdim/issue/view/27


IJDIM, 2025, 4 (4(S)), 15-22 | 19 International Conference on Engineering Education and Management-ICEEM 

 

International Journal of 

 DATA SCIENCE AND IOT MANAGEMENT SYSTEM 
Peer Reviewed, Referred & Indexed Journal 

                                  ISSN: 3068-272X                                                 www.ijdim.com                                                 Original Research Paper 

 

model achieved the lowest average 

response time and highest throughput, 

indicating faster processing and better 

handling of incoming requests. In 

comparison, conventional techniques such 

as Round Robin and Least Connection 

showed higher response times and 

comparatively lower system efficiency. 

The scalability analysis further reveals that 

as the number of user requests increases, 

the AI-based system maintains more stable 

performance. While traditional methods 

exhibit a significant rise in response time 

under heavy workloads, the AI-driven 

approach shows a controlled and gradual 

increase, proving its ability to efficiently 

manage dynamic cloud environments. 

Table 1: Performance Comparison of Load Balancing Techniques 

Load 

Balancing 

Technique 

Average 

Response Time 

(ms) 

Throughput 

(requests/sec) 

CPU 

Utilization (%) 

Task 

Completion 

Rate (%) 

Round Robin 245 820 68 91 

Least 

Connection 
221 865 72 93 

Static Threshold 210 890 74 94 

AI-Based Load 

Balancing 
162 1045 83 98 

The AI-based load balancing method shows the best performance, with the lowest response 

time (162 ms) and the highest throughput (1045 requests/sec). It also achieves better CPU 

utilization and task completion rate compared to conventional methods. 

Table 2. Scalability Analysis under Increasing Workload 

Number of 

User Requests 

Traditional 

Load 

Balancing 

Response Time 

(ms) 

AI-Based Load 

Balancing 

Response Time 

(ms) 

Traditional 

Resource 

Utilization (%) 

AI-Based 

Resource 

Utilization (%) 

500 120 95 61 70 

1000 185 130 67 76 

1500 260 168 72 81 

2000 348 210 76 86 

2500 435 259 79 89 

As workload increases, the AI-based system maintains a much lower response time than the 

traditional approach. This indicates that the proposed method is more scalable and capable of 

handling heavy cloud traffic more efficiently. 
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Table 3. Energy Consumption and Fault Handling Efficiency 

Technique 

Energy 

Consumption 

(kWh) 

Number of 

Overloaded 

Servers 

Fault Detection 

Accuracy (%) 

Recovery Time 

(sec) 

Round Robin 18.6 6 81 14.2 

Least 

Connection 
17.4 5 84 12.8 

Static Threshold 16.9 4 86 11.5 

The AI-powered approach reduces energy consumption and minimizes server overload. It also 

demonstrates better fault detection accuracy and faster recovery time, which improves 

reliability and fault tolerance in cloud environments. 

4.1 Discussions 

The results of the study clearly show that 

AI-based load balancing performs better 

than traditional load balancing methods in 

cloud environments. From Table 1, it is 

evident that the AI-powered technique 

achieves the lowest average response time, 

highest throughput, and better CPU 

utilization compared to Round Robin, Least 

Connection, and Static Threshold methods. 

This indicates that the AI model is more 

capable of making intelligent decisions 

about task distribution, thereby improving 

the overall efficiency of the cloud system. 

Another important observation is related to 

scalability. Table 2 shows that as the 

number of user requests increases from 500 

to 2500, the response time of both systems 

increases, but the increase is much smaller 

in the AI-based method. This means that the 

proposed intelligent approach can handle 

growing workloads more effectively 

without causing serious performance 

degradation. In practical cloud systems, 

where workload demand may change 

rapidly, this feature is highly valuable for 

maintaining service quality and user 

satisfaction. 

The results presented in Table 3 further 

highlight the advantages of AI-driven load 

balancing in terms of energy efficiency and 

fault management. The AI-based technique 

consumes less energy, reduces the number 

of overloaded servers, and achieves higher 

fault detection accuracy with faster 

recovery time. This suggests that the 

intelligent model not only improves 

performance but also contributes to system 

reliability and cost reduction. Lower energy 

consumption is especially important in 

modern data centers, where power usage 

has a direct impact on operational expenses 

and environmental sustainability. Overall, 

the discussion confirms that integrating 

Artificial Intelligence into load balancing 

significantly enhances cloud performance 

by supporting adaptive, predictive, and 

efficient resource allocation. Unlike 

conventional algorithms that follow fixed 

rules, AI-based methods can learn from 

system conditions and respond dynamically 

to workload changes. Therefore, smart load 

balancing using AI can be considered a 

promising solution for building cloud 

environments that are more efficient, 

scalable, reliable, and sustainable. 
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5.Conclusions 

Based on the experimental study obtained, 

it is evident that the AI-powered load 

balancing approach significantly 

outperforms traditional techniques such as 

Round Robin, Least Connection, and Static 

Threshold methods. The results 

demonstrate that the AI-based system 

achieves the lowest average response time 

(162 ms) and the highest throughput (1045 

requests/sec), indicating faster processing 

and better handling of incoming workloads. 

The scalability analysis further confirms 

that the AI-based model maintains stable 

performance even as the number of user 

requests increases. While traditional 

methods show a sharp rise in response time 

under heavy load, the AI approach exhibits 

a more controlled increase, proving its 

capability to efficiently manage dynamic 

and high-demand cloud environments 

resource utilization, the AI-driven 

technique ensures more balanced CPU 

usage and reduces the number of 

overloaded servers. Additionally, the 

system shows improved fault detection 

accuracy (95%) and faster recovery time, 

which enhances system reliability and 

availability. The reduction in energy 

consumption also highlights its efficiency 

in optimizing operational costs. Overall, the 

results clearly validate that AI-based load 

balancing provides superior performance, 

scalability, energy efficiency, and fault 

tolerance, making it a highly effective 

solution for modern cloud computing 

systems. 
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