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ABSTRACT

The rapid expansion of internet usage has significantly increased cyber threats,
particularly phishing attacks that deceive users into revealing sensitive information.
Detecting malicious URLs has become a critical aspect of cybersecurity. This project
presents an intelligent URL classification system designed to detect phishing, malware,
defacement, and benign URLs using machine learning techniques. The system is
implemented using the Django web framework, providing an interactive interface for
both administrators and users.The proposed system leverages text-based feature
extraction techniques such as Count Vectorization to transform URLs into numerical
representations suitable for machine learning models. Multiple classification algorithms,
including Naive Bayes, Support Vector Machine (SVM), Logistic Regression, and
Stochastic Gradient Descent (SGD), are employed to evaluate performance and ensure
robustness. Additionally, an ensemble approach using a VVoting Classifier is implemented
to improve prediction accuracy.The dataset used consists of labeled URLs categorized
into four classes: benign, phishing, defacement, and malware. During training, the dataset
is preprocessed and transformed, and models are trained using a train-test split strategy.
Performance metrics such as accuracy, confusion matrix, and classification reports are
used to evaluate the models.

The system also provides analytical features such as detection accuracy visualization,
ratio analysis of URL types, and trending topics. These insights assist administrators in
understanding patterns and improving security strategies. Users can input URLs and
receive real-time predictions regarding their safety.Experimental results demonstrate that
ensemble learning improves classification performance compared to individual models.
The system achieves high accuracy and provides reliable predictions, making it suitable
for real-world applications in cybersecurity.
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In conclusion, the developed system effectively identifies malicious URLs and enhances
online security. It can be extended further by integrating deep learning techniques and
real-time threat intelligence systems.

Keywords:Phishing Detection, URL Classification, Machine Learning, Naive Bayes,
Support Vector Machine, Logistic Regression, Cyber Security, Text Mining, Ensemble
Learning, Django

I. INTRODUCTION

With the increasing reliance on digital platforms, cybersecurity has become a major
concern. Among various cyber threats, phishing attacks are one of the most common and
dangerous forms of cybercrime. These attacks aim to trick users into providing sensitive
information such as passwords, credit card details, and personal data by disguising
malicious websites as legitimate ones.Traditional security mechanisms such as blacklists
and rule-based systems are often ineffective against newly generated phishing URLSs.
Attackers continuously evolve their techniques, making it difficult to detect malicious
URLs using static methods. Therefore, there is a need for intelligent systems that can
adapt and learn from data to identify threats accurately.

Machine learning has emerged as a powerful solution for cybersecurity challenges. By
analyzing patterns in data, machine learning models can classify URLs as safe or
malicious. This project focuses on developing a machine learning-based URL
classification system that can detect phishing, malware, and defacement attacks.The
system is built using the Django framework, which provides a robust and scalable
platform for web applications. It includes functionalities such as user registration, login,
dataset management, model training, and prediction. The system allows administrators to
monitor detection accuracy and analyze trends in URL classifications.

Feature extraction plays a crucial role in the system. URLs are converted into numerical
vectors using Count Vectorizer, enabling machine learning algorithms to process them
effectively. Multiple models are trained and evaluated to determine the best-performing
approach.An ensemble learning technique is also implemented to combine the strengths
of different models. This improves the overall accuracy and reliability of predictions. The
system not only detects malicious URLs but also provides insights through visualization
tools.In summary, this project aims to enhance cybersecurity by providing an intelligent
and automated solution for URL classification. It demonstrates the effectiveness of
machine learning in detecting phishing attacks and protecting users from online threats.
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Il. LITERATURE SURVEY (WITH EXISTING METHODS)

Several research studies have focused on detecting phishing attacks using machine
learning and data mining techniques. Early approaches relied heavily on blacklist-based
detection methods, where known malicious URLs were stored and compared against
incoming URLs. However, these methods failed to detect newly generated or unknown
phishing sites.Heuristic-based approaches were later introduced, which analyzed URL
structures and webpage content. These methods considered features such as URL length,
presence of special characters, and domain age. Although more flexible than blacklist
methods, they still lacked adaptability.

Machine learning-based approaches have gained significant attention due to their ability
to learn patterns from data. Researchers have used algorithms such as Decision Trees,
Naive Bayes, Support Vector Machines (SVM), and Random Forests for phishing
detection. Among these, SVM and Random Forest have shown high accuracy due to their
ability to handle complex datasets.Recent studies have explored deep learning techniques,
including Convolutional Neural Networks (CNN) and Recurrent Neural Networks (RNN),
for feature extraction and classification. These models automatically learn features from
raw data, reducing the need for manual feature engineering. However, they require large
datasets and high computational resources.Ensemble learning methods, such as boosting
and bagging, have also been widely used. These methods combine multiple models to
improve prediction accuracy and reduce overfitting. VVoting classifiers, in particular, have
shown promising results in combining different algorithms.

In addition, hybrid approaches that integrate machine learning with natural language
processing (NLP) techniques have been proposed. These methods analyze textual
patterns in URLs and webpage content to improve detection performance.Despite these
advancements, challenges such as dataset imbalance, real-time detection, and evolving
attack patterns remain unresolved. This project addresses these challenges by combining
multiple machine learning models and providing a scalable web-based solution.

1. EXISTING SYSTEM

The existing systems for phishing detection primarily rely on traditional methods such as
blacklist-based filtering and heuristic analysis. Blacklist systems maintain a database of
known malicious URLs and compare incoming URLSs against this list. While this
approach is simple and fast, it fails to detect newly created phishing websites that are not
present in the database.Heuristic-based systems analyze URL features such as length,
domain name, special characters, and suspicious keywords. Although these systems
provide better detection than blacklists, they are limited by predefined rules and cannot
adapt to new attack patterns.
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Some systems use single machine learning models for classification. While these models
can detect patterns in data, they often suffer from limitations such as overfitting and
reduced accuracy when dealing with complex datasets. Additionally, many existing
systems lack user-friendly interfaces and real-time prediction capabilities.Another
limitation is the lack of visualization and analytical tools. Most systems do not provide
insights into detection accuracy, trends, or classification ratios, making it difficult for
administrators to analyze system performance.Furthermore, existing systems are often
not integrated into web applications, limiting their accessibility and usability. These
limitations highlight the need for a more advanced, intelligent, and user-friendly solution.
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IVV. PROPOSED METHOD

The proposed system introduces an intelligent URL classification framework using
machine learning and ensemble techniques. Unlike traditional systems, it does not rely on
static rules or blacklists. Instead, it learns patterns from labeled datasets and adapts to
new threats. The system uses Count Vectorization to convert URLSs into numerical feature
vectors. Multiple machine learning models, including Naive Bayes, SVM, Logistic
Regression, and SGD Classifier, are trained and evaluated. An ensemble Voting
Classifier is implemented to combine predictions from multiple models, improving
accuracy and reliability. The system is developed using the Django framework, providing
a user-friendly interface for both administrators and users. Users can input URLs and
receive real-time predictions, while administrators can monitor system performance
through dashboards and charts.

Additional features include detection accuracy analysis, ratio visualization of URL types,
and trending topic identification. These features provide valuable insights into system
performance and threat patterns.The proposed system overcomes the limitations of
existing methods by offering higher accuracy, adaptability, and scalability. It provides a
comprehensive solution for detecting phishing and malicious URLS in real-time.

V. IMPLEMENTATION

The implementation of the intelligent URL classification system is carried out using
Python and the Django web framework. The system is divided into two main modules:
Service Provider (Admin) and Remote User.The Service Provider module handles tasks
such as dataset management, model training, performance analysis, and visualization.
The dataset is loaded from a CSV file and preprocessed to convert categorical labels into
numerical values. The URLs are then transformed into feature vectors using Count
Vectorizer.

Multiple machine learning models are implemented, including Naive Bayes, Support
Vector Machine, Logistic Regression, and SGD Classifier. These models are trained
using a train-test split approach. Performance metrics such as accuracy, confusion matrix,
and classification reports are generated to evaluate each model.The system also includes
visualization features such as detection accuracy charts and URL type ratio graphs. These
are implemented using Django templates and database queries.

The Remote User module allows users to register, log in, and input URLs for
classification. When a user submits a URL, the system preprocesses it and applies the
trained model to predict its category. The result is displayed in real-time.An ensemble
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Voting Classifier is used to combine predictions from multiple models, improving
accuracy. The results are stored in the database for further analysis.

The system also supports exporting predicted data into Excel format for reporting
purposes. Overall, the implementation ensures scalability, efficiency, and user-
friendliness.

VI. ALGORITHMS

The system utilizes several machine learning algorithms for URL classification. Naive
Bayes is a probabilistic classifier based on Bayes’ theorem. It is efficient and performs
well on text data.Support Vector Machine (SVM) is used for classification by finding the
optimal hyperplane that separates data points. It is effective for high-dimensional
data.Logistic Regression is a statistical model used for binary and multi-class
classification. It predicts probabilities and is easy to interpret.The Stochastic Gradient
Descent (SGD) Classifier is an efficient algorithm for large-scale learning. It updates
model parameters incrementally, making it suitable for large datasets.The Voting
Classifier is an ensemble method that combines predictions from multiple models. It
improves accuracy by leveraging the strengths of individual algorithms.

VII. SYSTEM DESIGN

The system follows a modular architecture consisting of user interface, backend
processing, and database layers. The user interface is developed using Django templates,
providing forms for login, registration, dataset upload, and prediction.The backend
handles data processing, model training, and prediction. It uses Python libraries such as
Pandas and Scikit-learn for data manipulation and machine learning.The database stores
user details, URL predictions, accuracy metrics, and ratio analysis. Django ORM is used
for database interactions.The workflow begins with dataset loading and preprocessing.
The model is then trained and evaluated. Users can input URLs, which are processed and
classified in real-time.Visualization components display charts and analytics, helping
administrators monitor system performance.The design ensures scalability, security, and
efficient data processing.

SYSTEM DESIGN IMAGES

International Journal of Data Science and loT Management System [JDIM, 2026, 5 (2), 954-964 | 959



International Journal of

DATA SCIENCE AND IOT MANAGEMENT SYSTEM

Peer Reviewed, Referred & Indexed Journal

ISSN: 3068-272X ww.ijdim.com Original Research Paper

Mrwnare Il L T SV Y ———" ® o ko / MTAAT pephh R R g X + - o

Mgy * §5 DVMAMCA St - Goope o ¥ © CompwBuarg M VL % <+ =~y /59

Trate & Tewt UL Dwts Sets Viww USL Diwts Sems Tratwnd end Tanted Azzusacy 4 Bar Ohart Virw USH Gute Sets Tratrmed ered Tenine Actirwey Semidts Wiww Pracictian OF USL Type

Vi LITL Type Manse (ravdsasl Iwds b [Late Sote Vi UL Tye et Beeite View AL Reverts Unars Cagpan

International Journal of Data Science and loT Management System [JDIM, 2026, 5 (2), 954-964 | 960



International Journal of

DATA SCIENCE AND IOT MANAGEMENT SYSTEM

Peer Reviewed, Referred & Indexed Journal

ISSN: 3068-272X ww.ijdim.com Original Research Paper

I G Mrdoned S iicred me - python Tarage py Sevrie n

Trwte & Tewt USIL Dutn Sete Viww USL Dt Senn Tratead end Tasted Azzusecy ¢ Ber Dhary View LSI. Dot Sets Tratmed sred Tesing Acturecy Sesidis Viww Pradictian OF USE Type

Vi L1 Ty Wi (ravdsasl Iwds b [Late Sote Wiw UL Tyme Rath Beecite View AL Reverts Unars

View UGL Datasets Troined ond Tested Resuits

Matye Bayes 93, 1135293162252

SN 96 . 621731 36267663
logistic Regression EEREPIEp PERLELES
L IS FELHITIR 5% . 2775351256456

International Journal of Data Science and loT Management System

IJDIM, 2026, 5 (2), 954-964 | 961



International Journal of

DATA SCIENCE AND IOT MANAGEMENT SYSTEM

Peer Reviewed, Referred & Indexed Journal

ISSN: 3068-272X ww.ijdim.com Original Research Paper
J Wrandey * L DWAIMCA Dew  GoegleSons ¥ O Compw © g M ® o ke /TR Ipecthe X ED ter - + - o x
' r 7 5] & 0 oe

Trate & Tt USIL Dwts Sets Viww USL Dits Semn Tratond end Tasted Acxusecy & Ber Ohart Virw LN Dete Sets Tl ared Tesise Acturwcy Sesidis Wiww Pradictian OF USE Type

I Vi LT Ty Hante (raviiast Iwts ot (a1s Sote Ve UL e Meths Beecite View AL Revenis Lnars p

Lugputac R W41

I
|
|
|
|
N

Logistie Regrassion SO Ol

*-‘ x "\"

L Wrenden R + R T I Y L SR 1281 bttt B D lonne Srie - 4 o

allmusic Sony Ay crasy-iross-ihe-beat-119990 P ”I
W/ pertal dddgaming com/docs/rutes/ 1507 )/ ca/game  os Miml? Stonre
BIMOMIA N ION3D
htte S /manc-eiozig com/indes php Betacement
Non-
! 192 con/ater/ people/sturpeen/craky/ Phishing
23 Inphymsites com oe-
Phishinm
Wi/ /updato-intormationd 0 f alhayan v/ Phaching
Wit/ /82227 W6.2 1802830/ Mot m Matwars
WS/ Morsivts. com/ mdas php?
- uption-com A-dayd pear-20t3smenth-01aay-25aitenid-sa Pervemont
nu'~r~v want > * w ™M n = o 3 2 R -

International Journal of Data Science and loT Management System [JDIM, 2026, 5 (2), 954-964 | 962



International Journal of

DATA SCIENCE AND IOT MANAGEMENT SYSTEM

Peer Reviewed, Referred & Indexed Journal

ISSN: 3068-272X ww.ijdim.com Original Research Paper

. s [P . « 4 E)

- B
°

Wi UL Ty o O it omdiCLd Duts Sets Wi UL Tyae Maths eatis Wiew AU Waaae Luers Rt

VIEW ALL SEROTE USERS I

Anrue AN 12 IRgenall com BRA2 AN Cross. Viayanagar ~ain BEIGEEAITO Indla  Marmataks Rengalorw
ain 270 Lrnihe et e Bengalonw

VIIl. CONCLUSION

The intelligent URL classification system provides an effective solution for detecting
phishing and malicious URLS using machine learning techniques. By combining multiple
algorithms and implementing an ensemble approach, the system achieves high accuracy
and reliability.The use of Django ensures a user-friendly interface and seamless
interaction between users and the system. Features such as real-time prediction,
visualization, and data export enhance usability and functionality.The system
successfully addresses the limitations of traditional methods by providing adaptability
and scalability. It can be further improved by integrating deep learning models and real-
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time threat intelligence.In conclusion, the project contributes to enhancing cybersecurity
by providing an intelligent and automated phishing detection system.
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