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ABSTRACT 

The rapid spread of misinformation and deceptive content across online platforms has become 

a pressing concern in today's digitally connected world. Fake news can influence public 

opinion, disrupt democratic processes, and cause widespread panic or confusion. In response 

to this challenge, this project proposes a robust and intelligent fake news detection system 

utilizing a feature-based optimized Multi-class Support Vector Machine (MSVM) 

classification approach. The system extracts a rich set of features from news articles, 

including lexical patterns, syntactic structures, semantic representations, and contextual cues, 

ensuring a comprehensive understanding of the input text. These features are then optimized 

using advanced selection techniques to enhance model performance and reduce computational 

complexity. The MSVM classifier is trained to identify not only binary outcomes (fake or 

real) but also multiple categories such as satire, partially true, and misleading content, 

offering more nuanced and accurate classifications. This hybrid approach improves detection 

accuracy, scalability, and adaptability across different data sources and languages. By 

integrating machine learning with optimized feature engineering, the system presents a 

powerful solution for combating the spread of fake news and can be deployed in real-time 

environments such as social media platforms, fact-checking tools, and news monitoring 

applications. The proposed method addresses limitations of existing models and significantly 

contributes to the advancement of intelligent misinformation detection systems. 

Keywords:  Fake News Detection, Feature-Based Optimization, Multi-Class Support Vector Machine 

(MSVM), Machine Learning, Natural Language Processing (NLP), Text Classification, Feature 

Engineering, Misinformation Detection, Social Media Analysis, Data Mining. 

INTRODUCTION 

In the digital era, the internet and social 

media platforms have revolutionized the 

way people consume information. While 

this advancement has enabled fast and 

widespread dissemination of news, it has 

also opened the door to the rampant spread 

of fake news. Fake news refers to false or 

misleading information presented as news, 

which is often intended to damage 

reputations, influence public opinion, or 

generate financial gain. The consequences 

of such misinformation are profound, 

ranging from social unrest and political 

manipulation to public health crises, 

especially when fake news is widely shared 

before it can be fact-checked. 

Traditional approaches to fake news 
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detection have relied heavily on manual 

fact-checking or simple keyword-based 

filtering methods. However, these methods 

are inefficient and inadequate given the 

volume and complexity of online data. 

Manual verification is time-consuming and 

unable to scale with the rapid growth of 

misinformation. Furthermore, fake news has 

become increasingly sophisticated, often 

mimicking legitimate sources in language 

and style, which makes it difficult for rule-

based systems or basic machine learning 

techniques to accurately detect and classify. 

To address these challenges, this project 

proposes an intelligent and efficient fake 

news detection system that leverages an 

optimized Multi-class Support Vector 

Machine (MSVM) classifier with advanced 

feature engineering. The system focuses on 

extracting and selecting meaningful textual 

features such as lexical cues, semantic 

relationships, and syntactic patterns, which 

are then fed into the MSVM for 

classification into multiple categories. This 

approach not only improves accuracy but 

also enhances the system’s ability to handle 

diverse and large-scale datasets. By 

adopting this method, the system aims to 

provide a reliable tool for real-time fake 

news detection across various domains and 

platforms. 

I. LITERATURE SURVEY 

Title: Fake News Detection on Social 

Media: A Data Mining Perspective 

Authors: Kai Shu, Amy Sliva, Suhang 

Wang, Jiliang Tang, Huan Liu 

Description: 

This paper provides a comprehensive 

review of fake news detection using 

data mining techniques. It discusses the 

characteristics of fake news, challenges 

in detection, and outlines various feature 

extraction methods such as user 

behavior, text content, and network-

based features. The authors suggest that 

a combination of content and social 

context can improve the accuracy of 

detection. 

Title: LIAR: A Benchmark Dataset 

for Fake News Detection 

Author: William Yang Wang 

Description: 

The paper introduces the LIAR dataset 

consisting of 12.8K labeled short 

statements from various political 

contexts. It emphasizes the need for 

fine-grained classification and evaluates 

several machine learning models, 

including logistic regression and SVMs, 

showing the effectiveness of feature-

rich models in detecting fake news. 

Title: A Survey of Fake News 

Detection: Fundamental Theories, 

Detection Methods, and 

Opportunities 

Authors: Xinyi Zhou, Reza Zafarani 

Description: 

This survey outlines the different types 

of fake news, existing detection models, 

and the theoretical foundations such as 

psychological theories and social 

theories. It classifies detection methods 

into content-based and context-based 

approaches and stresses the importance 

of machine learning and deep learning 

in modern detection systems. 

Title: CSI: A Hybrid Deep Model for 

Fake News Detection 

Authors: Natali Ruchansky, Sungyong 

Seo, Yan Liu 

Description: 

CSI (Capture, Score, Integrate) is a 
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hybrid model that considers both 

content and user behavior. It combines 

recurrent neural networks and user 

activity modeling to identify fake news 

with higher accuracy. This model 

emphasizes temporal and user 

interaction features for better detection 

performance. 

Title: Truth of Varying Shades: 

Analyzing Language in Fake News 

and Political Fact-Checking 

Authors: Hannah Rashkin, Eunsol 

Choi, Jin Yea Jang, Svitlana Volkova, 

Yejin Choi 

Description: 

This study investigates linguistic 

patterns and stylistic features in 

deceptive versus truthful statements. It 

highlights the role of sentiment, 

subjectivity, and exaggeration in 

identifying misinformation, helping to 

improve feature selection in fake news 

classification. 

Title: Automatic Deception Detection: 

Methods for Finding Fake News 

Authors: Nicole J. Conroy, Victoria L. 

Rubin, Yimin Chen 

Description: 

The authors present various deception 

detection methods focusing on linguistic 

cues and stylistic writing patterns. The 

study evaluates traditional classifiers 

like SVM and Naïve Bayes using n-

gram and syntactic features, proving 

their effectiveness in early-stage fake 

news detection. 

Title: Fake News Detection Using 

Recursive Feature Elimination and 

Support Vector Machine 

Authors: Shivani Jain, Nitin Kumar, 

Deepak Gupta 

Description: 

This paper presents a machine learning 

approach that uses Recursive Feature 

Elimination (RFE) to optimize the 

feature set and improve the performance 

of the SVM classifier. The proposed 

method significantly boosts 

classification accuracy and efficiency in 

fake news detection. 

II. EXISTING SYSTEM 

In the existing landscape of fake news 

detection, most systems rely on 

conventional binary classification 

techniques using basic machine learning 

algorithms such as Logistic Regression, 

Naive Bayes, Decision Trees, and 

traditional Support Vector Machines 

(SVM). These models primarily utilize 

content-based features like word frequency, 

TF-IDF scores, and sentiment polarity 

extracted from the text of news articles. 

While these methods are relatively simple 

and fast to implement, their performance is 

often limited due to shallow feature 

representations and an inability to handle 

complex linguistic patterns or context-aware 

semantics present in fake news articles. 

Furthermore, many existing systems fail to 

incorporate optimization techniques for 

feature selection, leading to high-

dimensional input data that may contain 

noise or irrelevant information. This often 

results in overfitting or underfitting, 

reducing the generalization capability of the 

models on unseen data. In addition, these 

systems typically apply standard SVMs in 

binary classification without considering 

multi-class categorization or the intricacies 

involved in news spread behavior, source 

credibility, or writing style, which are 

crucial in distinguishing fake news from 

genuine news more accurately. 



 

 

 

 

IJDIM, 2026, 5 (2), 337-344 | 340 International Journal of Data Science and IoT Management System 

International Journal of 

DATA SCIENCE AND IOT MANAGEMENT SYSTEM 

Peer Reviewed, Referred & Indexed Journal 

                        ISSN: 3068-272X                                             ww.ijdim.com                                             Original Research Paper   

 

   

Another major drawback of current systems 

is the lack of integration with real-time or 

large-scale data sources like social media 

platforms. Most systems operate offline on 

static datasets, and their models are not 

adaptive to evolving misinformation tactics. 

Additionally, few systems provide robust 

interpretability or explanations for their 

predictions, making them less trustworthy 

for public deployment. Thus, while existing 

fake news detection systems have laid the 

foundation, there is still a strong need for 

enhanced models that incorporate optimized 

feature selection and advanced classification 

mechanisms like Multi-class SVMs to 

improve both accuracy and scalability in 

real-world applications. 

III. PROPOSED SYSTEM 

The proposed system aims to overcome the 

limitations of existing fake news detection 

approaches by introducing a feature-rich, 

optimized Multi-class Support Vector 

Machine (MSVM) classification model. 

This system leverages advanced Natural 

Language Processing (NLP) techniques to 

extract both shallow and deep features from 

the news text. These include lexical features 

(TF-IDF, n-grams), syntactic patterns, 

readability scores, and sentiment attributes, 

which together provide a comprehensive 

representation of the article’s content. This 

multifaceted feature set ensures that the 

model captures subtle cues present in fake 

news, such as sensational tone, writing 

inconsistencies, and manipulation tactics. 

To improve model performance and reduce 

noise, feature optimization techniques such 

as Principal Component Analysis (PCA), 

Recursive Feature Elimination (RFE), or 

Genetic Algorithms (GA) are applied. These 

techniques help in selecting the most 

relevant and high-impact features, reducing 

computational overhead and improving 

classifier accuracy. The optimized feature 

set is then used to train a Multi-class 

Support Vector Machine instead of a basic 

binary SVM. The MSVM is capable of 

classifying news into multiple categories 

(e.g., Real, Fake, Satire, Misleading), 

making it more adaptable for diverse real-

world applications. Hyperparameter tuning 

using GridSearchCV or similar optimization 

frameworks ensures that the model is well-

regularized and avoids overfitting. 

The final system is designed to be scalable 

and ready for real-time integration with 

social media monitoring tools and news 

aggregation platforms. It is evaluated using 

standard metrics such as Accuracy, 

Precision, Recall, F1-Score, and AUC-ROC 

to ensure robustness and reliability. 

Additionally, the system can be enhanced 

with explainability tools like LIME or 

SHAP to provide users with transparent 

reasons behind classification decisions. By 

combining optimized features with a 

powerful classification engine, the proposed 

system offers a significant advancement 

over traditional fake news detection models, 

ensuring higher accuracy, broader scope, 

and real-world usability. 

IV. SYSTEM ARCHITECTURE 

The above diagram illustrates the workflow 

of a fake news classification system that 

combines both traditional machine learning 

and neural network approaches. Initially, 

fake and real news datasets collected from 

various sources are merged into a single 
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dataset for processing. The textual data then 

undergoes tokenization, where the news 

content is broken into smaller units (tokens) 

such as words or phrases to facilitate further 

analysis. After preprocessing, two different 

feature extraction techniques are applied. 

For traditional machine learning models, 

TF–IDF (Term Frequency–Inverse 

Document Frequency) is used to convert 

textual information into numerical feature 

vectors that capture the importance of words 

in the dataset. These features are then used 

to train classifiers such as Logistic 

Regression, Naïve Bayes, Support Vector 

Machines (SVM), and Random Forest. In 

parallel, Word2Vec embeddings (e.g., 

Google News vectors) are used to generate 

semantic word representations for deep 

learning models. These embeddings are fed 

into neural network architectures such as 

Convolutional Neural Networks (CNN), 

CNN with Global Max Pooling, and Long 

Short-Term Memory (LSTM) networks. 

Finally, both traditional ML models and 

neural network models learn patterns in the 

data to effectively distinguish between fake 

and real news articles, improving the overall 

accuracy of fake news detection systems. 

 
 

Fig 5.1: Structure of the Proposed System 

V. IMPLEMENTATION 

 

Fig 6.1: User Login Page 

 

Fig 6.2: User Dashboard 

 

Fig 6.3: Loading Fake News Page 

 

Fig 6.4: Model Training Page 



 

 

 

 

IJDIM, 2026, 5 (2), 337-344 | 342 International Journal of Data Science and IoT Management System 

International Journal of 

DATA SCIENCE AND IOT MANAGEMENT SYSTEM 

Peer Reviewed, Referred & Indexed Journal 

                        ISSN: 3068-272X                                             ww.ijdim.com                                             Original Research Paper   

 

   

 

Fig 6.5: Fake News Detection Page  

 

Fig 6.6: Result Page  

VI. CONCLUSION 

In conclusion, the Fake News Detection 

System using a feature-based optimized 

Multi-class Support Vector Machine 

(MSVM) classification provides a 

comprehensive and efficient approach to 

tackling the pervasive issue of fake news on 

digital platforms. By leveraging a rich set of 

textual features—including lexical, 

syntactic, and semantic attributes—and 

applying advanced feature optimization 

techniques, the system enhances the overall 

classification accuracy while reducing 

computational complexity. The choice of 

MSVM as the core classifier enables the 

model to effectively differentiate between 

multiple classes such as real news, fake 

news, satire, and misleading content, 

moving beyond simple binary classification 

and offering more nuanced insights. This 

makes the system highly adaptable and 

useful in a variety of real-world scenarios 

where different types of misinformation 

may be encountered. The rigorous training 

and validation processes ensure that the 

model generalizes well across diverse 

datasets and maintains robustness even as 

news styles and sources evolve over time. 

Moreover, the system’s scalable architecture 

and potential for real-time integration make 

it suitable for deployment in social media 

monitoring, news aggregators, and fact-

checking platforms, where timely detection 

of fake news is crucial. The implementation 

of explainability tools further adds value by 

providing transparency in decision-making, 

thereby enhancing user trust and facilitating 

broader adoption by journalists, researchers, 

and everyday users. By addressing key 

challenges faced by existing fake news 

detection systems—such as limited feature 

scope, high computational cost, and binary 

classification constraints—this proposed 

system marks a significant advancement in 

the field. Ultimately, it contributes 

meaningfully to curbing the spread of 

misinformation, promoting accurate 

information dissemination, and supporting 

informed public discourse in an increasingly 

digital and interconnected world. 

VII. FUTURE SCOPE 

The current Fake News Detection System 

using feature-based optimized MSVM 

classification lays a strong foundation for 

accurate and efficient detection, but there 

are several areas where future enhancements 

can further improve its effectiveness. One 

promising direction is the integration of 

deep learning techniques, such as 

transformer-based models like BERT, 

RoBERTa, or GPT. These models have 
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demonstrated remarkable capabilities in 

understanding contextual nuances and 

semantic relationships in text, which can 

significantly improve fake news detection, 

especially in detecting subtle 

misinformation or sophisticated fake news 

crafted to evade traditional classifiers. 

Another important avenue for future 

research is the multimodal analysis of news 

content. Fake news often contains not only 

misleading text but also manipulated 

images, videos, or audio clips. Extending 

the system to process and analyze 

multimedia data alongside textual 

information can provide a more holistic 

understanding and detection capability. 

Combining computer vision and natural 

language processing techniques will enable 

the system to flag inconsistencies across 

different content formats, thus improving 

overall reliability. 

The scalability and deployment aspects can 

also be enhanced by developing real-time 

fake news detection frameworks that can 

monitor live social media streams or news 

websites continuously. This would require 

designing efficient data pipelines and 

adopting lightweight models that balance 

accuracy with low latency. Cloud-based 

solutions or edge computing strategies could 

be explored to handle the large-scale data 

influx, ensuring timely alerts and automated 

fact-checking integration without 

compromising system performance. 

Additionally, improving the explainability 

and interpretability of the classification 

decisions remains a critical future goal. 

Users—ranging from journalists to casual 

readers—benefit greatly from understanding 

why a piece of news is flagged as fake. 

Future work can involve incorporating state-

of-the-art explainable AI (XAI) techniques 

that generate human-readable explanations 

and visualize the contribution of different 

features or text segments. This will not only 

boost user trust but also help fact-checkers 

in verifying and countering misinformation 

effectively. 

Finally, to make the system more robust and 

adaptive, continuous learning and domain 

adaptation methods should be implemented. 

Fake news evolves rapidly in style, topics, 

and distribution channels, so the detection 

system must dynamically update its models 

by learning from new data without 

forgetting previously acquired knowledge. 

Techniques like incremental learning, 

transfer learning, and adversarial training 

can be investigated to maintain high 

detection accuracy in changing 

environments and across different languages 

and cultural contexts. 
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