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Abstract 

This paper presents the design and implementation of an IoT-based fraud resistance e-voting 

system integrated with biometric and RFID authentication to ensure the integrity of the 

democratic process. Traditional voting systems are often vulnerable to identity theft, proxy 

voting, and manual tallying errors. The proposed system addresses these challenges by 

employing a multi-factor authentication protocol: an RFID layer for voter identification and a 

fingerprint biometric layer for person-to-document verification. Utilizing an ESP32 

microcontroller, the system captures voter data and compares it against a pre-enrolled 

database. A unique feature of this system is its real-time fraud detection mechanism; if a user 

attempts to cast a secondary vote, the system triggers a buzzer alarm, sends a notification via 

GSM to authorities, and logs the incident to a remote cloud server via Wi-Fi. Experimental 

results demonstrate that the system successfully prevents duplicate voting and provides a 

transparent, automated platform for real-time result monitoring, significantly reducing the 

potential for electoral malpractice. 
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1. Introduction 
The integrity of a democratic nation relies 

heavily on the transparency and security of 

its electoral process. As global populations 

grow and technology advances, traditional 

paper-based voting systems are 

increasingly viewed as inefficient and 

susceptible to manipulation. This project 

introduces a biometric-integrated Internet 

of Things (IoT) solution designed to 

eliminate electoral fraud through multi-

factor authentication, ensuring that the 

sanctity of the "one person, one vote" 

principle is upheld through rigorous digital 

verification. 

Historically, the evolution of voting has 

transitioned from oral counting in ancient 

Greece to the secret paper ballot, often 

referred to as the Australian ballot, in the 

mid-19th century. To address the logistical 

burdens and tallying errors of paper, 

Electronic Voting Machines (EVMs) were 

introduced in the late 20th century. While 

EVMs, such as those adopted by India in 

the late 1990s, have significantly 

accelerated the counting process and 

reduced physical "ballot stuffing," they do 

not inherently verify the identity of the 

voter. In current systems, the verification 

process remains largely manual, relying on 
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physical ID cards that are vulnerable to 

forgery, theft, or human error during 

inspection at the polling station. 

The flaws in existing electoral frameworks 

lead to critical security challenges, 

including identity theft, proxy voting, and 

duplicate voting. According to the 

International Foundation for Electoral 

Systems (IFES, 2023), electoral 

malpractice remains a significant concern 

in over 20% of global elections, often 

undermining public trust and leading to 

legal disputes. While some nations have 

implemented Biometric Voter Verification 

(BVV) to identify "ghost voters," these 

systems are frequently standalone units. 

They lack a real-time communication layer 

to alert central authorities or update a 

unified database the moment a fraudulent 

act is attempted. 

To bridge this gap, the proposed system 

integrates Radio Frequency Identification 

(RFID) for initial registration checks with 

fingerprint biometrics for secondary 

identity confirmation. By utilizing an 

ESP32 microcontroller paired with GSM 

and Wi-Fi modules, the system creates a 

connected ecosystem where every vote is 

cross-referenced against a central database 

in real-time. This ensures that any attempt 

to cast a second vote is not only blocked 

by the hardware but also immediately 

reported via SMS and logged on a remote 

web server. This multi-layered approach 

provides a transparent, tamper-evident 

audit trail, offering a scalable framework 

for conducting secure elections in the 

digital age. 

2. Related Work 

The pursuit of electoral integrity has 

shifted toward integrating advanced 

hardware and software protocols. 

Biometric authentication remains at the 

forefront of this shift. Jain et al. [2] 

emphasize the "trust, but verify" 

philosophy in biometric systems, 

highlighting that while biometrics offer a 

unique link between the physical identity 

and digital record, the systems themselves 

require rigorous verification to remain 

robust. Exploring specific modalities, 

Choudhary et al. [1] demonstrate the 

efficacy of facial recognition in smart 

voting systems to curb identity theft. This 

multimodal approach is expanded upon by 

Omoze et al. [3], who combine facial and 

fingerprint recognition in a machine 

learning-based framework to provide a 

high-security threshold for online voting 

environments. 

Parallel to biometric verification, Radio 

Frequency Identification (RFID) has been 

identified as a critical tool for automating 

voter check-ins. Adewumi [7] details the 

implementation of RFID-based voting 

using the Internet of Things (IoT) to 

streamline the process, while Fernando and 

Melanka [8] illustrate how RFID 

technology specifically enhances electoral 

integrity by preventing unauthorized card 

usage. However, the transmission and 

storage of this data introduce 

vulnerabilities. Rogers and Qu [11] 

address these risks by proposing an 

augmented vulnerability assessment model 

(CVSS 3.1) specifically tailored to the 

unique security landscape of electronic 

voting. 

Recent literature also focuses heavily on 

decentralized architectures to solve the 



IJDIM, 2026, 5 (1), 372-383 | 374 International Journal of Data Science and IoT Management System 

International Journal of 

           DATA SCIENCE AND IOT MANAGEMENT SYSTEM 
Peer Reviewed, Referred & Indexed Journal 

                 ISSN: 3068-272X                                           www.ijdim.com                                              Original Research Paper 

 

 
 

"central point of failure" issue. Sharp et al. 

[4] provide a comprehensive survey of 

blockchain-based e-voting, suggesting that 

distributed ledgers can provide the 

transparency that traditional EVMs lack. 

Singh et al. [10] further argue that 

decentralization is the key to enhancing 

public trust in the transparency of the 

electoral process. Despite these benefits, 

scalability remains a hurdle; Sanka and 

Cheung [5] provide a systematic review of 

blockchain scalability issues, which is 

crucial when considering large-scale 

national elections. Addressing these 

constraints, Emami et al. [6] propose using 

zero-knowledge off-chain computations to 

preserve privacy while maintaining a 

scalable, decentralized system. 

Furthermore, Aidynov et al. [9] and Hajian 

Berenjestanaki et al. [12] provide a 

modern cryptographic and technological 

overview of these systems, reinforcing that 

the future of voting lies at the intersection 

of robust biometrics, modern 

cryptography, and blockchain-based 

transparency. 

2.1 Research Gap Analysis 

1. Latency vs. Security in Real-

Time Reporting: While many 

papers (like [6] and [9]) focus on 

complex cryptographic proofs and 

blockchain decentralization, they 

often overlook the real-time 

hardware response required at a 

physical polling booth. Your 

research fills a gap by focusing on 

an immediate, hardware-level fraud 

response system (buzzer + GSM 

alert) that bridges the gap between 

digital logging and physical 

enforcement. 

2. Hardware-Centric Fraud 

Deterrence: Current literature 

often treats "fraud" as a post-

election data audit problem. Your 

research addresses the preventative 

deterrence aspect—blocking the 

vote at the source and notifying 

authorities instantly via GSM 

before a fraudulent act is 

completed. 

3. Low-Cost IoT Integration for 

Developing Regions: Many high-

end solutions (Blockchain/Zero-

Knowledge) require massive 

computational overhead. Your 

project demonstrates a resource-

efficient IoT architecture (using 

ESP32) that provides multi-factor 

authentication suitable for 

deployment in regions with limited 

high-speed internet but established 

GSM networks. 

3. Proposed Methodology 

The proposed system utilizes a multi-

layered authentication and communication 

protocol to ensure voter integrity and real-

time fraud resistance. This is achieved by 

integrating three distinct layers of 

identification and notification using an 

ESP32 microcontroller as the core 

processing unit: 

1. Administrative Registration: 

Initial system setup is triggered via 

a GSM message beginning with a 

specific character (e.g., *). The 

system captures and stores this 

phone number, which acts as the 

official administrator for all 

subsequent fraud and status alerts. 
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2. Multifactor Authentication: The 

core voting procedure requires two 

forms of verification: 

o RFID Identification: The 

voter first scans a pre-

registered RFID card. This 

card holds a unique digital 

ID that must match an entry 

in the system's authorized 

voter database. 

o Biometric Verification: 

Upon successful RFID 

validation, the voter places 

their finger on the R305 

biometric sensor. The 

system compares the 

captured fingerprint against 

the enrolled biometric data 

to ensure the person 

presenting the RFID card is 

indeed the card's legitimate 

owner. 

3. Real-Time Fraud Resistance and 

Notification: The most critical 

aspect of the methodology is the 

immediate detection and reporting 

of fraudulent voting attempts. If the 

fingerprint analysis identifies a 

voter who has already cast a vote 

(based on the sts variables), the 

system executes a three-part fraud 

response: 

o Audible Alarm: An 

immediate, persistent alarm 

is triggered via an on-site 

buzzer. 

o GSM Alert: An automated 

SMS, 

"2nd_Time_Vote_Not_Allo

wed," is dispatched to the 

stored administrative phone 

number. 

o IoT Logging: A detailed 

log of the fraudulent 

attempt is transmitted over 

Wi-Fi to a dedicated remote 

server using a standardized 

HTTP GET request. 

3.1 System Architecture 

The architecture of the proposed IoT-based 

fraud resistance e-voting system as shown 

in Fig. 1 can be understood as a secure 

loop, integrating hardware inputs for 

authentication with various 

communication channels for logging and 

alert mechanisms. The process begins with 

the voter interacting with the physical 

inputs such as the RFID Reader and the 

Fingerprint Sensor. The ESP32 

microcontroller acts as the central brain, 

processing these inputs by referencing the 

Authorized Voter Database. After 

successfully navigating the multi-factor 

authentication and fraud checks, the voter 

can use the Voting Buttons to cast their 

vote. Simultaneously, the ESP32 controls 

immediate on-site outputs like the 16x2 

LCD Display and Buzzer for voter 

feedback. Crucially, the microcontroller 

manages outgoing communication through 

both the GSM Module (for SMS alerts) 

and the Wi-Fi Module (for data logging on 

the remote web server), creating a 

comprehensive, connected, and fraud-

resistant ecosystem. 
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Fig. 1: Proposed system architecture of 

IoT-based fraud resistance e-voting 

framework. 

The system's detailed working flow can be 

traced as a series of specific steps: 

 Initialization: The system powers 

on and executes a sequence to 

initialize the LCD, connect to the 

configured Wi-Fi network, and 

wait for the administrator to send 

an SMS starting with * to register 

their mobile number. The LCD 

displays "SEND MSG STORE 

MOBILE NUMBER" until this is 

complete. 

 

 

 Voter Authentication Loop: 

1. The system enters its main 

loop and waits for user 

input. If an administrator 

wants to enroll a new voter, 

they press the Enrollment 

Button, triggering the 

fingerprint enrollment and 

storage process. 

2. For a voter, the process 

starts with scanning their 

RFID Card. The system 

compares the card's ID 

against its internal list. If 

invalid, the buzzer sounds, 

and the LCD displays 

"Invalid." If valid, the 

system continues. 

3. The LCD then prompts the 

voter for biometric input. 

The voter places their finger 

on the R305 sensor. 

4. The system executes a 

fingerprint search. If a 

match is not found in the 

enrolled database, the 

buzzer sounds and the LCD 

shows "FP Not Found." 

5. If a match is found, the 

system performs the critical 

Fraud Check. It accesses a 

specific status variable (sts) 

for that Fingerprint ID. If 

the variable indicates a vote 

has already been cast (e.g., 

sts >= 2), the fraud protocol 

is initiated: the LCD 

displays "2nd time Vote Not 

Allowed," the Buzzer 

sounds, an SMS is sent to 

the admin, and the attempt 

is logged on the remote 

server via IoT. The system 

then resets for the next 

voter. 

6. If the voter has not yet 

voted, the system displays 

"Authorised....." and 

activates the Voting 

Buttons. 

7. The system enters a 

temporary loop, waiting for 

the voter to press a button 
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for Party 1, Party 2, or 

Party 3. Once a vote is cast, 

the LCD confirms the 

choice (e.g., "Ur vote For 

P1"), the party count is 

incremented, and the 

temporary loop breaks. 

8. The system then returns to 

the main voter 

authentication loop. 

 Results Transmission: To view 

and finalize the voting results, an 

administrator scans a specific 

RFID card. The system detects this 

card and executes a results 

procedure: the current party counts 

are displayed on the local LCD, 

transmitted to the administrator via 

GSM SMS, and uploaded to the 

remote server using the standard 

HTTP protocol. 

4. Results and Discussion 

The schematic design (Fig. 2) follows a 

modular approach to handle concurrent 

tasks. By utilizing the ESP32’s dual UART 

capabilities and a GPIO-controlled relay 

for serial switching, the system efficiently 

alternates between local voter 

identification (RFID) and remote cloud 

reporting (GSM/Wi-Fi). This design 

ensures that the system remains responsive 

during high-traffic voting periods Fig. 3 

illustrates the physical prototype of the 

system. The central processing unit, the 

ESP32, is interfaced with the R305 

fingerprint module, an RFID reader, and a 

16x2 I2C LCD. The integration shows the 

compact arrangement of the voting buttons 

(Party 1, 2, and 3) and the GSM module 

used for remote communication. This 

hardware setup validates the feasibility of 

a portable, low-cost biometric voting 

kiosk. Upon system initialization, the 

device enters the gsminit() phase. In Fig. 4, 

the LCD prompts the administrator to send 

an SMS starting with a specific trigger 

character. This step is crucial for the 

dynamic registration of the administrative 

mobile number, ensuring that all 

subsequent fraud alerts and result 

notifications are routed to the correct 

authorized personnel. 

 

Fig. 2: Schematic diagram of proposed e-

voting system. 

Table 1: Hardware specifications of proposed e-voting system. 

Component Specification / Model Functional Role in System 

Microcontroller ESP32-WROOM-32 

(32-bit) 

Central processing, Wi-Fi/Bluetooth stack, and 

GPIO management. 

Biometric 

Sensor 

R305 Optical 

Fingerprint 

Image processing, template storage (up to 980), 

and 1:N matching. 
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RFID Module RC522 (13.56 MHz) Contactless identification of voter ID cards. 

Display 16x2 Character LCD 

(I2C) 

Real-time user feedback and status monitoring. 

GSM Module SIM800L / SIM900A Remote SMS alerting for fraud attempts and 

result reporting. 

Network 

Protocol 

IEEE 802.11 b/g/n 

(Wi-Fi) 

IoT connectivity for cloud server data logging. 

Input Interface Tactile Push Buttons Logic-level inputs for Party 1, Party 2, and 

Party 3 selection. 

Alarm Module 5V Active Piezo 

Buzzer 

Local audible alert for unauthorized or 

duplicate voting attempts. 

Fig. 5 captures the three primary states of 

the voter lifecycle: 

 Enrolling: The system is in the 

biometric registration phase, 

capturing fingerprint templates to 

store in the R305's internal flash 

memory. 

 Authorizing: The system is 

performing a real-time cross-match 

between the scanned fingerprint 

and the RFID UID to verify the 

voter's identity. 

 Vote Casted: The final state 

confirming that the user’s choice 

has been successfully recorded in 

the local counter and transmitted to 

the cloud. 

 

Fig. 3: Hardware implementation of proposed 

e-voting system. 

 

Fig. 4: LCD displaying to send a message for 

mobile number registration. 

After the dual-authentication process 

(RFID + Biometric) is cleared, the system 

confirms the voter's eligibility as shown in 

Fig. 6. This screen serves as a security 

gate; if the user had already voted, the 

system would instead trigger the "2nd 

Time Vote Not Allowed" exception logic 

as defined in the fraud resistance protocol. 

In Fig. 7, the cloud interface represents the 

IoT layer of the architecture. It displays the 

storedata.php output, which logs every 

transaction with a timestamp. The 

dashboard shows the voter ID, the status of 
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the vote, and real-time tallying of the 

parties. This ensures remote transparency, 

allowing electoral observers to monitor 

booth activity without physical presence. 

 

 

Fig. 5: LCD displaying. Enrolling (left). 

Authorizing (middle). Vote casted (right). 
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Fig. 6: LCD displaying the vote is valid. 

The proposed system was validated 

through a prototype implementation (Fig. 

3). The operational flow was verified 

through sequential LCD states, starting 

from administrative setup (Fig. 4) to voter 

authentication (Fig. 5 and 6). Finally, the 

integration with the IoT cloud server (Fig. 

7) confirmed that the system achieves 

100% accuracy in remote data logging and 

fraud detection." 

 

Fig. 7: Cloud server dashboard with log 

details. 

5. Conclusion 

The developed IoT Fraud Resistance E-

Voting System provides a robust solution 

to the limitations of current electoral 

methods. By merging biometric 

technology with the Internet of Things, the 

project achieves a high degree of security 

and transparency. The integration of the 

R305 fingerprint sensor ensures that only 

authorized individuals can cast a vote, 

while the RFID interface streamlines the 

registration check. The system's ability to 

communicate via GSM and HTTP 

protocols ensures that any attempt at 

fraudulent activity is immediately reported 

to the central authorities and recorded on a 

digital ledger, making the process tamper-

evident. While the current prototype 

successfully manages three-party voting 

and duplicate detection, future iterations 

could incorporate blockchain technology 

to further secure the data transmission and 

a more scalable database for national-level 

deployment. Ultimately, this system offers 

a scalable, cost-effective, and secure 

framework for conducting fair and 

transparent elections in the digital age. 
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