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ABSTRACT
The Enhanced Secure Login System Using CAPTCHA as Graphical Passwords is an innovative
authentication approach that integrates graphical passwords with CAPTCHA technology to strengthen user
account security. Traditional text-based password systems are prone to attacks such as brute force,
dictionary attacks, and phishing, making them vulnerable to unauthorized access. The proposed system
enhances security by requiring users to select specific images or patterns from a set of CAPTCHA images
during the login process. This method ensures that only human users can authenticate successfully, as
automated bots cannot easily interpret or replicate the graphical CAPTCHA challenges. By combining human
cognitive abilities with visual recognition tasks, this system offers both usability and robust protection
against automated attacks. The approach provides a reliable and user-friendly authentication mechanism
suitable for web applications, banking portals, and secure online services.
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1.INTRODUCTION

In the digital era, securing online accounts and
sensitive data has become a major concern due to
the increasing number of cyber-attacks, including
password guessing, brute force attacks,
phishing, and bot intrusions. Traditional text-
based passwords, although widely used, are often
weak, easily guessed, or reused across multiple
platforms, making them  wvulnerable to
unauthorized access.

To address these challenges, the Enhanced Secure
Login System using CAPTCHA as Graphical
Passwords combines graphical password
schemes with CAPTCHA technology to provide

a more robust authentication mechanism. In this
system, users are required to select images or
patterns from a set of CAPTCHA images rather
than typing alphanumeric passwords. This
approach not only leverages the human ability to
recognize and remember images but also ensures
that automated bots cannot easily replicate login
attempts, providing an added layer of security.

By integrating graphical passwords with
CAPTCHA, the system aims to enhance usability,
reduce password fatigue, and improve
resistance against automated and human
attacks. This makes it an effective solution for
securing sensitive online platforms such as
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banking portals, e-commerce websites, and
personal accounts, contributing to a safer digital
environment.

2.LITERATURE REVIEW

Authentication systems have been a critical area of
research in cybersecurity, with a focus on
improving  both  security and usability.
Traditional text-based passwords, though widely
adopted, have inherent vulnerabilities such as
weak password creation, reuse, and
susceptibility to dictionary or brute-force
attacks. Studies have shown that humans tend to
choose easy-to-remember passwords, making them
predictable and less secure.

To overcome these limitations, researchers
introduced graphical password schemes, which
rely on the human ability to recognize and
remember images rather than alphanumeric
characters. Graphical passwords are generally
classified into three types: recognition-based,
recall-based, and cued-recall-based.
Recognition-based methods require users to select
previously chosen images from a set, while recall-
based methods require reproducing a drawing or
pattern. These approaches enhance memorability
and reduce the risk of password guessing but may
still be wvulnerable to shoulder surfing or
automated attacks.

CAPTCHA (Completely Automated Public Turing
test to tell Computers and Humans Apart)
technology has also been widely studied as a
defense against automated bots. CAPTCHAS use
tasks that are simple for humans but difficult for
machines, such as identifying distorted text or
images. Some studies have proposed combining
CAPTCHA with password authentication to
improve security. However, traditional
CAPTCHAs focus primarily on bot prevention and
do not serve as a primary authentication method.
Recent research has explored graphical
CAPTCHA-based password systems, where
users select images or solve image-based puzzles
as part of the login process. These systems
combine the advantages of graphical passwords
and CAPTCHAs, making it difficult for
automated attacks to succeed while remaining
user-friendly. Studies indicate that integrating
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CAPTCHA with graphical passwords can
significantly improve resistance to brute-force
attacks, keylogging, and phishing, while
providing an enhanced user experience compared
to traditional text passwords.

3. EXISTING SYSTEM

The existing login systems primarily rely on text-
based passwords, which require users to enter
alphanumeric combinations to access their
accounts. While widely used, these systems are
vulnerable to various security threats such as
brute-force  attacks, dictionary  attacks,
phishing, and unauthorized access. Users often
choose simple or easily guessable passwords to
remember them, or reuse the same password
across multiple platforms, further increasing
security  risks.  Some  systems integrate
CAPTCHAs to prevent automated bot attacks, but
in most cases, CAPTCHAs function separately
from the authentication process and do not
enhance the actual password security. Although
graphical passwords have been introduced to
improve memorability by allowing users to select
images or patterns, traditional graphical password
systems are still prone to attacks like shoulder
surfing, pattern prediction, or automated
scripts. These limitations indicate the need for an
enhanced authentication system that combines
graphical passwords with CAPTCHA-based
verification to provide a more secure and user-
friendly login mechanism.

4.PROPOSED SYSTEM

The proposed Enhanced Secure Login System
using CAPTCHA as Graphical Passwords
integrates graphical password schemes with
CAPTCHA technology to provide a stronger and
more user-friendly authentication method. In this
system, instead of entering traditional
alphanumeric passwords, users are required to
select specific images, patterns, or objects from
a set of CAPTCHA images during the login
process. This approach leverages the human
ability to recognize and remember visual
information while preventing automated bots
from accessing accounts.

The system works by first presenting a randomized
set of images to the user. The user selects their pre-
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registered images or patterns, which are then

verified against the stored authentication data.

Since the CAPTCHA images are dynamic and can

change with each login attempt, automated

attacks and scripts are unable to replicate the
selection, significantly improving security.

Additional features of the proposed system

include:

e Dynamic CAPTCHA generation to prevent
repeated attacks.

e Secure storage of graphical password data
using encryption techniques to protect user
information.

e User-friendly interface that reduces password
fatigue and enhances memorability.

e Protection against common attacks like
brute-force, phishing, and shoulder surfing.

Overall, the proposed system provides a robust,
reliable, and secure login mechanism that
combines the advantages of graphical passwords
with the bot-prevention strength of CAPTCHA,
making it suitable for web applications, online
banking, e-commerce platforms, and other
secure digital services.
5.METHODOLOGY
The methodology of the Enhanced Secure Login
System using CAPTCHA as Graphical
Passwords involves a series of structured steps to
ensure secure and user-friendly authentication. The
main steps are as follows:
Step 1 User Registration
During registration, users create their graphical
password by selecting a set of images or patterns
from a pool of CAPTCHA images. These
selections are stored securely in an encrypted
database. Users may also provide secondary
details for account recovery.

Step 2: CAPTCHA Image Generation

For every login attempt, the system dynamically

generates a set of randomized CAPTCHA images.

This ensures that each login challenge is unique

and prevents automated scripts from predicting or

replicating the image selection.

Step 3: User Login

When a user attempts to log in, the system presents

a dynamic CAPTCHA grid containing multiple

images. The user must correctly select their pre-
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registered images or follow a predefined pattern to
authenticate.

Step 4: Verification
The system verifies the selected images against the
encrypted database records. Only if the selection
matches the registered pattern does the system
grant access to the user account.

6.System Model
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8. CONCLUSION

The Enhanced Secure Login System using
CAPTCHA as Graphical Passwords offers a
significant improvement over traditional text-
based authentication methods by combining
graphical passwords  with  CAPTCHA
technology. This integration enhances security by
making it difficult for automated bots and
malicious users to gain unauthorized access, while
also leveraging the human ability to recognize and
remember images, improving usability and
memorability.

The proposed system effectively addresses
vulnerabilities present in existing authentication
methods, such as brute-force attacks, phishing,
and password guessing, and provides a user-
friendly interface that reduces password fatigue.
Dynamic CAPTCHA generation, secure data
encryption, and login attempt monitoring further
strengthen the system against modern cyber
threats.

Overall, this approach provides a robust, secure,
and efficient login mechanism suitable for web
applications, banking  portals, e-commerce
platforms, and other sensitive online services. It
demonstrates the potential of combining visual
authentication  techniques with  human
verification tools to create a more secure digital
environment while maintaining convenience for
legitimate users.
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