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ABSTRACT
The rapid growth of the Internet of Things (IoT) has enabled billions of interconnected devices to
exchange data and provide intelligent services across various domains, including healthcare, smart homes,
industrial automation, and transportation. However, the increasing deployment of IoT devices has also
introduced significant security challenges, particularly in the form of spam attacks, malicious
communications, and unauthorized network activities. Traditional spam detection mechanisms are often
inadequate for resource-constrained IoT environments due to their limited processing capabilities and
evolving attack patterns. This paper presents an effective spam detection technique for IoT devices using
machine learning algorithms. The proposed framework analyzes network traffic patterns, communication
behaviors, device interactions, and message characteristics to identify spam activities and malicious
transmissions. Machine learning models are employed to classify legitimate and spam communications
based on extracted features and behavioral indicators. Data preprocessing, feature selection, and model
optimization techniques are incorporated to improve detection accuracy and computational efficiency.
Experimental analysis demonstrates that the proposed approach effectively detects spam activities,
reduces false positive rates, and enhances the security of loT networks. The developed framework
provides an intelligent, scalable, and efficient solution for protecting IoT ecosystems from spam-related
cyber threats.
I. INTRODUCTION
The Internet of Things (IoT) makes it possible

and intelligent decision-making [2]. Since the
majority of IoT devices are online dependant,
for real-world items to implement and merge the utmost caution should be used with web-

regardless of their geographical locations. based devices. It is typical in the workplace for

Privacy and protection measures are crucial yet
difficult to implement in such a network
management and control environment. To
resolve security threats such intrusions, spoofing
attacks, DoS attacks, jamming, eavesdropping,
spam, and malware, IoT applications must
safeguard user privacy. IoT device safety
precautions vary depending on the size and kind
of organisation using them.

The security gateways are forced to
collaborate by user behaviour. Stated differently,
the location, kind, and use of IoT devices
determine the security measures [1]. For
example, the smart organization's IoT security
cameras can record various metrics for analysis

IoT devices to be effectively utilised for
implementing security and privacy features.

For instance, wearable technology
should protect privacy by collecting and
transmitting user health data to a linked
smartphone. According to market research, 25—
30% of active workers link their personal IoT
devices to the company network. Both
consumers and attackers are drawn to the loT
because of its growing scope. However, loT
devices adopt a defensive approach and
determine the crucial parameters in the security
protocols for the trade-off between security,
privacy, and computation as a result of the
advent of machine learning in various attack

Received: 10-08-2026 | Accepted: 19-09-2026 | Published: 26-09-2026

1JDIM, 2026, 5 (3), 1454-1460 | 1454



ISSN: 3068-272X

International Journal of

DATA SCIENCE AND 10T MANAGEMENT SYSTEM

Peer Reviewed, Referred & Indexed Journal
www.ijdim.com

Original Research Paper

scenarios. Since an IoT system with limited
resources typically finds it difficult to estimate
the current network and timely attack state, this
job is arduous.

II. LITERATURE SURVEY
IoT Security: Ongoing Challenges and
Research Opportunities
The Internet of Things (IoT) opens opportunities
for wearable devices, home appliances, and
software to share and communicate information
on the Internet. Given that the shared data
contains a large amount of private information,
preserving information security on the shared
data is an important issue that cannot be
neglected. In this paper, we begin with general
information security background of IoT and
continue on with information security related
challenges that IoT will encountered. Finally, we
will also point out research directions that could
be the future work for the solutions to the
security challenges that IoT encounters.
Blockchain for IoT security and privacy
Internet of Things (IoT) security and privacy
remain a major challenge, mainly due to the
massive scale and distributed nature of IoT
networks. Blockchain-based approaches provide
decentralized security and privacy, yet they
involve significant energy, delay, and
computational overhead that is not suitable for
most resource-constrained loT devices. In our
previous work, we presented a lightweight
instantiation of a BC particularly geared for use
in IoT by eliminating the Proof of Work (POW)
and the concept of coins. Our approach was
exemplified in a smart home setting and consists
of three main tiers namely: cloud storage,
overlay, and smart home. In this paper we delve
deeper and outline the various core components
and functions of the smart home tier. Each smart
home is equipped with an always online, high
resource device, known as “miner” that is
responsible for handling all communication

within and external to the home. The miner also
preserves a private and secure BC, used for
controlling and auditing communications. We
show that our proposed BC-based smart home
framework is secure by thoroughly analysing its
security with respect to the fundamental security
goals of confidentiality, integrity, and
availability. Finally, we present simulation
results to highlight that the overheads (in terms
of traffic, processing time and energy
consumption) introduced by our approach are
insignificant relative to its security and privacy
gains.

Botnets and Internet of Things Security
Recent distributed denial-of-service attacks
demonstrate the high vulnerability of Internet of
Things (IoT) systems and devices. Addressing
this challenge will require scalable security
solutions optimized for the IoT ecosystem.

III. SYSTEM ANALYSIS AND DESIGN
EXISTING SYSTEM

Denial of service (DDoS) attacks: The attackers
can flood the target database with unwanted
requests to stop loT devices from having access
to various services. These malicious requests
produced by a network of IoT devices are
commonly known as bots [3]. DDoS can exhaust
all the resources provided by the service
provider. It can block authentic users and can
make the network resource unavailable.

RFID attacks: These are the attacks imposed at
the physical layer of IoT device. This attack
leads to loose the integrity of the device.
Attackers attempt to modify the data either at the
node storage or while it is in the transmission
within network. The common attacks possible at
the sensor node are attacks on availability,
attacks on  authenticity, attacks on
confidentiality, Cryptography keys brute-forcing
[4]. The countermeasures to ensure prevention
of such attacks includes password protection,
data encryption and restricted access control.
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Internet attacks: The IoT device can stay
connected with Internet to access various
resources. The spammers who want to steal
other systems information or want their

target website to be visited continuously, use
spamming techniques [5]. The common
technique used for the same is Ad fraud. It
generates the artificial clicks at a targeted
website for monetary profit. Such practicing
team is known as cyber criminals.

NFC attacks: These attacks are mainly
concerned with electronic payment frauds. The
possible attacks are unencrypted traffic,
Eavesdropping, and Tag modification. The
solution for this problem is the conditional
privacy protection. So, the attacker fails to create
the same profile with the help of user’s public
key [6]. This model is based on random public
keys by trusted service manager.

Disadvantages

o In the existing work, the system is less
effective due to lack of Spam
Detection in I[oT wusing Machine
Learning framework.

o This system is less performance in
which it is clear that Supervised
machine learning techniques is
absence.

PROPOSED SYSTEM

The digital world is completely dependent upon
the smart devices. The information retrieved
from these devices should be spam free. The
information retrieval from various IoT devices is
a big challenge because it is collected from
various domains. As there are multiple devices
involved in IoT, so a large volume of data is
generated having heterogeneity and variety. We
can call this data as loT data. [oT data has
various features such as real-time, multi-source,
rich and sparse.

Advantages

1) The proposed scheme of spam detection is
validated using five different machine learning
models.
2) An algorithm is proposed to compute the
spamicity score of each model which is then
used for detection and intelligent decision
making.
3) Based upon the spamicity score computed in
previous step, the reliability of IoT devices is
analyzed using different evaluation metrics.
Iv. SYSTEM DESIGN
SYSTEM ARCHITECTURE

Architecture Diagram

Service Provider

REGISTER AND LOGIN,
PREDICT 10T MESSAGE TYPE,

VIEW YOUR PROFILE

V. SYSTEM IMPLEMENTATION

Modules

Service Provider

In this module, the Service Provider has to login
by using valid user name and password. After
login successful he can do some operations such
as Login, Browse IOT Data Sets and Train
& Test, View Trained and Tested Accuracy in
Bar Chart, View Trained and Tested Accuracy
Results, View Prediction Of IOT Message
Type, View IOT Message Type Ratio,
Download IOT Message Predicted Data Sets,
View IOT Message Type Ratio Results, View
All Remote Users.
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View and Authorize Users =
In this module, the admin can view the list of ““‘W‘
users who all registered. In this, the admin can E——
view the user’s details such as, user name, email,
address and admin authorizes the users.

Remote User

In this module, there are n numbers of users are

present. User should register before doing any
operations. Once user registers, their details will
be stored to the database. After registration
successful, he has to login by using authorized
user name and password. Once Login is
successful user will do some operations like
REGISTER AND LOGIN, PREDICT IOT
MESSAGE TYPE, VIEW YOUR PROFILE.

VI. SCREEN SHOTS

)
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VII. CONCLUSIONS

This study presented a machine learning-based
framework for effective spam detection in
Internet of Things environments. The proposed
approach utilizes network traffic analysis,

communication  pattern  evaluation, and

intelligent classification techniques to identify
spam activities and malicious communications
among [oT devices. By leveraging machine
learning algorithms, the system effectively
distinguishes legitimate device interactions from
spam-related activities while maintaining high
detection accuracy and low false alarm rates.
Experimental observations indicate that machine
learning-based spam detection significantly
improves security performance compared to
traditional rule-based methods. Furthermore, the
automated  learning  capability = enables
continuous adaptation to evolving spam
strategies and emerging loT threats. The
proposed framework contributes to enhanced
IoT network security, improved communication
reliability, and protection against resource
misuse and cyberattacks. Future research may
focus on integrating deep learning architectures,
federated learning frameworks, edge computing
technologies, and real-time threat intelligence
systems to further strengthen spam detection
capabilities and support secure large-scale loT
deployments.
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