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Abstract— Mobile devices have become an
essential part of everyday life, allowing users to
access banking, healthcare, social media, and
other sensitive services. As the amount of
personal information stored on smartphones
continues to grow, protecting these devices from
unauthorized access has become increasingly
important. This project presents a secure
authentication system that uses fingerprint-
based biometric verification instead of
traditional password authentication. The
proposed system is developed using Python and
Django and applies Harris Corner Detection
along with ORB feature extraction to compare
fingerprint images during user registration and
login. The system verifies whether the uploaded
fingerprint matches the one stored in the
database before granting access. This approach
enhances security by reducing the risks
associated with stolen or weak passwords while
providing a reliable and user-friendly
authentication process. The proposed solution
demonstrates that biometric authentication
offers improved protection for mobile
applications and can be extended to Android-
based systems for secure user access.
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I. INTRODUCTION

The rapid growth of mobile technology has
transformed smartphones into powerful computing
devices that support communication, online
banking, digital payments, healthcare services,
education, and social networking. As users
increasingly rely on mobile devices to store sensitive
personal and financial information, ensuring secure
access has become a major challenge. Traditional
authentication methods such as passwords, PINs,
and pattern locks provide an initial level of
protection, but they are vulnerable to password
guessing, shoulder surfing, phishing attacks, and
unauthorized access when the device remains
unlocked. These limitations have encouraged

researchers to explore stronger and more reliable
authentication mechanisms that improve both
security and user convenience [5], [11].

Biometric authentication has emerged as one of the
most effective solutions for mobile device security.
Unlike knowledge-based authentication methods,
biometric techniques verify users based on unique
physiological or behavioral characteristics such as
fingerprints, facial features, iris patterns, voice, and
touch behavior. Since these characteristics are
difficult to imitate or steal, biometric authentication
offers a higher level of protection against
unauthorized access. Fingerprint authentication, in
particular, has become one of the most widely
adopted methods due to its speed, accuracy, and ease
of use in modern smartphones [6].

Recent research has also focused on continuous
authentication, where the identity of the user is
verified throughout the device usage session instead
of only during login. Behavioral biometric traits
such as touch gestures, scrolling patterns, typing
dynamics, and device movement can continuously
monitor user identity without interrupting normal
device operation. These techniques improve security
by detecting unauthorized users even after the
device has been unlocked [3], [4], [8]. Studies have
shown that scrolling interactions and touch behavior
contain distinctive patterns that can accurately
identify users while maintaining a seamless user
experience [1], [5], [7]-

This  project presents a fingerprint-based
authentication system for enhancing mobile device
security using Python and Django. The proposed
system employs Harris Corner Detection and ORB
feature extraction to compare fingerprint images
captured during user registration and login. The
extracted feature points are matched to determine
the authenticity of the user before granting access to
the application. This approach provides a secure and
efficient authentication mechanism while reducing
the risks associated with traditional password-based
systems. Furthermore, the proposed framework
demonstrates how biometric authentication can be
integrated into web-based and mobile applications to
improve user privacy, data protection, and overall
system security. The project aims to deliver a
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reliable authentication solution that combines
usability, accuracy, and enhanced protection against
unauthorized access by leveraging established
biometric recognition techniques and feature
matching algorithms [9], [10], [12].

II. RELATED WORK

“Continuous User Identification via Touch and
Movement Behavioral Biometrics,” C. Bo, L.
Zhang, T. Jung, J. Han, X.-Y. Li, and Y. Wang

3]

This paper proposed a continuous authentication
framework called SilentSense that combines touch
behavior and device movement patterns to identify
smartphone users. The authors observed that every
individual interacts with a touchscreen differently,
producing unique touch dynamics and motion
characteristics. By collecting sensor data such as
accelerometer readings along with touch events, the
system continuously verified user identity without
interrupting normal device usage. Experimental
evaluation demonstrated that integrating touch
behavior with movement biometrics significantly
improved authentication accuracy, achieving over
99% identification performance under different
operating conditions. The framework effectively
detected unauthorized wusers while remaining
transparent to legitimate users. The study proved
that combining multiple behavioral biometric traits
enhances security compared to single-feature
authentication methods. This research strongly
supports the development of intelligent continuous
authentication systems for modern mobile devices.

“Information  Revealed from Scrolling
Interactions on Mobile Devices,” M. Antal, Z.
Bokor, and L. Z. Szabo [1]

This study investigated whether users can be
identified based on their scrolling behavior while
interacting with touchscreen devices. The authors
collected scrolling gesture data from multiple users
and analyzed various behavioral characteristics such
as scrolling speed, direction, pressure, and
movement patterns. Experimental results showed
that scrolling interactions contain unique behavioral
information that can distinguish users with high
accuracy when multiple gesture samples are
considered. The research also demonstrated that
touch behavior could reveal user-specific
characteristics such as gender and experience level

with touchscreen devices. This work highlighted the
importance of behavioral biometrics as a practical
solution for continuous authentication without
requiring additional user effort. The proposed
analysis proved that touch gestures can provide an
additional layer of security for mobile devices while
maintaining a seamless user experience. This
research serves as a valuable foundation for
developing behavior-based authentication systems
for smartphones.

“Mobile  Authentication through Touch-
Behavior Features,” Z. Cai, C. Shen, M. Wang,
Y. Song, and J. Wang [5]

This research presented a behavioral biometric
authentication system based on touchscreen
interaction patterns for mobile devices. The authors
designed several touch operation scenarios and
collected data from users performing common
smartphone activities. Various behavioral features,
including touch duration, movement distance,
velocity, and pressure, were extracted to
characterize individual user behavior. Multiple
classification algorithms were evaluated to
determine their effectiveness in distinguishing
legitimate users from impostors. Experimental
results achieved a low false acceptance rate and false
rejection rate, demonstrating that touch behavior
contains sufficient discriminative information for
secure user authentication. Unlike traditional
password-based authentication, the proposed
approach allows users to be verified naturally during
device operation without requiring additional
actions. This work demonstrated that touch-based
authentication provides an effective balance
between usability and security for smartphone
applications.

“Touchalytics: On the Applicability of
Touchscreen Input as a Behavioral Biometric for
Continuous Authentication,” M. Frank, R.
Biedert, E. Ma, 1. Martinovic, and D. Song [8]

This study introduced Touchalytics, a continuous
authentication system that identifies smartphone
users based on their touchscreen interaction
behavior. The researchers extracted behavioral
features from finger swipe gestures, including
velocity, acceleration, pressure, and gesture shape.
Machine learning techniques were employed to
classify users based on these behavioral patterns.
Experimental analysis demonstrated that swipe
gestures provide reliable biometric information
capable of continuously verifying user identity after
login. The proposed system achieved promising
authentication accuracy while requiring minimal
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user involvement, making it suitable for real-world
smartphone security applications. The authors
concluded that continuous authentication through
touchscreen behavior can significantly improve
mobile security by detecting unauthorized users
even after successful login. Their findings
established behavioral biometrics as an effective
complement to conventional authentication methods
such as passwords and fingerprints.

“Unobservable Re-authentication for
Smartphones,” L. Li, X. Zhao, and G. Xue [11]

This paper proposed an unobservable re-
authentication mechanism that continuously verifies
smartphone users without interrupting their normal
activities. The authors designed a system capable of
collecting behavioral information during regular
device usage and performing authentication in the
background. Unlike conventional authentication
methods that require repeated password or biometric
input, the proposed approach operates transparently
and minimizes user inconvenience. The system
combines multiple behavioral characteristics to
improve authentication reliability while maintaining
usability. Experimental results showed that
continuous re-authentication effectively reduces the
risk of unauthorized access when a smartphone is
left unattended after login. The research emphasized
that background authentication techniques can
provide stronger security without negatively
affecting user experience. This study contributed
significantly to the advancement of intelligent
mobile security systems by demonstrating the
feasibility of seamless and continuous user
verification.

III. DATASET DETAILS

The dataset used in this project consists of
fingerprint images collected from multiple users for
biometric authentication. Each user is registered
with a unique fingerprint image that serves as a
secure biometric credential instead of a traditional
password. The dataset contains grayscale fingerprint
images with different ridge and valley patterns,
which are unique for every individual. During the
registration process, the fingerprint image is stored
in the database along with the user's details such as
username, contact number, email, and address.
During authentication, a newly uploaded fingerprint
image is compared with the stored fingerprint to
verify the user's identity. Since fingerprint images
may contain noise, uneven illumination, and minor
distortions caused by finger placement,
preprocessing techniques are applied to improve

image quality before feature extraction. The dataset
is organized as registered fingerprint samples
associated with individual users, enabling
supervised biometric matching. This dataset
provides a reliable foundation for developing secure
fingerprint-based authentication systems capable of
protecting sensitive user information and preventing
unauthorized access to mobile and web applications.

Before authentication, the fingerprint dataset
undergoes several preprocessing and feature
extraction stages to improve matching accuracy.
Initially, the fingerprint images are converted into
grayscale and enhanced using Contrast Limited
Adaptive Histogram Equalization (CLAHE) to
improve ridge visibility. Image thresholding and
skeletonization techniques are then applied to
remove background noise and preserve the essential
fingerprint structure. Small unwanted artifacts are
eliminated using image processing operations before
extracting discriminative fingerprint features. Harris
Corner Detection is employed to identify significant
ridge intersection points, while ORB (Oriented
FAST and Rotated BRIEF) descriptors are generated
to represent these keypoints efficiently. During the
authentication process, the extracted descriptors
from the uploaded fingerprint are compared with the
stored fingerprint descriptors using a Brute Force
(BF) Matcher based on Hamming distance. The
similarity score determines whether authentication
is successful or rejected. This preprocessing and
feature extraction pipeline significantly enhances
fingerprint matching accuracy, making the proposed
biometric authentication system reliable, secure, and
suitable for real-world mobile device security
applications.

IV. PROPOSED METHODOLOGY

The proposed methodology presents a secure
fingerprint-based  authentication  system  for
enhancing mobile device security using biometric
verification. Initially, the user installs the required
software components, including Python 3.7,
MySQL database, and the Django framework. After
creating the database using the provided SQL script,
the Django server is started, allowing users to access
the authentication application through a web
browser. New users first register by entering
personal details such as username, contact number,
email, and address, followed by uploading a
fingerprint image that serves as their biometric
password. During registration, the fingerprint image
is securely stored in the database along with the
user's information. Before storage, the uploaded
fingerprint undergoes preprocessing operations
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including image enhancement using CLAHE,
thresholding, skeletonization, and noise removal to
improve image quality. Harris Corner Detection and
ORB feature extraction techniques are then applied
to obtain unique fingerprint descriptors, which are
stored for future authentication. This preprocessing
stage improves the robustness and reliability of the
fingerprint matching process.

During the authentication phase, the registered user
enters the username and uploads the fingerprint
image used during registration. The system retrieves
the corresponding fingerprint template from the
database and applies the same preprocessing and
feature extraction procedures to the uploaded
fingerprint image. Harris Corner Detection identifies
significant ridge intersection points, while the ORB
algorithm generates robust feature descriptors
representing the fingerprint characteristics. The
extracted descriptors from both the stored and
uploaded fingerprint images are compared using the
Brute Force (BF) Matcher based on Hamming
distance. The similarity score calculated from the
matched descriptors determines whether the
uploaded fingerprint belongs to the registered user.
If the matching score satisfies the predefined
threshold, the system grants access and displays a
successful authentication message. Otherwise, the
authentication process is rejected, and the user is
redirected to the login page with an authentication
failure notification. This biometric authentication
approach eliminates the weaknesses of conventional
password-based systems and significantly improves
the security of sensitive user information.

The system architecture shown in Figure 1 illustrates
the complete workflow of the proposed fingerprint
authentication system. It includes user registration,
fingerprint image uploading, image preprocessing,
Harris Corner Detection, ORB feature extraction,
fingerprint descriptor generation, Brute Force
feature matching, authentication decision, and user
access management. The architecture also provides
visual comparison of the uploaded fingerprint and
the stored fingerprint by displaying detected
keypoints and matched feature points, allowing
users to observe the authentication process. The
system generates authentication status, fingerprint
matching results, and login history for secure user
management. The proposed framework
demonstrates an efficient and reliable biometric
authentication mechanism that can be easily
extended to Android-based mobile applications for
secure access control.

System Architecture for EEG-Based Depression Detection

1. Upload EEG-Signal
Dataset

3. Run Existing 4 Run Propased 5. Predict Depression
SVM Algorithm o m from Test Sgnals

2. Features Extraction

Figure 1. System Architecture for Fingerprint-
Based Mobile Device Authentication Using
Harris Corner Detection and ORB Feature

Extraction

The proposed authentication framework is designed
to provide secure and reliable user verification using
fingerprint biometrics. Initially, users register by
submitting  their personal information and
fingerprint image, which is preprocessed and
converted into a set of discriminative feature
descriptors. During login, the uploaded fingerprint
undergoes identical preprocessing and feature
extraction to ensure consistency between
registration and authentication. The extracted
fingerprint descriptors are then compared with the
stored template using the Brute Force Matcher to
determine the similarity between the two
fingerprints. If sufficient matching feature points are
detected, authentication is considered successful;
otherwise, access is denied. The proposed
fingerprint authentication system offers higher
security, better usability, and stronger resistance
against password-related attacks compared to
traditional authentication methods. The
effectiveness of the system is evaluated through
successful and failed authentication cases,
demonstrating accurate fingerprint matching and
reliable user verification for mobile device security
applications.

V. RESULT AND DISCUSSION

The experimental results demonstrate the
effectiveness of the proposed fingerprint-based
biometric authentication system for enhancing
mobile device security. Initially, users register by
entering their personal information and uploading a
fingerprint image, which serves as the biometric
password. During registration, the fingerprint image
undergoes preprocessing using image enhancement,
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thresholding, skeletonization, and noise removal
techniques. Harris Corner Detection and ORB
feature extraction algorithms are then applied to
extract unique fingerprint descriptors, which are
securely stored in the database. During
authentication, the uploaded fingerprint image is
processed using the same feature extraction pipeline,
and the extracted descriptors are matched with the
stored fingerprint using the Brute Force (BF)
Matcher. If the similarity score satisfies the
predefined threshold, the system grants access;
otherwise, authentication is rejected. Experimental
observations indicate that the proposed biometric
authentication system successfully distinguishes
genuine users from unauthorized users by accurately
matching  fingerprint features. The  visual
representation of extracted keypoints and matched
descriptors further confirms the effectiveness of the
feature matching process.

The authentication results clearly demonstrate that
when a genuine fingerprint is uploaded, the system
identifies a large number of matching feature points
between the uploaded fingerprint and the stored
fingerprint, resulting in successful authentication. In
contrast, when an incorrect fingerprint is provided,
only a few matching feature points are detected,
causing authentication failure. The system
automatically redirects unauthorized users to the
login page while displaying an authentication failure
message. The proposed framework provides a
reliable, efficient, and secure alternative to
conventional ~ password-based  authentication
systems by utilizing biometric fingerprint
verification. The developed web application can also
be extended to Android-based mobile devices to
provide secure user authentication in real-world
applications.

Figure [2] User Registration Screen

The registration module allows new users to create
an account by entering their personal information,
including username, contact number, email address,
and residential address. Instead of using a
conventional password, users upload their
fingerprint image, which serves as a secure

biometric credential. After successful submission,
the fingerprint image is stored in the database for
future authentication.

Figure 3: User Login Screen

The login screen enables registered users to
authenticate themselves by entering their username
and uploading the fingerprint image used during
registration. The uploaded fingerprint is processed
and compared with the fingerprint template stored in
the database to verify the user's identity before
granting access.

Authentication in Mobile Dev

A€ A= B

Figure 4: Successful Fingerprint Authentication

Figure 4 illustrates the successful authentication
process. The first image represents the uploaded
fingerprint, while the second image shows the
corresponding fingerprint stored in the database.
Harris Corner Detection identifies significant
fingerprint keypoints, and ORB descriptors are
generated for both images. The Brute Force Matcher
successfully identifies a large number of matching
feature points, confirming that both fingerprints
belong to the same user. Consequently, the system
displays the message "Fingerprint Matched.
Authentication Successful", and the user is granted
secure access.
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Figure 5: Failed Fingerprint Authentication
Figure 5 presents the authentication failure scenario.
The uploaded fingerprint does not correspond to the
fingerprint stored in the database. As a result, only a
small number of feature points are matched during
descriptor comparison. Since the similarity score
falls below the predefined threshold, the system
displays ~ "Fingerprint Does  Not  Match.
Authentication Failed" and denies user access. The
unauthorized user is redirected to the login page,
thereby protecting sensitive information from
unauthorized access.

DISCUSSION

The experimental findings demonstrate that
fingerprint-based biometric authentication provides
a secure and reliable mechanism for protecting
mobile devices from unauthorized access. The
preprocessing  techniques, including image
enhancement, thresholding, and skeletonization,
significantly improve fingerprint quality before
feature extraction. Harris Corner Detection
accurately identifies important fingerprint ridge
intersections, while ORB descriptors effectively
represent unique fingerprint characteristics. The
Brute Force Matcher successfully compares
fingerprint descriptors and accurately distinguishes
genuine users from impostors. During successful
authentication, a large number of matching
keypoints are observed between the uploaded and
stored fingerprint images, whereas failed
authentication produces only a few matching feature
points, resulting in access denial. The graphical
visualization of matched keypoints further validates
the effectiveness of the fingerprint matching
process. Unlike traditional password-based
authentication systems, the proposed biometric
approach eliminates the risk of password theft and
enhances overall security. The developed
authentication framework is simple, efficient, and
suitable for real-world web and Android-based
mobile applications. The obtained results confirm
that the proposed fingerprint authentication system
provides accurate user verification while
maintaining usability and protecting sensitive user
information from unauthorized access.

VI. CONCLUSION

In this research we found that, for a closed user
group, we can with a high accuracy identify the
impostor in case our CA system detects that the
current user is not the genuine user. The
identification of the impostor is a valuable addition
to a CA system, because now, not only the data of
the genuine user is protected, but with a high
probability also the impostor is detected. This opens
for new research, one direction could be to not only
look at closed user groups, but “half-open” user
groups, where not all users are known to the system.
In that case the CIM module could determine if a
detected impostor is either one of the known users
or an unknown user. From the results we can see that
we can shift the main focus of attention between
better security (lower ANIA values, but also lower
Cl rate) and better forensic properties (higher ANIA,
but also higher identification rate). In this research
we still focussed on protecting the system, i.c.
locking the system as fast as possible, with as
downside the fact that the identification accuracy is
not as high as possible. In future research we
consider not locking out the impostor user
immediately when he/she is detected, but allowing
the impostor a few more actions to identify him/her
with a higher probability. We will also validate our
results on different databases, both for mobile
devices as well as for computers (using keystroke
and mouse dynamics information)
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