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ABSTRACT- This project presents an AI-

based fake social media account detection 

system using Machine Learning techniques 

to identify fake accounts accurately and 

efficiently. Fake accounts are widely used 

for spreading misinformation, online fraud, 

spam, phishing attacks, and identity theft, 

making their detection essential for 

maintaining the security of social 

networking platforms. The proposed system 

analyzes important profile features such as 

profile picture availability, username, 

biography, number of posts, followers, 

following count, account privacy status, and 

follower-to-following ratio to classify 

accounts as genuine or fake. The 

application is developed using Python, 

Flask, HTML, CSS, and JavaScript to 

provide a simple and user-friendly interface. 

Three Machine Learning algorithms—

Random Forest, Decision Tree, and Logistic 

Regression—are implemented and 

compared to improve prediction accuracy. 

Among them, Random Forest achieves the 

best performance. The system provides fast, 

reliable, and automated detection with 

minimal human intervention, helping 

improve the safety, trustworthiness, and 

overall security of social media platforms. 

KEYWORDS: Fake Social Media Account 

Detection, Machine Learning, Artificial 

Intelligence, Random Forest, Social Media 

Security 

INTRODUCTION 

The rapid growth of social media platforms 

has increased the number of fake accounts 

used for spreading misinformation, online 

fraud, spam, phishing attacks, and identity 

theft. With advancements in Artificial 

Intelligence (AI) and Machine Learning 

(ML), fake account detection has become 
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more accurate and efficient. This project 

combines Machine Learning techniques with 

profile feature analysis to automatically 

identify fake social media accounts and 

improve the security and reliability of social 

networking platforms. The proposed system 

not only detects fake accounts with high 

accuracy but also adds an additional layer of 

protection by enabling intelligent, automated 

account verification and reducing the need 

for manual monitoring. 

LITERATURE SURVEY 

Fake social media account detection has 

gained significant attention in recent years 

due to the rapid growth of social networking 

platforms and advancements in Artificial 

Intelligence and Machine Learning 

technologies. A fake social media account is 

generally defined as a user profile created to 

impersonate individuals, spread 

misinformation, perform online fraud, send 

spam, conduct phishing attacks, or engage in 

other malicious activities. The core concept 

of fake account detection revolves around 

analyzing user profile features and applying 

intelligent Machine Learning algorithms to 

accurately distinguish genuine accounts from 

fake ones. This approach enhances the 

security, reliability, and trustworthiness of 

social networking platforms while reducing 

manual effort through automated and 

intelligent decision-making. The trained 

model processes the input features and 

predicts whether the social media account is 

genuine or fake. 

RELATED WORK 

Several researchers have contributed to the 

development of fake social media account 

detection systems to improve the security and 

reliability of online social networking 

platforms. Early research primarily focused 

on rule-based and manual verification 

methods to identify fake accounts based on 

predefined patterns and suspicious activities. 

However, these approaches were limited in 

accuracy, scalability, and their ability to 

detect newly created fake accounts. Recent 

studies have adopted Machine Learning 

techniques to analyze profile features such as 

followers, following, posts, biography, and 

account activity. These intelligent 

approaches have significantly improved 

detection accuracy, reduced manual effort, 

and enabled automated identification of fake 

social media accounts. 
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EXISTING SYSTEM 

The existing fake social media account 

detection methods mainly rely on manual 

verification and rule-based techniques to 

identify suspicious accounts. These methods 

are time-consuming, less accurate, and 

difficult to apply to the rapidly growing 

number of social media users. Traditional 

approaches often fail to detect newly created 

or intelligently designed fake accounts. They 

also lack automated analysis and real-time 

detection capabilities. As a result, fake 

accounts continue to spread misinformation, 

spam, phishing attacks, and online fraud. 

Overall, the existing systems lack scalability, 

intelligence, and high detection accuracy. 

PROPOSED SYSTEM 

The proposed system helps identify fake 

social media accounts using Machine 

Learning. It examines important profile 

details such as the profile picture, username, 

biography, number of posts, followers, 

following count, and account privacy to 

determine whether an account is genuine or 

fake. The system uses Random Forest, 

Decision Tree, and Logistic Regression 

algorithms, with Random Forest providing 

the best accuracy. It offers a simple and user-

friendly interface, reduces manual effort, and 

supports a safer, more secure, and 

trustworthy social media environment. 

SYSTEM ARCHITECTURE 

The proposed Fake Social Media Account 

Detection System includes a user interface, 

feature extraction module, Machine Learning 

model, and prediction module. It analyzes 

profile details such as username, biography, 

posts, followers, following count, and 

account privacy to classify accounts as 

genuine or fake. The system provides fast, 

accurate, and real-time predictions, helping 

improve the security and trustworthiness of 

social networking platforms. 

  

      Fig 1: System Architecture 

METHODLOGY DESCRIPTION 
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The proposed system uses Machine Learning 

to detect fake social media accounts. It 

collects and analyzes user profile features, 

processes the data, and classifies accounts as 

genuine or fake using algorithms such as 

Random Forest, Decision Tree, and Logistic 

Regression. The prediction result is displayed 

through a simple web interface. 

RESULTS AND DISCUSSION 

The home page is the main interface of the 

application. It provides the project title, a 

brief description, and a "Get Started" button 

to access the system. The page is designed to 

be simple, user-friendly, and easy to navigate 

for fake account detection. 

 

Fig 2: Home Page of Fake Social Media 

Account Detection System 

The Login Page allows authorized users to 

access the system by entering their username 

and password. After successful 

authentication, users are redirected to the 

dashboard. This ensures that only valid users 

can access the fake account detection system. 

 

Fig 3: Login Page 

The Dashboard provides an overview of the 

system. It displays important information 

such as the dataset size, number of machine 

learning algorithms used, and the best-

performing model (Random Forest). The 

dashboard also provides options to analyze 

social media accounts, compare algorithm 

accuracy, and log out of the application 

 

Fig 4: Dashboard Page 

The Real Account Result Page displays a 

message indicating that the analyzed social 
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media account is genuine based on the 

machine learning model's prediction. 

 

Fig 5: Analyzer Page for Fake 

After submitting the account details, the 

system analyzes the input and predicts 

whether the account is Fake. The result page 

displays the prediction along with the 

confidence score and the machine learning 

algorithm (Random Forest) used for 

classification. 

 

   Fig 6: Fake Account Detection Result 

The Fake Account Result Page displays a 

message indicating that the analyzed social 

media account is fake, helping users identify 

suspicious accounts. 

 

Fig 7: Anayzer Page for Real 

If the entered account belongs to a genuine 

user, the system classifies it as a Real 

Account. The page displays the prediction 

result, confidence percentage, and the 

algorithm used, enabling users to verify the 

authenticity of social media accounts. 

 

Fig 8: Real Account Detection Result 
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The Accuracy Comparison Page presents the 

performance of different machine learning 

algorithms used in the project, including 

Random Forest, Decision Tree, and Logistic 

Regression. It compares their accuracy 

percentages, helping identify the most 

effective model for fake account detection. In 

this project, Random Forest achieved the 

highest accuracy and was selected as the final 

prediction model. 

 

Fig 9: Accuracy Comparison 

CONCLUSION 

The Fake Social Media Accounts and Their 

Detection system provide a reliable solution 

for identifying fake accounts using Artificial 

Intelligence and Machine Learning. It 

analyzes important profile features to classify 

accounts as genuine or fake with good 

accuracy. The system helps reduce online 

fraud, spam, phishing, identity theft, and the 

spread of false information. Developed using 

Python, Flask, HTML, CSS, and JavaScript, 

it offers a simple and user-friendly interface. 

Random Forest achieved the highest 

prediction accuracy among the implemented 

algorithms. Overall, the system improves the 

security, trustworthiness, and reliability of 

social networking platforms while supporting 

a safer online environment. 
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