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ABSTRACT

The spread of Al-generated fake news poses increasing obstacles to the distribution of information as
sophisticated large language models like GPT continue to evolve. Due to their limited ability to discern between real
and fake news, traditional text classification techniques are unable to identify such content. This paper presents an
MLP (Multi-Layer Perceptron) Classifier combined with Natural Language Processing (NLP) methods for
identifying fake news produced by artificial intelligence (Al) in order to address this problem. Tokenisation, stop-
word elimination, and vectorisation are preprocessing techniques used to extract significant features from textual
data, which are subsequently fed into the MLP network. The classifier captures intricate linguistic characteristics
that define fake news by utilising nonlinear activation functions and several hidden layers. To train and assess the
system, a fresh dataset comprising 42 news categories was created using GPT-4. According on experimental data,
the suggested MLP model outperforms conventional machine learning techniques by achieving strong F1 scores and
dependable accuracy. These results demonstrate how MLP-based designs can improve the detection of fake news

and protect the integrity of online information. [35], [4], [22].,[23]

1. INTRODUCTION

The quick development of artificial
intelligence in the current digital era has made it
possible to produce extremely convincing Al-generated
writing, such as news stories, social media posts, and
other online content. Although these technologies,
especially huge language models like GPT, have many
advantages, they also present serious hazards since they
make it easier for bogus news to proliferate. Fake news
produced by Al has the potential to skew facts, sway
public opinion, and erode confidence in online
information sources. The complex linguistic patterns
and contextual coherence generated by contemporary
Al models frequently prevent traditional text
classification and detection techniques from correctly
identifying these fake articles. In order to overcome this
difficulty, sophisticated methods that are able to
identify minor syntactic and semantic indicators that
distinguish real news from fake information are needed.
The goal of this research is to create a reliable Multi-
Layer Perceptron (MLP) classifier that combines
Natural Language Processing (NLP) methods to
efficiently identify bogus news produced by artificial
intelligence. Tokenisation, stop-word elimination, and

vectorisation are the preprocessing techniques used by
the system to convert unprocessed textual data into
machine-learning-ready  numerical  representations.
With its many hidden layers and nonlinear activation
functions, the MLP architecture is intended to capture
sophisticated linguistic traits suggestive of fake news
and model detailed patterns within textual data. A rich
and demanding environment for training and evaluation
is provided by a specific dataset created with GPT-4
that covers 42 different news categories. Using this
dataset, the model gains a high degree of accuracy in
differentiating between real and artificial intelligence-
generated information. According to experimental data,
the MLP-based strategy achieves good F1 scores across
categories and consistent accuracy, outperforming
conventional machine learning techniques. The study
emphasises how crucial it is to combine NLP and deep
learning methods to improve detection capabilities in
the face of changing Al-generated false information.
This study also emphasises how important automated
methods are for maintaining the integrity of internet
information and fostering public confidence. The
suggested method offers a scalable and flexible solution
for practical applications by taking into account both
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linguistic complexity and contextual nuance. By
focusing on proactive methods to stop the spread of
false information, our work adds to the expanding field
of Al-assisted fact-checking and digital content
verification. Furthermore, as Al-generated material
grows more complex, the results reinforce the necessity
for ongoing development of sophisticated models. In
order to ensure successful performance, this study
offers a thorough method for identifying Al-generated
fake news that combines thorough data pretreatment,
strong machine learning, and domain-specific
evaluation. [35], [4], [22],[23].

2. EXISTING SYSTEM OF PROJECT

» The Global-Local News Detection Model is a
hybrid deep learning technique used in the current
system for identifying Al-generated fake news. [4]

» This architecture combines TextCNN to extract
local semantic patterns, BILSTM to capture
sequential dependencies, BERT for contextual
word embeddings, and attention methods to
highlight important textual elements. [21], [13]

» When combined, these elements allow the system
to recognise minor distinctions between real and
fake information by analysing both global and local
linguistic clues in news stories. The model aims to
maximise accuracy in identifying false information
produced by Al by utilising a variety of feature
extraction approaches.

» The way the system works is by preparing news
items using common NLP techniques like
tokenisation, embedding creation, and text
cleaning. BERT is then used to extract deep
contextual representations of words and phrases
from the preprocessed data. While TextCNN layers
extract fine-grained local information, BILSTM
layers capture long-term dependencies across
sequences. [21] [13]

» By concentrating on the most instructive words or
phrases, the attention mechanism improves this
process even more.

» A classification layer that determines if a news
piece is authentic or artificial intelligence-
generated is then fed the combined results.

> Despite its effectiveness, the model's processing
cost and complexity make it less appropriate for
real-time or large-scale applications.

3. RELATED WORK

3.1 LANGUAGE MODEL

The development of NLP language models is reviewed
in this subsection. Neural language models like
Word2Vec and GloVe are discussed after more

conventional methods like statistical learning
techniques and n-gram models. The authors then
discuss the evolution of Long Short-Term Memory
(LSTM) networks and Recurrent Neural Networks
(RNNs), emphasising their capacity to handle
sequential input while pointing out their shortcomings
in managing long-range dependencies. The section goes
on to describe how the Transformer design transformed
natural language processing (NLP) through self-
attention processes, resulting in models like BERT and
GPT. Improvements in contextual understanding,
multilingual ~ processing, event reasoning, and
multimodal learning are highlighted in the review of
more recent developments, such as ClarET,
EventBERT, KnowModel, LaMini-LM, ChatGLM,
GLM-130B, Flamingo, and EVA-CLIP. [22],[23],[21]
[15] [13] [17] [18]

3.2 FACK NEWS DETEDTION

The research on detecting fake news is the subject of
the next sections. It examines conventional statistics
and machine learning techniques for detecting false
information and talks about the shift to deep learning-
based techniques. The authors examine how the ability
of contemporary neural architectures to learn intricate
semantic and contextual information from textual input
has enhanced the efficiency of false news classification.
They also draw attention to the increasing difficulty
presented by Al-generated material and the requirement
for more advanced detection frameworks that can
differentiate between news produced by Al and that
penned by humans. [4]

4. PROPOSED SYSTEM

» The suggested approach combines Natural
Language Processing (NLP) methods with a Multi-
Layer Perceptron (MLP) classifier to identify
artificial intelligence (Al)-generated fake news.
[35] [4]

» First, raw text data from news stories is pre-
processed using techniques like TF-IDF or word
embeddings, cleaning, tokenisation, stop-word
removal, and vectorisation.

» Through this method, unstructured text is converted
into structured numerical features that capture the
news  content's  syntactic and  semantic
characteristics.

» The algorithm makes sure that the linguistic cues
that differentiate real news from fake news are
accurately captured by building a feature-rich
dataset spanning several news categories. [4]
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» The MLP classifier, which has several hidden
layers with nonlinear activation functions, receives
the features once they have been retrieved. [35]

» The model wuses gradient descent and
backpropagation to optimise weights in order to
understand intricate correlations between textual
elements and news authenticity.

» Deep contextual patterns that are frequently
overlooked by conventional classifiers can be
captured by the system thanks to the ensemble of
hidden neurones.

» The system can accurately identify fresh inputs as
either real or artificial intelligence-generated fake
news after training on a varied dataset created with
GPT-4. [4] [22],[23]

» The suggested approach is a solid contender for
practical fake news detection systems since it
guarantees scalability, robustness, and enhanced
interpretability. [4]

5. MODULES

1. Data Collection:

In order to create a wide and well-balanced dataset, this
module gathers information from both real and artificial
intelligence-generated news sources. While fake news
samples are produced using GPT-4 in 42 distinct
categories, real news articles are collected from
reputable  web sources. To improve model
generalisation, the gathering process guarantees a broad
range of subjects, including politics, sports, technology,
and entertainment. Every record has source information,
category designations, and textual content. A solid basis
for training and assessing the false news detection
model is provided by the gathered data. Duplicates and
unnecessary information are eliminated by proper data
cleaning and filtering. [4] [22],[23]

2. Dataset:

The dataset simulates real-world instances of
disinformation by combining genuine and artificial
intelligence-generated news stories. It is classified into
two primary groups: genuine and fake. The article title,
content, and category tag are all included in each entry,
offering contextual and semantic characteristics for
analysis. To guarantee diversity and representativeness,
the dataset spans 42 news domains. It is the primary
input used to train, test, and validate the MLP classifier.
To prevent bias in model learning and improve
prediction accuracy, the dataset is meticulously
balanced and arranged. [35]

3. Data Preparation:

In order to transform unprocessed text into useful
numerical characteristics, this subject focuses on
preparing textual data using Natural Language
Processing (NLP) approaches. Tokenisation, stop-word
elimination, and vectorization—which uses TF-IDF or
Word2Vec to represent words numerically—are among
the steps. Punctuation, special symbols, and superfluous
whitespace are eliminated in order to normalise the
cleaned text. To ensure accurate evaluation, the data is
then separated into training and testing sets. The
linguistic and semantic clues that separate authentic
news from content produced by artificial intelligence
are captured through feature extraction. This phase
guarantees that the input data is organised, clean, and
prepared for model training. [17]

4. Model Selection:

The Multi-Layer Perceptron (MLP) classifier is chosen
as the main model in this module because of its capacity
to identify intricate and nonlinear relationships in data.
The MLP learns linguistic and semantic patterns
suggestive of Al-generated fake news using a number
of hidden layers and nonlinear activation functions.
Hyperparameter tweaking, which includes changes to
learning rate, batch size, and hidden layer dimensions,
optimises the model's architecture. Compared to
conventional machine learning algorithms, the selection
of MLP guarantees resilience and flexibility. The basis
for precise and scalable fake news classification is
established by this module. [35] [4]

5. Analyze and Prediction:

In this module, preprocessed data is used to train the
MLP model, and its prediction performance is
evaluated. In order to comprehend the linguistic
distinctions between real and Al-generated samples, the
model learns from both during training. After being
trained, the system uses linguistic characteristics to
determine if a new article is authentic or fraudulent.
Key words, sentence structures, and tone patterns that
affect the prediction are identified as part of the
investigation. To analyse model findings and
comprehend predicted trends, visualisation techniques
are utilised. This module guarantees that the model can
use unseen data to produce precise, data-driven
decisions. [35]

6. Accuracy on Test Set:

This module uses common measures like accuracy,
precision, recall, and Fl-score to assess the trained
model's performance on the test dataset. The superiority
of the MLP classifier is validated by comparing its
findings with those of conventional models such as
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Naive Bayes and Logistic Regression. The classifier's 8 e e
dependability and capacity to differentiate between
authentic and fraudulent news are evaluated using
confusion matrices and ROC curves. The assessment
aids in figuring out how well the model adapts to new it -
textual data. Prior to deployment, this module makes
that the system is reliable and consistent. [35]

7. Saving the Trained Model:

The trained MLP model is saved for later use using
serialisation libraries like pickle or joblib after it has
reached a suitable level of accuracy. This makes it
possible for the model to load quickly and detect bogus
news in real time without retraining. Automated fact-
checking tools, browser extensions, and web apps can
all include the saved model. To guarantee
reproducibility, version control and appropriate
documentation are upheld. This module makes sure the
detection system is scalable, effective, and ready for
deployment in practical applications. [35]

Fig.2 Hlustrates Input interface where user can enter
The news for Verification.

6. RESULT AND DISCUSSION

The proposed system for detecting Al-generated fake
news was evaluated using a dataset consisting of 4,200
news articles generated across 42 categories. The
dataset included both genuine news articles and Al-
generated fake news created using GPT-4. The data was
divided into 80% training data and 20%o testing data
for performance evaluation.

The model employed a Multi-Layer Perceptron
(MLP) classifier combined with Natural Language
Processing techniques such as tokenization, stop-word
removal, and TF-IDF vectorization for feature
extraction.

Fig.3 Detection showing output of real news.

7. CONCLUSION

The suggested study effectively illustrates how an
MLP-based classifier combined with NLP methods can
identify bogus news produced by artificial intelligence.
The approach precisely captures intricate linguistic
patterns and semantic clues by preprocessing textual
data using tokenisation, stop-word removal, and
vectorisation. The findings show that when it comes to
detecting fake news, the MLP classifier outperforms
conventional machine learning techniques. The recently
created dataset, which included both Al-generated and
human-written pieces, offered a solid basis for
assessment and training. The system's robustness and
dependability were confirmed by its excellent accuracy
and outstanding F1-scores. Overall, in the age of
sophisticated Al content creation, this study
demonstrates the promise of deep learning in
maintaining information integrity, fostering digital trust,
and battling false information. [35] [4]

8. FUTURE ENHANCEMENT

By using cutting-edge deep learning
architectures like Transformers and BERT for better
text comprehension, the suggested false news detection
system can be improved in the future. Detection
accuracy can be improved by using multimodal analysis
that incorporates photos, videos, and social media

Fig.1 Login Interface
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metadata. Additionally, the system may be extended to
handle multilingual datasets, making it possible to
identify bogus news in many languages and
geographical areas. Al-generated false information can
be quickly identified as it propagates online by using
real-time news stream analysis. Explainable Al (XAl)
methods can also be used to improve the transparency
and interpretability of the prediction process. The
solution can be made available to the public and media
organisations through cloud-based deployment and API
integration. As language models develop, ongoing
retraining with freshly created Al content will help
sustain high accuracy. Together, these improvements
would increase the system's efficiency, scalability, and
adaptability for upcoming digital ecosystems. [21] [15]
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