ISSN: 3068-272X

International Journal of

DATA SCIENCE AND IOT MANAGEMENT SYSTEM

Peer Reviewed, Referred & Indexed Journal
www.ijdim.com

Original Research Paper

RIFD-NET: A ROBUST IMAGE FORGERY DET ECTION NETWORK

B.AMARNATH REDDY * PANDI NEELIMA?
ASSISTANT PROFESSOR ' PG SCHOLAR?
DEPARTMENT OF MASTER OF COMPUTER APPLICATIONS
QIS COLLEGE OF ENGINEERING & TECHNOLOGY, ONGOLE
VENGAMUKKALAPALEM (V), ONGOLE, PRAKASAM DISTRICT, ANDHRA PRADESH

ABSTRACT

With the widespread use of digital imaging
and social media platforms, the authenticity
of images has become increasingly critical.
Image forgery, which involves manipulating
or tampering with digital images, poses
significant threats in various domains
including journalism, legal evidence, and
security. Traditional forgery detection
methods often struggle with robustness and
accuracy, especially against sophisticated
editing techniques. To address these
challenges, we propose RIFD-NET, a novel
deep learning-based framework designed to
detect various types of image forgeries with
high precision and resilience.

RIFD-NET leverages a multi-branch
convolutional neural network architecture
that integrates both spatial and frequency
domain features. This hybrid feature
extraction approach enhances the model’s
ability to identify subtle inconsistencies
introduced by forgery processes.
Additionally, the network incorporates
attention  mechanisms to focus on
manipulated regions, improving detection
performance even under adverse conditions
such as compression, noise, and scaling. The
design allows RIFD-NET to generalize
effectively across diverse forgery types

including copy-move, splicing, and removal
attacks.

In conclusion, RIFD-NET represents a
significant advancement in the field of
image forgery detection by delivering
enhanced  robustness, accuracy, and
adaptability. Future work will focus on
extending the framework to video forgery
detection and incorporating explainability
features to provide better interpretability of
detected manipulations. The proposed
network offers a promising direction for
strengthening trust and authenticity in digital
visual content.

INTRODUCTION

In today’s digital era, images play a vital
role in communication, journalism, social
media, and legal proceedings. However, the
ease of editing and manipulating digital
images has given rise to the widespread
problem of image forgery. Image forgery
involves altering or fabricating images to
mislead viewers, distort facts, or create false
evidence. This manipulation can take many
forms, such as copy-move forgery, image
splicing, and object removal or addition. The
proliferation of sophisticated editing tools
has made detecting such forgeries
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increasingly challenging, thereby
threatening the credibility of visual content.

Existing forgery detection techniques often
rely on handcrafted features or focus on
specific types of manipulations, limiting
their  robustness and  generalizability.
Traditional methods frequently struggle
when images undergo common post-
processing operations like compression,
noise addition, or resizing, which are often
used to conceal tampering traces. Deep
learning approaches have recently shown
promise in improving detection accuracy by
automatically ~ learning  discriminative
features from data. However, many current
deep learning models still lack the ability to
effectively capture both subtle spatial
inconsistencies and underlying frequency-
domain anomalies simultaneously, which are
critical cues for identifying forged regions.

To overcome these limitations, we propose
RIFD-NET, a novel deep neural network
architecture designed to robustly detect a
wide range of image forgeries. Our approach
combines multi-branch convolutional feature
extraction in both spatial and frequency
domains, capturing complementary
information  that enhances  detection
performance. Moreover, we integrate
attention mechanisms that allow the network
to focus selectively on manipulated areas,
improving the precision of localization and
reducing false positives. This hybrid and
attentive design enables RIFD-NET to
remain resilient against various image
distortions and  sophisticated  forgery
techniques.

We conduct comprehensive experiments on
multiple benchmark datasets encompassing
diverse forgery scenarios, demonstrating that
RIFD-NET  outperforms state-of-the-art
methods across key metrics such as
accuracy, precision, recall, and robustness.
We also provide ablation studies to highlight
the contribution of each network component.
The results confirm the efficacy of our
approach in real-world applications where
images often face compression, noise, and
other transformations.

This paper is organized as follows: Section 2
reviews related work in image forgery
detection. Section 3 details the architecture
and methodology of RIFD-NET. Section 4
presents experimental results and analysis.
Finally, Section 5 concludes the paper and
outlines future research directions.

LITERATURE SURVEY

1. “Image Forgery Detection Using
SIFT Features”
By: Bayram et al. (2009)

o Proposed a  copy-move
forgery detection method
using Scale-Invariant Feature
Transform (SIFT).

o Effective in identifying
duplicated regions despite
geometric transformations.

o Limited robustness against
image  compression  and
complex manipulations.
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2. “Exposing Digital Image Forgeries
by Detecting Inconsistent Local

Noise Variances”
By: Farid (2009)

o Developed noise variance
analysis to detect forged
regions based on local
inconsistencies.

o Useful for splicing detection
but sensitive to  noise
introduced during image
acquisition or compression.

3. “Deep Learning for Detecting
Image Manipulation”
By: Bayar and Stamm (2016)

o Introduced a constrained
convolutional layer to learn
manipulation fingerprints
automatically.

o Achieved better detection
accuracy on several
tampering datasets.

o Focused primarily on spatial
domain features, with limited
frequency-domain analysis.

4. “Image Forgery Detection Using
Frequency Domain  Analysis”
By: Popescu and Farid (2005)

o Employed discrete cosine
transform (DCT) coefficient
analysis to expose
compression artifacts
indicative of forgery.

5.

o Effective against copy-move
and splicing but less robust to
post-processing like filtering.

“A  Unified Deep Learning
Framework for Image Forgery
Detection and Localization”
By: Bayar et al. (2017)

o Presented a CNN-based
framework integrating
forgery detection and pixel-
level localization.

o Improved localization
accuracy  with  attention
mechanisms but

computationally intensive.

“Multiscale Convolutional Neural
Networks for Image Forgery
Detection”

By: Zhou et al. (2018)

o Proposed a multi-scale CNN
model to capture forgery
traces at different resolutions.

o Enhanced robustness against
scaling and compression but
limited to spatial features.

“ManTra-Net: Manipulation
Tracing Network for Image
Forgery Detection”

By: Wu et al. (2019)

o Introduced a network
combining boundary artifact
detection  with  semantic
segmentation.
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o Improved detection of
splicing and object removal
but less effective on subtle
copy-move forgeries.

SYSTEM ANALYSIS
EXISTING SYSTEM

Image forgery detection has been an active
area of research for over a decade, with
various techniques developed to identify
manipulated regions in digital images. Early
approaches primarily relied on handcrafted
features that capture inconsistencies
introduced during forgery, such as
duplicated  patterns,  noise  variance
differences, and compression artifacts.
Methods like keypoint-based copy-move
detection and noise analysis offered valuable
insights but were often limited in handling
complex or multiple types of forgeries.
These approaches typically struggle when
forgeries are combined with post-processing
operations like resizing, blurring, or
compression, which can obscure tampering
traces.

With the rise of deep learning,
Convolutional Neural Networks (CNNs)
emerged as a powerful tool for forgery
detection due to their ability to learn
hierarchical features directly from data.
Several CNN-based models have been
proposed to identify subtle manipulation
cues by training on large datasets of forged
and authentic images. For example,
networks with constrained convolutional
layers have demonstrated improved

sensitivity to  local  inconsistencies.
However, most existing deep learning
methods focus predominantly on spatial
domain features and do not explicitly
incorporate frequency domain information,
which is known to reveal compression and
artifact anomalies critical for forgery
detection.

To address this, some recent works have
integrated frequency domain analysis using
transforms like Discrete Cosine Transform
(DCT) or wavelets, aiming to extract
complementary forgery traces that may not
be evident in spatial features alone. While
such hybrid approaches improve robustness,
their architectures are often complex and
computationally expensive, limiting their
applicability in real-time or large-scale
scenarios. Furthermore, many models lack
effective mechanisms to focus the detection
process on manipulated regions, resulting in
false positives or inaccurate localization,
especially in high-resolution images.

Attention mechanisms have recently been
introduced in forgery detection networks to
overcome these challenges. By guiding the
model to prioritize relevant image regions,
attention modules help improve both
detection accuracy and the precision of
forgery localization. Despite this
advancement, current  attention-based
models typically require extensive training
data and sophisticated tuning, and their
performance can degrade under severe
image distortions such as heavy compression
or noise addition. Moreover, they often lack
the ability to generalize well across diverse
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forgery types beyond those seen during
training.

In summary, while existing forgery
detection systems have made significant
strides using handcrafted features, deep
learning, frequency analysis, and attention
mechanisms, none comprehensively
combine these elements in a unified, robust,
and efficient manner. This gap motivates the
design of RIFD-NET, which integrates
multi-domain  feature  extraction  with
attention-based focusing to deliver high
accuracy, strong generalization, and
practical efficiency for real-world image
forgery detection challenges.

Disadvantages of Existing Systems

1. Limited Robustness to Post-
Processing:
Many existing forgery detection
methods perform poorly when
images undergo common  post-
processing  operations such as
compression, noise addition,
resizing, or  filtering.  These
operations often obscure forgery
traces, causing false negatives or
reduced detection accuracy.

2. Focus on Single Domain Features:
Most traditional and even some deep
learning approaches rely primarily
on either spatial domain features or
frequency domain features alone.
This limits their ability to capture
complementary clues, reducing the
effectiveness of forgery detection,

especially for
manipulations.

sophisticated

3. Inadequate Localization Accuracy:
Several models fail to precisely
localize forged regions within an
image. Without effective attention or
localization ~ mechanisms,  these
systems may produce high false
positive rates or only provide coarse
detection maps, limiting their
usefulness in forensic analysis.

4. Poor Generalization Across
Forgery Types:
Many existing systems are trained
and optimized for specific types of
forgery (e.g., copy-move or splicing)
and struggle to generalize well to
unseen or combined forgery
techniques. This limits their practical
application in real-world scenarios
with diverse tampering.

5. High Computational Complexity:
Some advanced methods that
integrate  multi-domain analysis or
attention mechanisms require
significant computational resources
and training data. This hinders their
deployment in real-time applications
or on devices with limited hardware
capabilities.

PROPOSED SYSTEM

To address the limitations of existing
forgery detection methods, we propose
RIFD-NET, a novel deep learning
framework that robustly detects and
localizes image forgeries by combining
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spatial and frequency domain analysis with
attention mechanisms. Unlike traditional
systems that focus on a single domain or
lack focus on manipulated regions, RIFD-
NET integrates multi-branch  feature
extraction to capture complementary forgery
cues. This approach significantly improves
detection  accuracy, robustness, and
generalization across various forgery types
and post-processing distortions.

The core architecture of RIFD-NET consists
of two parallel convolutional branches: one
operating in the spatial domain to learn
texture and structural inconsistencies, and
another in the frequency domain to capture
subtle anomalies in compression artifacts
and noise patterns. By fusing these features,
the network gains a holistic understanding of
tampering traces that might be missed by
single-domain models. This dual-domain
strategy enhances resilience against common
image transformations such as compression,
noise addition, and resizing, which typically
degrade forgery detection performance.

In addition, RIFD-NET incorporates an
attention mechanism that guides the network
to focus selectively on potentially
manipulated regions. This module improves
both forgery detection and localization by
weighting the learned features based on their
relevance to tampering. As a result, the
network reduces false positives and provides
more precise localization maps, which are
crucial for forensic investigations and
downstream applications requiring detailed
manipulation analysis.

To ensure practical applicability, the
proposed model is designed to be
computationally efficient, enabling near
real-time processing on standard hardware.
We achieve this through optimized network
layers and parameter sharing strategies
without sacrificing detection performance.
The model is trained end-to-end on large,
diverse datasets containing multiple forgery
types, which further strengthens its ability to
generalize to new and unseen manipulation
scenarios.

Overall, RIFD-NET offers a robust,
accurate, and scalable solution for image
forgery detection by unifying spatial-
frequency feature extraction with attention-
guided learning. This innovative design
overcomes many challenges faced by
existing systems and paves the way for
enhanced trustworthiness and verification in
digital imaging.

IMPLEMENTATION
1. Dataset Collection

The implementation process begins with
collecting both authentic and forged image
datasets. Standard datasets such as CASIA
v2.0, Columbia Image Splicing Dataset, and
CoMoFoD are used for training and testing
purposes. These datasets contain original
images, manipulated images, and
corresponding ground truth masks.

2. Image Preprocessing
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Image preprocessing is performed to
improve image quality and prepare the data
for neural network training.

Preprocessing Steps

e Removing noise using Gaussian or
Median filtering

o Normalizing pixel values between 0
and 1

e Applying data augmentation
techniques like rotation, flipping,
zooming, and cropping

These steps improve model efficiency and
reduce overfitting.

3. Feature Extraction

The system extracts forgery-related features
automatically  using  deep  learning
techniques.

Extracted Features

o Texture inconsistencies
« Edge discontinuities

o Compression artifacts

e Color mismatches

e Noise irregularities

Convolutional Neural Networks (CNNs)
such as ResNet50 or EfficientNet are used
for effective feature learning.

4. RIFD-NET Model Development

The RIFD-NET architecture is implemented
using multiple deep learning layers for
accurate forgery detection.

Model Components

o Input Layer

o Convolutional Layers
« Batch Normalization

e ReLU Activation

e Max Pooling Layers

e Attention Mechanism
o Feature Fusion Layer
o Fully Connected Layer
e Output Layer

The attention module helps focus on
suspicious regions within the image.

5. Model Training

The model is trained using labeled datasets
containing both authentic and forged
images.

Training Parameters

Parameter Value

Optimizer Adam

Learning Rate 0.001

Batch Size 32

Epochs 50-100

Loss Function Binary Cross-Entropy

Training Process

1. Load the dataset

2. Apply preprocessing techniques

3. Feed images into the RIFD-NET
model

4. Extract features

5. Compute loss

International Journal of Data Science and loT Management System

1JDIM, 2026, 5 (3), 52-62 | 58



ISSN: 3068-272X

International Journal of

DATA SCIENCE AND IOT MANAGEMENT SYSTEM

Peer Reviewed, Referred & Indexed Journal
www.ijdim.com

Original Research Paper

6. Perform backpropagation
7. Update model weights
8. Repeat until convergence

6. Forgery Detection and Localization

After training, the model analyzes input
images to identify forged content and
manipulated regions.

Forgery Types Detected

o Copy-Move Forgery

« Image Splicing

e Object Removal

o Deepfake Manipulation
« Retouching Forgery

The system generates:

o Forgery classification result
o Probability score
e Tampered region mask or heatmap

METHODOLOGY
1. Image Acquisition

The methodology begins with collecting
digital images from benchmark datasets or
real-world sources. Both authentic and
manipulated images are included to train the
model effectively.

2. Image Enhancement and

Normalization

The acquired images undergo preprocessing
operations such as resizing, filtering, and
normalization. Data augmentation

techniques are also applied to improve
dataset diversity and model generalization.

3. Deep Learning-Based Feature
Learning
A Convolutional Neural Network

automatically learns important forgery-
related patterns from images.

Learning Levels

o Low-level feature extraction
o Mid-level pattern analysis
o High-level forgery identification

The model identifies abnormal patterns
indicating image tampering.

4. Attention-Based Analysis

An attention mechanism is integrated into
the network to focus on suspicious image
regions. This improves localization accuracy
and helps detect subtle manipulations more
effectively.

5. Feature Fusion Technique

Different extracted features are combined
together to improve detection performance.

Combined Features

e Spatial Features
o Texture Features
o Frequency-Domain Features

This fusion strategy increases robustness
against various forgery attacks.
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6. Classification Process

The fully connected layers classify the
image into one of the following categories:

o Authentic Image
o Forged Image

The classification is based on deep feature
representations learned during training.

RESULTS
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CONCLUSION

In this paper, we presented RIFD-NET, a
robust and efficient image forgery detection
network that integrates spatial and frequency
domain features with attention mechanisms
to accurately identify and localize
manipulated regions. By leveraging a dual-
branch architecture, RIFD-NET effectively
captures complementary forgery traces that
traditional single-domain or handcrafted
feature  methods often miss. The
incorporation of attention modules further
enhances the model’s ability to focus on
tampered areas, reducing false positives and
improving localization precision.

International Journal of Data Science and loT Management System

1JDIM, 2026, 5 (3), 52-62 | 60



International Journal of

DATA SCIENCE AND IOT MANAGEMENT SYSTEM

Peer Reviewed, Referred & Indexed Journal
ISSN: 3068-272X www.ijdim.com

Original Research Paper

Extensive experiments on benchmark
datasets demonstrated that RIFD-NET
outperforms existing state-of-the-art forgery
detection approaches in terms of accuracy,
robustness, and generalization across diverse
forgery types and image conditions.
Additionally, the system’s computational
efficiency enables practical deployment in
real-world scenarios, making it suitable for
applications ranging from digital forensics to
social media content verification.

While  RIFD-NET  addresses  many
challenges faced by current systems, future
work can focus on improving detection in
extremely low-quality  or heavily
compressed images and extending the
framework to video forgery detection.
Overall, RIFD-NET represents a significant
step forward in enhancing the reliability and
trustworthiness of digital images in an era
where image manipulation is increasingly
prevalent.
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