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Abstract: Military operations often 

involve dangerous tasks such as 

surveillance, border monitoring, and 

intruder detection, which can put soldiers' 

lives at risk. To overcome these 

challenges, a wireless military defense 

robot is proposed to perform surveillance 

and monitoring activities in hazardous 

environments. The system utilizes 

NodeMCU, Wi-Fi communication, 

sensors, and mobile technologies to 

provide both automatic and manual 

control. It incorporates ultrasonic, PIR, 

infrared, flame, and gas sensors for threat 

detection and monitoring. The robot also 

uses Skype video calling for real-time 

surveillance, reducing the need for 

expensive camera systems. The proposed 

solution offers a cost-effective, energy-

efficient, and reliable approach for military 

and defense applications. 
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INTRODUCTION 

Recent advancements in robotics and 

wireless communication technologies have 

significantly improved the efficiency of 

surveillance and monitoring systems. In 

military and defense sectors, soldiers often 

face life-threatening situations while 

performing border surveillance and 

reconnaissance operations. To reduce 

human risk and improve operational 

effectiveness, defense robots are 

increasingly being deployed in hazardous 

environments. These robots can perform 

surveillance, monitor enemy activities, and 

transmit real-time information to 

authorized personnel. Various 

communication technologies such as 
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ZigBee, RFID, Bluetooth, and Wi-Fi have 

been used in robotic systems for remote 

control and monitoring. The proposed 

wireless military defense robot uses 

NodeMCU with Wi-Fi communication and 

multiple sensors to provide both automatic 

and manual operation modes. The system 

enhances surveillance capabilities while 

reducing operational costs and power 

consumption. 

RELATED WORK 

Numerous defense robots have been 

developed using communication 

technologies such as ZigBee, Bluetooth, 

RFID, and Wi-Fi. Existing systems focus 

on surveillance, intruder detection, remote 

monitoring, and battlefield reconnaissance. 

Most systems utilize cameras, wireless 

communication modules, and sensors to 

provide live monitoring and control 

capabilities. While these robots have 

improved military operations, many suffer 

from limited communication range, high 

implementation costs, increased power 

consumption, and dependence on 

expensive surveillance equipment. Recent 

research has therefore focused on 

integrating cost-effective communication 

technologies and intelligent control 

systems to improve surveillance efficiency 

while minimizing operational complexity. 

LITERATURE SURVEY 

Several researchers have developed robotic 

systems for military surveillance and 

defense applications. Joshi and Tondarkar 

proposed a surveillance robot using 

Raspberry Pi and IoT technologies for 

monitoring border areas. Their system 

provided live video streaming and 

supported both automatic and manual 

operation through web-based control. 

Bhatnagar and Gola introduced a rough 

terrain defense robot that incorporated 

infrared, PIR, ultrasonic sensors, 

Bluetooth, and Wi-Fi technologies for 

multipurpose military applications. 

Another study by Tarunpreet Kaur 

presented a wireless multifunctional robot 

based on 3G technology that enabled 

unlimited communication range, 

autonomous navigation, and live video 

transmission for surveillance in remote 

locations. Premkumar Manoharan 

developed an intelligent unmanned robot 

using ZigBee wireless sensor networks to 

detect intruders and automatically perform 

defense operations while reducing human 

intervention. Furthermore, Saliyah Kahar 

discussed the utilization of mobile 

technologies such as Bluetooth, Wi-Fi, and 

3G for robot control, highlighting their 

communication performance and 

applicability in robotic systems. Although 



IJDIM, 2026, 5 (2), 2645-2652 | 2647 International Journal of Data Science and IoT Management System 

    International Journal of 

            DATA SCIENCE AND IOT MANAGEMENT SYSTEM 
                     ISSN: 3068-272X                                           www.ijdim.com                                              Original Research Paper 

 

these systems improved military 

surveillance and monitoring, they faced 

limitations related to communication 

range, battery consumption, and 

deployment costs, creating the need for a 

more efficient and economical solution. 

EXISTING METHOD 

The existing military surveillance robots 

utilize technologies such as ZigBee, 

Bluetooth, RFID, and 3G communication 

for monitoring and control. These systems 

generally employ cameras, wireless 

sensors, and microcontrollers to perform 

surveillance and intruder detection tasks. 

Some robots provide autonomous 

navigation, while others require manual 

control through mobile devices or 

computers. Although effective for 

surveillance, these systems often rely on 

expensive camera equipment and 

continuously active monitoring, leading to 

higher power consumption and increased 

operational costs. Additionally, 

communication range limitations in 

ZigBee and Bluetooth-based systems 

restrict their effectiveness in large-scale 

military environments. 

PROPOSED METHOD 

The proposed wireless military defense 

robot utilizes a NodeMCU controller 

integrated with Wi-Fi technology to 

provide efficient communication and 

control. The robot operates in both 

automatic and manual modes, allowing 

flexibility in surveillance operations. 

Various sensors, including ultrasonic, PIR, 

infrared, flame, and gas sensors, 

continuously monitor the environment and 

detect potential threats. Whenever 

abnormal activity is detected, alert 

messages are transmitted to a web server 

for immediate response. Instead of using 

expensive surveillance cameras, the 

system employs Skype video calling 

through a smartphone mounted on the 

robot to provide real-time video streaming. 

This approach significantly reduces system 

cost while maintaining effective 

monitoring capabilities. The proposed 

design also conserves battery power by 

activating surveillance functions only 

when required, making the system more 

efficient and suitable for military 

applications. 

SYSTEM ARCHITECTURE 
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Fig.1 System Architecture 

MODULE DESCRIPTION 

NodeMCU Controller Module: The 

NodeMCU acts as the main controller of 

the defense robot and manages the overall 

system operation. It receives input from 

various sensors, processes the collected 

data, and controls robot movement and 

communication functions. The built-in Wi-

Fi capability enables seamless connectivity 

with remote monitoring systems. This 

module serves as the central intelligence 

unit of the robot. 

Wi-Fi Communication Module: The Wi-

Fi module enables wireless 

communication between the defense robot 

and authorized users. It allows remote 

monitoring, control, and transmission of 

sensor data through internet connectivity. 

This module ensures real-time 

communication without requiring physical 

connections. It enhances operational 

flexibility in military surveillance 

applications. 

Ultrasonic Sensor Module: The 

ultrasonic sensor is used to detect obstacles 

and measure the distance between the 

robot and surrounding objects. It helps the 

robot navigate safely by avoiding 

collisions during movement. The sensor 

continuously emits ultrasonic waves and 

calculates distance based on the reflected 

signals. This module supports autonomous 

navigation and path planning. 

PIR Sensor Module: The Passive Infrared 

(PIR) sensor detects human presence by 

sensing changes in infrared radiation 

emitted by living beings. It plays an 

important role in identifying intruders and 

unauthorized movement in surveillance 

areas. Once motion is detected, the sensor 

triggers an alert for immediate action. This 

improves the robot's security monitoring 

capability. 

Infrared Sensor Module: The infrared 

sensor is responsible for detecting nearby 

objects and environmental changes. It 

assists the robot in obstacle avoidance and 

improves navigation accuracy. The sensor 

continuously monitors the surroundings 
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and provides input to the controller for 

decision-making. This module enhances 

the overall efficiency of the surveillance 

system. 

Flame Sensor Module: The flame sensor 

detects the presence of fire and abnormal 

heat sources in the monitored environment. 

When fire is detected, the sensor 

immediately sends a signal to the 

controller, which generates an alert 

notification. This helps prevent accidents 

and enables rapid emergency response. 

The module improves safety in military 

and hazardous environments. 

Gas Sensor Module: The gas sensor 

monitors the surrounding atmosphere for 

the presence of harmful or toxic gases. It 

continuously measures gas concentration 

levels and alerts the system when 

dangerous conditions are detected. This 

feature helps protect military personnel 

from hazardous environmental conditions. 

The module enhances environmental 

safety and threat detection. 

Surveillance Module: The surveillance 

module utilizes a smartphone mounted on 

the robot along with Skype video calling 

technology for live video streaming. It 

allows authorized users to remotely 

monitor the robot's surroundings in real 

time. This approach eliminates the need 

for expensive surveillance cameras while 

maintaining effective monitoring 

capabilities. The module provides 

continuous visual feedback during military 

operations. 

Alert Notification Module: The alert 

notification module is responsible for 

informing authorized personnel whenever 

any threat, intrusion, fire, gas leakage, or 

abnormal activity is detected. Alerts are 

transmitted through the web server and 

communication network for immediate 

response. The module ensures timely 

notification and improves situational 

awareness. This helps enhance the overall 

effectiveness of the defense system. 

RESULTS AND DISCUSSION 

The proposed Wireless Military Defense 

Robot was successfully designed to 

perform surveillance, obstacle detection, 

intruder monitoring, and environmental 

sensing in military and border security 

applications. The integration of NodeMCU 

with Wi-Fi communication enabled 

efficient remote control and real-time data 

transmission. Sensors such as PIR, 

ultrasonic, flame, and gas sensors 

accurately detected human movement, 

obstacles, fire, and harmful gases, 

improving the robot's situational 

awareness. Furthermore, the use of Skype 
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video calling through a smartphone 

provided reliable live video streaming at a 

significantly lower cost than conventional 

surveillance cameras. The experimental 

analysis demonstrates that the proposed 

system offers enhanced monitoring 

capabilities, reduced power consumption, 

improved battery efficiency, and cost-

effective operation, making it suitable for 

defense and surveillance environments. 

CONCLSUION AND FUTURE 

SCOPE 

The proposed wireless military defense 

robot offers an effective solution for 

military surveillance and border security 

by integrating wireless communication, 

environmental sensing, and real-time 

monitoring technologies. The system 

reduces human risk, minimizes operational 

costs, and improves surveillance efficiency 

through intelligent automation. Future 

enhancements may include artificial 

intelligence-based target recognition, 

autonomous path planning, advanced 

night-vision systems, and drone integration 

for extended surveillance coverage. These 

improvements can further enhance the 

reliability and effectiveness of defense 

robotic systems. 
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