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Abstract— This work presents a machine
learning-based approach for identifying insider
threats using the CERT dataset. The system
allows users to upload and process large-scale
data that includes multiple behavioral features
and class labels. After preparing the dataset, it is
divided into training and testing portions to
build and evaluate different models. Algorithms
such as Random Forest, AdaBoost, XGBoost,
LightGBM, and CatBoost are applied to
understand their effectiveness. Their
performance is measured using accuracy,
precision, recall, and related metrics. A
comparison graph is used to clearly show
differences between models. Among all,
CatBoost provides the best results in terms of
accuracy. The system also supports prediction
on test data, classifying activities as either
normal or insider attacks. This approach shows
how machine learning can assist in
strengthening security systems by identifying
unusual behavior patterns.
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I. INTRODUCTION

In recent years, insider attacks have become a
significant concern in cybersecurity, as they
originate from individuals within an organization
who have authorized access to sensitive
information [15]. Unlike external attacks, insider
threats are difficult to detect because they often
involve legitimate users misusing their privileges

[2]. Organizations generate large volumes of data
related to user activities, making it challenging to
manually identify suspicious behavior [8]. This
project aims to address this issue by leveraging
machine learning techniques to detect potential
insider attacks from complex datasets [10]. By
analyzing patterns and behaviors in the data, the
system can distinguish between normal and
malicious activities [14]. The use of automated
detection methods improves efficiency and reduces
the risk of human error [9]. This approach not only
enhances security measures but also helps
organizations respond quickly to potential threats
[5]. The integration of data analysis and machine
learning provides a powerful solution for modern
cybersecurity challenges [3].

The system is designed to process the CERT
dataset, which contains a large number of features
representing user activities and behaviors [2].
Initially, the dataset is uploaded and visualized to
understand its structure, including the distribution
of class labels. Preprocessing plays a crucial role in
preparing the data for model training, as it involves
handling missing values, normalization, and
splitting the dataset into training and testing subsets
[8]. This ensures that the models are trained
effectively and evaluated accurately. Visualization
techniques, such as graphs, help in understanding
the data distribution and class imbalance. The
preprocessing stage improves the quality of input
data, leading to better model performance. By
transforming raw data into a structured format, the
system ensures that machine learning algorithms
can efficiently learn patterns [9]. This step is
essential for achieving reliable and consistent
results in detecting insider threats.
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Multiple  machine learning algorithms are
implemented in this project to compare their
effectiveness in detecting insider attacks. Models
such as Random Forest, AdaBoost, XGBoost,
LightGBM, and CatBoost are used due to their
ability to handle complex datasets and provide high
accuracy [8]. Each algorithm is trained using the
processed dataset and evaluated using performance
metrics like accuracy, precision, recall, and
confusion matrix analysis. The confusion matrix
provides insights into correct and incorrect
predictions, helping to understand model behavior.
By comparing different models, the system
identifies the most efficient algorithm for this task.
Ensemble methods, in particular, show strong
performance due to their ability to combine
multiple decision trees and improve prediction
accuracy [7]. This comparative approach ensures
that the best-performing model is selected for final
predictions, making the system more robust and
reliable in real-world scenarios.

The results of the project demonstrate that
advanced ensemble algorithms can significantly
improve the detection of insider threats [7]. Among
all implemented models, CatBoost achieves the
highest accuracy, followed by LightGBM and other
algorithms.  The comparison graph visually
represents the performance of each model, making
it easier to analyze their strengths and weaknesses.
The system also includes a prediction module that
allows users to classify new test data as either
normal activity or an insider attack. This feature
enhances the practical usability of the project,
enabling real-time decision-making. The ability to
accurately detect threats helps organizations
prevent data breaches and maintain security [12].
Overall, the project highlights the importance of
machine  learning in  cybersecurity and
demonstrates how different algorithms can be
applied to solve complex problems. The findings
suggest that selecting the right model is crucial for
achieving optimal performance in threat detection
systems.

In practical environments, identifying insider
threats is not easy because the actions often look
similar to normal user behavior [14]. Many
organizations rely on logs and monitoring tools, but
manually checking large volumes of data is time-
consuming [16]. In this work, machine learning
models are used to analyze user activity and
identify unusual patterns [13]. These models learn
from past data and help in separating normal
actions from suspicious ones. This reduces manual
effort and improves the speed of detection. Such
systems can support security teams in taking faster
decisions and reducing risks. Overall, using data-

driven techniques provides a more efficient way to
handle modern security challenges [15].

Il. RELATED WORK

Butt et al., [2022] [1] examined the problem of
phishing attacks in cloud-based email systems by
applying machine learning and deep learning
techniques. The study highlights how attackers
exploit user trust through deceptive emails, making
detection challenging. The authors implemented
multiple models to classify phishing and legitimate
emails effectively. Their work emphasizes feature
extraction and data preprocessing as key steps in
improving detection accuracy. Deep learning
models showed better performance in identifying
complex patterns compared to traditional
approaches. The research also discussed challenges
such as data imbalance and evolving attack
strategies. Experimental results demonstrated that
intelligent models can significantly enhance email
security. The study concludes that combining
machine learning with cloud-based systems can
improve real-time threat detection. This work
provides a strong foundation for applying Al in
cybersecurity systems.

Le et al., [2019] [2] focused on detecting insider
threats using machine learning-based behavioral
analysis. The study analyzed user activity patterns
to identify abnormal actions that may indicate
malicious intent. The authors proposed models that
learn from historical user behavior and detect
deviations in real time. Their approach helps in
distinguishing between normal and suspicious
activities within an organization. The research
highlighted the importance of feature selection in
improving detection performance. Experimental
results showed that machine learning models can
effectively identify insider threats with high
accuracy. The study also addressed challenges such
as limited labeled data and privacy concerns. The
authors suggested that continuous monitoring
systems are essential for better security. This work
contributes to developing intelligent systems for
proactive threat detection.

Zou et al., [2020] [7] proposed an ensemble-based
approach for detecting insider threats using user
activity logs. The study combined multiple
machine learning models to improve prediction
performance and reliability. The authors
demonstrated that ensemble techniques outperform
single classifiers in handling complex datasets.
Their approach focused on extracting meaningful
features from large volumes of log data. The
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research highlighted the effectiveness of combining
different algorithms to reduce false positives.
Experimental  evaluation showed  improved
accuracy and robustness in threat detection. The
study also discussed the importance of data
preprocessing and normalization. Ensemble
learning was found to enhance the overall system
performance. The authors concluded that hybrid
models are highly suitable for cybersecurity
applications. This work supports the use of
advanced algorithms for insider threat detection.

Apruzzese et al., [2018] [8] analyzed the
effectiveness of machine learning and deep
learning techniques in cybersecurity applications.
The study evaluated different algorithms for
detecting various types of cyber threats. The
authors compared traditional methods with modern
Al-based approaches. Their findings showed that
machine learning provides better adaptability to
new and unknown attacks. The research also
highlighted the limitations of deep learning, such as
high computational requirements. The study
emphasized the need for high-quality datasets for
training effective models. Results indicated that Al
techniques can significantly improve threat
detection rates. The authors discussed future
directions for integrating Al into security systems.
The work provides valuable insights into selecting
suitable algorithms for cybersecurity. It serves as a
reference for researchers developing intelligent
threat detection systems.

Kim et al., [2019] [14] developed an insider threat
detection system based on user behavior modeling
and anomaly detection techniques. The study
focused on identifying unusual user activities that
deviate from normal patterns. The authors applied
machine learning algorithms to analyze behavioral
data. Their approach effectively detects potential
threats without relying on predefined rules. The
research highlighted the importance of continuous
monitoring in  detecting insider  attacks.
Experimental  results showed that anomaly
detection methods can accurately identify
suspicious behavior. The study also discussed
challenges related to false alarms and data
complexity. The authors suggested improving
model accuracy through better feature engineering.
Their work demonstrates the effectiveness of
behavior-based detection systems. This research
contributes to enhancing organizational security
using intelligent methods.

11l. DATASET DETAILS
The dataset used in this project is derived from the

CERT insider threat dataset, which is widely
utilized for analyzing user behavior in

cybersecurity research. It contains a large number
of attributes, with approximately 830 columns
representing different features related to user
activities such as login details, file access, email
communication, and system usage patterns. Each
record in the dataset corresponds to a specific user
action, allowing the system to track behavioral
trends over time. The dataset also includes class
labels that categorize activities as either normal or
potential insider threats. Due to its high
dimensionality, the  dataset provides a
comprehensive view of user interactions within an
organization. However, such complexity requires
careful handling during preprocessing to ensure
meaningful analysis. The richness of the dataset
makes it suitable for training machine learning
models to detect abnormal patterns and identify
suspicious activities effectively.

Before applying machine learning algorithms, the
dataset undergoes several preprocessing steps to
improve its quality and usability. These steps
include handling missing values, removing
irrelevant or redundant features, and converting
categorical data into numerical form. The dataset is
then split into training and testing sets to evaluate
model performance accurately. Visualization
techniques are used to understand the distribution
of class labels, where graphs display the number of
instances for each category. This helps in
identifying any imbalance in the dataset, which can
affect model accuracy. Feature scaling and
normalization are also applied to ensure consistent
data representation. After preprocessing, the dataset
becomes more structured and suitable for training
multiple classification algorithms. This preparation
stage plays a crucial role in achieving reliable
predictions, as well-processed data allows machine
learning models to learn patterns efficiently and
produce accurate results in detecting insider
attacks.

IV. PROPOSED METHODOLOGY

The proposed system begins with uploading the
CERT dataset through a user-friendly interface.
Once the dataset is loaded, it is visualized to
understand its structure and class distribution.
Preprocessing is then performed to clean the data
by handling missing values, encoding categorical
features, and removing irrelevant attributes. After
cleaning, the dataset is divided into training and
testing sets to ensure proper model evaluation. This
step prepares the data for effective learning.
Visualization graphs are also used to observe class
labels and their frequency, helping to identify any
imbalance and improve the overall data quality
before model training.
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After preprocessing, multiple machine learning
algorithms such as Random Forest, AdaBoost,
XGBoost, LightGBM, and CatBoost are applied to
the dataset. Each model is trained using the training
data and evaluated on the testing data using metrics
like accuracy and confusion matrix. The
performance of all models is compared using
graphical representation to identify the most
effective algorithm. Based on the results, the best-
performing model is selected for prediction.
Finally, the system uses this trained model to
classify new test data as either normal behavior or
insider attack, enabling efficient and reliable threat
detection in real-world scenarios.
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Figure [1] : Insider Threat Detection System
Workflow

Figure[1] diagram illustrates the workflow of an
insider threat detection system using machine
learning techniques. It begins with uploading the
CERT dataset followed by data visualization and
preprocessing steps such as cleaning and splitting
the data. Various models like Random Forest,
AdaBoost, XGBoost, LightGBM, and CatBoost are
trained and evaluated to compare their
performance. Based on performance metrics, the
best model is selected and used for attack
prediction. Finally, the system classifies the input
data as either normal behavior or an insider attack.

V. RESULT AND DISCUSSION

The obtained results show that machine learning
models can effectively identify insider threats from
the given dataset. After completing preprocessing
and splitting, each algorithm was trained and tested
under the same conditions. Random Forest
produced stable results with good accuracy, while
AdaBoost and XGBoost showed consistent
improvements  in  prediction  performance.
LightGBM performed faster and achieved higher
accuracy compared to earlier models. Among all,
CatBoost delivered the best overall performance,
reaching close to 97% accuracy. This indicates its
ability to handle complex data more effectively.
LightGBM further improved performance with
faster training time and better accuracy compared
to earlier models. The highest performance was
observed with  CatBoost, which achieved
approximately 97% accuracy, making it the most
effective model in this study. The confusion matrix
provided detailed insights into correct and incorrect
classifications, where most predictions were
aligned along the diagonal, indicating strong model
performance. Additionally, the comparison graph
visually highlighted the differences among
algorithms,  confirming that ensemble-based
methods provide better prediction capability. These
results indicate that advanced boosting algorithms
are highly suitable for insider threat detection tasks.
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Figure [2] : Privilege Escalation Attack
Detection Dashboard

Figure [2] represents the main dashboard of a
machine learning-based system designed to detect
and mitigate privilege escalation attacks in cloud
environments. It provides options to upload the
CERT dataset, preprocess and split the data, and
run various algorithms such as Random Forest,
AdaBoost, XGBoost, LightGBM, and CatBoost.
Users can also view comparison graphs to evaluate
model performance. Finally, the system allows
prediction of potential attacks using test data,
helping in identifying security threats effectively.
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Figure [3] Dataset Class Label Distribution
Graph

Figure [3] graph shows the distribution of class
labels in the dataset used for analysis. It compares
the number of normal instances with insider attack
instances. The chart indicates that normal data
points are higher in count compared to insider
attacks, highlighting a class imbalance. This
visualization helps in understanding the dataset
structure before applying machine learning models.

Algorithm Accuracy Precision Recall Sig;e
0 0 9
Name (%) %) (%) "oy
Random

94.949 96.478 92.424 94.077
Forest

AdaBoost  96.970 97.826  95.455 96.508
XGBoost  97.980 98.529 96.970 97.691
LightGBM  98.990 99.254 98.485 98.855
CatBoost  98.990 99.254 98.485 98.855

Table[1] : Performance Comparison of Machine
Learning Algorithms for Privilege Escalation
Attack Detection

The table [1] presents a comparative analysis of
multiple machine learning algorithms using
accuracy, precision, recall, and F1-score. Among
all models, LightGBM and Extension CatBoost
achieve the highest performance across all
evaluation metrics. The results indicate that
advanced ensemble methods provide more accurate
and reliable detection of privilege escalation attacks
compared to other algorithms.
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Figure [4] : All Algorithms Performance
Comparison

Figure[4] The chart compares the performance of
five algorithms: AdaBoost, Extension CatBoost,
LightGBM, Random Forest, and XGBoost. Each
algorithm is evaluated based on four important
metrics that determine the effectiveness of
classification models. From the graph, Extension
CatBoost achieves the highest scores across all
metrics, indicating superior performance in
accurately detecting and classifying data instances.
LightGBM and XGBoost also demonstrate strong
and consistent results, making them reliable
alternatives. AdaBoost shows moderate
performance, while Random Forest performs
slightly lower compared to the others. Overall, the
graph highlights that Extension CatBoost is the
most effective algorithm for this system, providing
the best balance between precision, recall, and
overall accuracy.
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Figure [5]: Test Data Processing and Attack
Prediction Output

The Figure[5] The system displays processed test
data in the form of numerical feature vectors after
preprocessing. These features are analyzed using
trained machine learning models to detect patterns.
Based on the analysis, the system classifies the data
as either Normal or Insider Attack. This output
helps in identifying potential security threats in an
efficient and automated manner.
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DISCUSSION

The experimental outcomes clearly indicate that
choosing the right algorithm plays an important
role in threat detection tasks. Models based on
ensemble learning, such as Random Forest and
boosting techniques, performed better because they
can manage large and complex datasets. CatBoost,
in particular, showed better results due to its ability
to handle categorical features efficiently and avoid
overfitting. It was also observed that proper
preprocessing had a direct impact on model
performance. When the data was clean and well-
structured, the models were able to learn patterns
more effectively. The preprocessing stage also
played a crucial role in improving model
efficiency, as clean and structured data allowed the
algorithms to learn meaningful patterns. The
comparison graph provided a clear understanding
of how each algorithm performed across different
metrics, helping in identifying the most reliable
model. However, the study also indicates that
model performance may vary depending on dataset
characteristics and feature selection techniques.
Despite achieving high accuracy, continuous
improvement is necessary to handle evolving attack
patterns. Overall, the system demonstrates that
machine learning can significantly enhance the
detection of insider threats, offering a practical and
scalable solution for modern cybersecurity
challenges.

VI. CONCLUSION

This project demonstrates a practical method for
detecting insider threats using machine learning
techniques applied to the CERT dataset. The
overall process includes data preparation,
visualization, model training, and performance
evaluation. Several algorithms were tested,
including Random Forest, AdaBoost, XGBoost,
LightGBM, and CatBoost, to understand their
effectiveness. Among these, CatBoost produced the
best results, making it a suitable choice for this
task. The use of visual tools such as graphs and
confusion matrices helped in clearly interpreting
the outcomes. From this study, it is clear that
machine learning can support security systems in
identifying insider threats more efficiently. The
models tested in this work show that automated
detection is both feasible and reliable. Although the
results are promising, further improvements can be
made by using real-time data and more advanced
techniques. Future work may also focus on
deploying the system in practical environments.
Overall, this approach can be useful for
organizations looking to strengthen their internal
security mechanisms.
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