ISSN: 3068-272X

www.ijdim.com

International Journal of

DATA SCIENCE AND IOT MANAGEMENT SYSTEM

Original Research Paper

Intelligent Intrusion Detection Framework Using Rule-
Guided and Deep Learning Techniques

Md Ashique Hussain', Mohammed Rayan Raheem Khan?, Mehsan Bin Saleh®, Mohammed
Omer Hussain®

LAssistant Professor, Department of CSE (Data Science),
Lords Institute of Engineering and Technology, Hyderabad, Telangana, India.

234UG Students, Department of CSE (Data Science),
Lords Institute of Engineering and Technology, Hyderabad, Telangana, India.

Abstract— This work introduces an intelligent
intrusion detection framework that combines rule-
guided preprocessing and advanced machine
learning techniques to accurately identify and
classify network attacks using the NSL-KDD
dataset. The system provides an interactive
interface covering all essential steps, including
dataset upload, preprocessing, model training,
and performance evaluation. During
preprocessing, categorical attack labels are
transformed into numerical identifiers to make
the data compatible with machine learning
algorithms, and the dataset is partitioned into
training and testing sets for unbiased evaluation.
Four algorithms—Support Vector Machine
(SVM), Random Forest, Deep Neural Network
(DNN), and Extreme Learning Machine (ELM)—
are implemented and compared, with their
predictive performance measured in terms of
accuracy. Experimental analysis shows that SVM
and Random  Forest deliver  moderate
classification results, whereas the DNN achieves
lower accuracy by effectively capturing complex,
nonlinear patterns in network traffic. The ELM
demonstrates the advantage of rapid training,
offering a fast yet reasonably accurate alternative.
Visualization tools within the interface provide
clear  comparative insights into  model
performance, highlighting the ELM as the most
effective method. Overall, the framework delivers
a structured and efficient solution for intrusion
detection research, demonstrating the benefits of
deep learning approaches and laying the

groundwork for scalable, real-time cybersecurity
monitoring systems.
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I. INTRODUCTION

The growing frequency and sophistication of cyber-
attacks have made intrusion detection systems (IDS)
an essential component of modern network security
[1]. Detecting unauthorized or malicious activity
within network traffic is crucial for preventing data
breaches, service interruptions, and financial losses
[9]. Traditional signature-based IDS methods are
effective for known attacks but often fail to detect
new or evolving threats [12]. This project proposes
an intelligent intrusion detection framework using the
NSL-KDD dataset, offering a comprehensive
platform for data upload, preprocessing, model
training, and performance assessment [7]. By
integrating both conventional and deep learning
approaches, the framework enables a systematic
comparison of detection capabilities under consistent
experimental conditions [11].

The system is designed with a user-friendly interface,
making it accessible to both novice and expert users.
By executing a simple ‘run.bat’ file, the system
launches an interactive dashboard that guides users
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through all critical stages, from dataset upload to
model evaluation. Users can navigate each step
easily, ensuring that the dataset is properly formatted,
pre-processed, and prepared for machine learning
tasks. This simplifies operations such as converting
categorical labels into numeric representations and
running various algorithms, allowing users to focus
on analyzing results rather than technical
configurations.

Once the NSL-KDD dataset is uploaded,
preprocessing transforms categorical attack types into
numeric  identifiers suitable for algorithmic
processing [5]. Data cleaning ensures consistency,
which is critical for reliable model training and
evaluation. The preprocessed dataset is then divided
into training and testing subsets, allowing models to
learn patterns from historical network behavior while
being tested on unseen data to evaluate generalization
performance [8]. The system implements four
algorithms:  Support Vector Machine (SVM),
Random Forest, Deep Neural Network (DNN), and
Extreme Learning Machine (ELM). SVM and
Random Forest are traditional algorithms known for
their simplicity and robustness and serve as baseline
models for comparison [5]. Training these models on
the same dataset provides a reference point for
evaluating improvements achieved through deep
learning approaches. SVM achieves an initial
accuracy of approximately 52%, while Random
Forest yields a comparable result, highlighting the
limitations of conventional methods in capturing
complex network traffic patterns [11]. These results
emphasize the necessity of advanced techniques to
improve detection performance.

The Deep Neural Network (DNN) forms the core of
the framework, utilizing multiple hidden layers to
extract hierarchical representations of input features
[10]. This enables the detection of intricate attack
patterns that simpler models may overlook. The DNN
achieves less accuracy compared to traditional
methods, though results may vary slightly due to
random initialization of hidden layers. Users can
configure the number of hidden layers, and in this
implementation, eight hidden layers are applied to
enhance feature learning. Graphical visualization of
model performance is available via the interface,
allowing users to compare algorithms clearly and
intuitively [4]. Additionally, the Extreme Learning
Machine (ELM) is incorporated to provide a fast-
training alternative, demonstrating the trade-off
between rapid learning and predictive accuracy.
Overall, this framework presents a structured,

efficient, and interactive approach for intrusion
detection research, emphasizing the advantages of
deep learning over conventional models and offering
a practical foundation for scalable, real-time network
security solutions [11].

Il. LITERATURE SURVEY

Recent research in intrusion detection has explored
both traditional machine learning approaches and
advanced deep learning architectures to improve
detection accuracy and handle complex attack
patterns. Staudemeyer (2015) investigated the use of
long short-term memory (LSTM) networks for
intrusion detection, emphasizing their capability to
capture sequential dependencies in network traffic.
Traditional algorithms often fail to recognize long-
term temporal patterns, but LSTM networks maintain
memory over extended sequences, allowing them to
detect both known and previously unseen attacks.
The study processed network sessions to identify
subtle anomalies and demonstrated that LSTM
models can achieve higher detection rates compared
to conventional methods. The research highlighted
the importance of considering temporal relationships
in network traffic and laid the groundwork for
integrating  sequential  modeling into  IDS
frameworks. By leveraging LSTM networks,
intrusion detection systems can improve anomaly
recognition, even under evolving attack scenarios.

Venkatraman et al. (2018) explored the use of data
visualization to identify zero-day malware attacks.
Their framework transformed network and system
data into graphical representations, enabling security
analysts to detect abnormal patterns that automated
systems may overlook. By combining visual analytics
with machine learning, the study showed that
analysts could make more informed decisions and
achieve higher detection accuracy for previously
unknown threats. The research underscored the
importance of human-in-the-loop approaches, where
intuitive  visual cues complement algorithmic
predictions. This approach reduces reliance on
traditional signature-based systems and adapts to
diverse datasets and evolving attack behaviors. The
study highlighted how integrating visualization
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techniques with automated learning can strengthen
real-time intrusion detection capabilities.

Mishra et al. (2018) conducted a comparative study
of multiple machine learning algorithms for intrusion
detection, evaluating both traditional models, such as
Support Vector Machine (SVM) and Random Forest,
and deep learning approaches. The study assessed
performance in terms of accuracy, computational
efficiency, and scalability. Results indicated that deep
learning models outperform conventional algorithms
when handling complex and high-dimensional attack
datasets. The importance of preprocessing and feature
selection was emphasized as a critical factor for
improving model performance. While traditional
methods performed adequately for simple attacks,
deep architectures were more effective at detecting
complex intrusion patterns. The study provided
valuable insights into selecting appropriate models
for different network environments and highlighted
the need for adaptive mechanisms to cope with
evolving cyber threats.

Hubballi et al. (2011) introduced Sequencegram, an
n-gram based method for analyzing system call
sequences to detect anomalous behavior in software
applications. Sequencegram does not rely on prior
knowledge of attack types; instead, it learns normal
patterns and identifies deviations as potential
intrusions. Experiments demonstrated high detection
accuracy, showing the effectiveness of sequence-
based anomaly detection. This method emphasized
analyzing process-level behavior to identify subtle
deviations that indicate malicious activity. The study
established a foundation for subsequent research on
system call-based intrusion detection and illustrated
how n-gram models can capture both local and global
anomalies in program execution. Sequencegram and
similar techniques provide scalable, structured
methods  for behavior-based cybersecurity,
complementing network-based approaches.

Overall, these studies demonstrate the increasing
importance of integrating advanced machine learning
and deep learning methods into intrusion detection
frameworks. While traditional models such as SVM
and Random Forest provide baseline performance,
deep architectures including LSTM and DNN offer
improved detection of complex and evolving attacks.
Visualization techniques further enhance
interpretability,  supporting human-in-the-loop
decision-making. Sequence-based anomaly detection
adds another dimension by analyzing system-level
behaviors, highlighting the multi-faceted approaches
required to build robust and adaptive intrusion

detection systems. Collectively, the literature
provides a strong foundation for developing
integrated frameworks that combine traditional, deep
learning, and behavior-based techniques to enhance
network security.

I11. DATASET DESCRIPTION

The dataset employed in this study is the NSL-KDD
dataset, an enhanced version of the widely used KDD
Cup 1999 dataset designed specifically for evaluating
intrusion detection systems. It contains network
traffic records labeled as either normal activity or one
of several attack types, providing a comprehensive
benchmark for IDS research. Each record in the
dataset comprises 41 features, which include
connection-level information such as duration,
protocol type, service, source and destination bytes,
and various network flags. These features are a
mixture of categorical and numerical attributes,
which collectively describe the characteristics of
network connections and enable the detection of
anomalous behavior.

The attacks are organized into four main categories:
Denial of Service (DoS), Probe, User to Root (U2R),
and Remote to Local (R2L). DoS attacks aim to
overwhelm system resources, whereas Probe attacks
involve scanning networks to identify vulnerabilities.
U2R attacks focus on gaining unauthorized root
privileges, and R2L attacks attempt unauthorized
access from a remote machine. This classification
allows the system to evaluate performance not only
on overall detection accuracy but also across different
attack types, providing a detailed understanding of
algorithm capabilities.

NSL-KDD was developed to overcome the
limitations of the original KDD 1999 dataset, which
contained redundant and duplicate records that could
bias model evaluation. By removing repeated
instances, NSL-KDD ensures that training and testing
sets reflect more realistic network traffic, facilitating
fair and unbiased evaluation. The dataset is divided
into separate training and testing subsets, allowing
models to be trained on historical patterns while
being evaluated on unseen data to assess
generalization capability.

Preprocessing is a critical step for preparing the NSL-
KDD dataset. Categorical features such as protocol
type, service, and network flags must be converted
into numerical representations that machine learning
algorithms can process effectively. Attack labels are
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similarly encoded into numeric identifiers, enabling
classification algorithms to distinguish between
attack types and normal traffic. Additionally,
preprocessing  includes data  cleaning and
normalization to handle inconsistencies, ensuring
robust model training.

The NSL-KDD dataset is widely adopted in IDS
research due to its realistic representation of network
traffic and variety of attack types. Its structured
format allows systematic experimentation with
different machine learning and deep learning
algorithms, facilitating direct comparison of model
performance. By using NSL-KDD, researchers can
benchmark new methods, evaluate detection
capabilities across diverse attack scenarios, and
ensure that models are capable of handling both
straightforward and complex network intrusions.
Overall, NSL-KDD provides a reliable and
standardized foundation for developing and testing
intelligent intrusion detection frameworks.

IV. IMPLEMENTATION DETAILS

The proposed intrusion detection system is
implemented to provide a fully integrated and
interactive workflow, guiding users through each
stage from dataset upload to model evaluation.
Execution begins with a simple run.bat file, which
launches an intuitive graphical interface that requires
no advanced technical knowledge. This interface
allows users to perform all critical steps, including
dataset upload, preprocessing, model training, and
performance visualization, in a structured manner.
The goal is to simplify the overall process, enabling
both researchers and practitioners to focus on
analysis rather than technical setup.

The first step in implementation involves uploading
the NSL-KDD dataset via the interface. The system
accepts the dataset in its original form and initiates
preprocessing immediately after upload.
Preprocessing includes the transformation of
categorical attributes—such as protocol type, service,
and network flags—into numerical values that
machine  learning  algorithms can  handle.
Additionally, attack types are encoded into numeric
identifiers to support effective classification. This
step also includes normalization and data cleaning,
which ensure consistency and improve model
reliability. Once preprocessing is complete, the
dataset is divided into training and testing subsets.
This separation allows models to learn patterns from
historical traffic while being evaluated on unseen

data to provide an unbiased assessment of predictive
accuracy.

The system incorporates several machine learning
algorithms to perform intrusion detection. Traditional
methods such as Support Vector Machine (SVM) and
Random Forest are implemented as baseline models
to provide reference performance levels. Users can
run these algorithms individually and view their
prediction accuracy directly within the interface.
Advanced techniques, specifically Deep Neural
Networks (DNN), are also included to handle
complex patterns in high-dimensional network data.
The DNN is configurable, allowing users to set the
number of hidden layers and neurons. In the example
configuration, the DNN uses eight hidden layers.

In addition to SVM, Random Forest, and DNN, the
system integrates the Extreme Learning Machine
(ELM) as a fast-training alternative. ELM provides
rapid model training while maintaining competitive
accuracy, offering a useful trade-off between speed
and predictive capability. By including multiple
learning  strategies, the system allows a
comprehensive comparison of detection performance
under different computational constraints.

The interface also emphasizes interpretability through
visualizations. Users can generate accuracy graphs
that compare the performance of all implemented
algorithms. The x-axis represents algorithm names,
while the y-axis shows accuracy percentages,
highlighting the ELM as the most effective method.
These visualizations make it easy to identify which
model performs best and support informed decisions
regarding deployment in real-time network
monitoring scenarios. By combining preprocessing,
multi-algorithm  implementation, and graphical
analysis in a single platform, the system provides a
complete, structured, and user-friendly framework for
intrusion detection research. This design ensures that
experimentation, evaluation, and analysis can be
conducted efficiently, laying the foundation for
scalable and reliable cybersecurity solutions.

V. PROPOSED METHODOLOGY

The methodology for the proposed intrusion
detection framework is designed to provide a
systematic and efficient approach for identifying and
classifying network attacks. The process begins with
dataset acquisition, where the NSL-KDD dataset is
utilized as a benchmark for network traffic analysis.
This dataset contains records of both normal network

International Journal of Data Science and 10T Management System

1JDIM, 2026, 5 (1), 995-1002 | 998



ISSN: 3068-272X

www.ijdim.com

International Journal of

DATA SCIENCE AND IOT MANAGEMENT SYSTEM

Original Research Paper

activity and various types of attacks, each described
through 41 distinct features, including connection
duration, protocol type, service, and byte counts.
Using this dataset ensures a comprehensive
representation of real-world network scenarios,
providing a reliable foundation for evaluating the
effectiveness of intrusion detection models.

Following dataset acquisition, preprocessing is
performed to handle categorical data and convert
attack labels into numeric values. This transformation
is essential because machine learning algorithms
require numerical input for computation. Data
cleaning is also performed during this stage to
remove inconsistencies, missing values, and
redundant entries, ensuring that the models are
trained on accurate and representative data. After
preprocessing, the dataset is partitioned into training
and testing subsets. The training set allows
algorithms to learn from historical traffic patterns,
while the testing set provides a means to evaluate
model performance on unseen data, ensuring the
reliability and generalizability of the results.

The core stage of the methodology involves
implementing multiple machine learning algorithms
for intrusion detection. Traditional methods, such as
Support Vector Machine (SVM) and Random Forest,
serve as baseline models due to their robustness,
simplicity, and wide adoption in network security.
These algorithms provide a reference point to assess
the advantages of more advanced techniques. For
capturing complex and nonlinear patterns, Deep
Neural Networks (DNN) are incorporated into the
framework. The DNN is structured with multiple
hidden layers, allowing hierarchical feature
extraction and improved detection of sophisticated
attack types. Users can configure the depth and size
of the network, with the example setup employing
eight hidden layers to enhance detection accuracy.

Additionally, the methodology integrates the Extreme
Learning Machine (ELM), which emphasizes rapid
training while maintaining competitive accuracy. By
including ELM, the framework enables comparison
of learning strategies not only in terms of predictive
performance but also computational efficiency. This
inclusion provides insight into trade-offs between
speed and accuracy, which is valuable in real-time
deployment scenarios.

The final phase of the methodology focuses on
evaluation and visualization. Each model is tested on
the unseen portion of the dataset, and prediction
accuracy is recorded. Accuracy graphs are generated

to facilitate comparative analysis, with the x-axis
representing algorithm names and the y-axis showing
their corresponding performance. These
visualizations allow users to interpret results quickly
and identify the most effective model for
deployment. The integration of preprocessing, multi-
algorithm implementation, and visualization within a
single user-friendly interface ensures a seamless and
structured workflow. This methodology provides a
reliable, scalable, and accessible framework for
intrusion detection, supporting comparative analysis
and the development of real-time cybersecurity
solutions.
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Figure 1: system architecture of the proposed
model

VI. RESULT AND DISCUSSION

The proposed intrusion detection system was
evaluated using the NSL-KDD dataset to measure the
performance of different machine learning models in
detecting network attacks. The system implements
four algorithms: Support Vector Machine (SVM),
Random Forest, Deep Neural Network (DNN), and
Extreme Learning Machine (ELM). Each algorithm
was trained on the same pre-processed training set
and evaluated on a testing set to ensure consistency
and fair comparison.

The SVM model achieved a prediction accuracy of
approximately 52%, reflecting its moderate capability
in classifying network traffic into normal and attack
categories. Similarly, the Random Forest algorithm
achieved comparable performance, indicating that
traditional machine learning methods may struggle
with complex and high-dimensional network data. In
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contrast, the Deep Neural Network demonstrated
higher accuracy, successfully capturing complex
patterns and nonlinear relationships in the data. The
accuracy of the DNN can vary slightly across
different runs due to the random initialization of
hidden layers, but overall, it outperformed the
baseline models. For this study, the DNN was
configured with eight hidden layers to enhance
feature learning and improve detection performance.

The Extreme Learning Machine (ELM) was also
evaluated to provide a fast-training alternative. While
its training time was significantly lower than that of
the DNN, its detection accuracy was greater,
demonstrating a trade-off between speed and
predictive performance. The graphical visualization
of model accuracies allows for easy interpretation
and comparison. These results confirm the
advantages of deep learning approaches in handling
complex network intrusion data, while traditional

algorithms  still ~ provide  reliable  baseline
performance.
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Figure 2: Accuracy Comparison of Different
Machine Learning Algorithms

This figure [2] illustrates the prediction accuracy of
SVM, Random Forest, DNN, and ELM on the NSL-
KDD testing dataset. The x-axis represents the
algorithm names, while the y-axis indicates the
accuracy percentages. The ELM is highlighted as the
proposed technique, showing the highest accuracy
among all models.

In conclusion, the results indicate that deep learning-
based ELM provides the most effective detection
performance, making it suitable for real-time
intrusion  detection  applications.  Traditional
algorithms like SVM and Random Forest offer
moderate accuracy and can serve as efficient
alternatives when computational resources are
limited. ELM demonstrates potential for scenarios
where rapid model training is required. The
visualization of results supports informed decision-
making regarding algorithm selection in network
security systems.

Algorithm Accuracy Training Detection

(%) Time Capability
Support Vector
Machine 52 Moderate  Moderate
(SVM)
Deep Neural

Network 33 low low
(DNN)

Extreme

Learning . Moderate-
Machine 82 Lok High
(ELM)

VII. CONCLUSION

This research presents a comprehensive intrusion
detection framework designed to identify and classify
network attacks using the NSL-KDD dataset. The
system integrates multiple machine learning
algorithms, including Support Vector Machine
(SVM), Random Forest, Deep Neural Network
(DNN), and Extreme Learning Machine (ELM),
allowing a comparative evaluation of detection
performance. Each algorithm was trained on a pre-
processed training set and tested on unseen data to
ensure consistent and reliable results. Experimental
soutcomes reveal that traditional algorithms, such as
SVM and Random Forest, provide moderate to high
accuracy, demonstrating their reliability for
classifying network traffic under varying attack
scenarios. In contrast, the Deep Neural Network,
despite being a deep learning approach, achieved the
lowest accuracy among all models in this study. This
result emphasizes that deeper models do not always
guarantee better performance, particularly when
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applied to datasets with certain feature distributions
or  high-dimensional  sparsity. The DNN’s
underperformance suggests that network-specific
characteristics and feature encoding can impact the
effectiveness of deep  hierarchical models,
highlighting the importance of selecting suitable
algorithms for a given dataset.

The Extreme Learning Machine (ELM) demonstrated
strong performance, achieving high accuracy with
significantly reduced training time. This makes ELM
a promising candidate for real-time intrusion
detection applications where rapid deployment and
quick learning are critical. The framework’s user-
friendly interface simplifies preprocessing, model
training, and performance visualization, enabling
both novice and experienced users to conduct
experiments efficiently. Accuracy graphs allow clear
interpretation of results, making it easy to compare
model performance and identify the most suitable
approach for practical deployment.

Overall, the study establishes a structured and
efficient  method  for  intrusion  detection,
demonstrating that traditional and fast-learning
algorithms like Random Forest, SVM, and ELM can
outperform deeper neural networks in certain
contexts. The proposed system provides a solid
foundation for real-time cybersecurity solutions,
supporting scalable, accurate, and efficient detection
of network intrusions. The insights gained from this
study can guide future research in optimizing
algorithm selection, improving feature engineering,
and developing adaptive models capable of handling
dynamic and evolving network threats effectively.
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