ISSN: 3068-272X

International Journal of

DATA SCIENCE AND IOT MANAGEMENT SYSTEM

Peer Reviewed, Referred & Indexed Journal
www.ijdim.com

Original Research Paper

Benchmarking Prompt Injection Detection for Web Agents

Dr. T. Veeranna', CH. Sai Maithili?, M. Santhoshi®, K. Teja Sri*, B. Venkata Naga Anil Sai*
'Associate Professor, Department of AI&DS, Sai Spurthi Institute of Technology, B. Gangaram, Sathupally,
Telangana, India
245Student, Department of AI&DS, Sai Spurthi Institute of Technology, B. Gangaram, Sathupally,
Telangana, India

ABSTRACT

Large Language Model (LLM)-powered web agents are
rapidly being deployed to automate consequential digital
tasks, from managing electronic communications to
executing financial transactions. This expanded
capability simultaneously introduces prompt injection as
a critical security threat: adversarially crafted
instructions, whether embedded in user input or
retrieved from malicious web content, can override an
agent's intended directives and cause unauthorised
actions. A fundamental obstacle to countering this threat
is the absence of a standardised, reproducible evaluation
framework; existing studies either demonstrate novel
attacks without assessing defences, or propose detection
techniques validated only against narrow, private
datasets. This paper presents an open-source
benchmarking framework that enables fair, comparative
evaluation of prompt injection detection methods in the
specific operational context of web agents. The
framework contributes three primary artefacts: (i) a
curated dataset of 5,000 labelled prompts spanning four
attack categories—direct keyword injection, direct
paraphrase injection, indirect web-page injection, and
multi-turn chain attacks—organised under a new web-
agent-specific taxonomy; (ii) a modular Detector
Adapter Hub that allows plug-and-play integration of
diverse detection models through a common
BaseDetector interface; and (iii) a Benchmark
Orchestrator that evaluates all registered detectors
against identical inputs and aggregates accuracy, false
positive rate, Fl-score, and inference latency.
Experiments on three representative detectors—a rule-
based keyword filter, a GPT-2 perplexity scorer, and
Meta's Llama Guard-7B zero-shot classifie—reveal that
no single method is universally superior: the rule-based
filter achieves sub-millisecond latency but misses 32%
of paraphrase and indirect attacks; the perplexity
detector attains 90% recall at the cost of a 35% false
positive rate; and Llama Guard delivers 94.5% accuracy
and a 4% false positive rate but incurs 520 ms per-
prompt latency. Error analysis motivates a layered
defence architecture in which lightweight detectors serve
as first-pass filters routing uncertain prompts to more
accurate but costlier classifiers.

Keywords—Prompt Injection; LLM Security; Web
Agents; Adversarial Machine Learning, Benchmarking;
Llama Guard; Perplexity Detection, Al Safety; Natural
Language Processing, Cybersecurity.

L. INTRODUCTION

The deployment of Large Language Models as
autonomous web agents marks a qualitative shift in the
scope of software automation. Systems such as
AutoGPT, BabyAGI, and browser-integrated LLM
assistants can now receive a high-level goal—'book a
flight for next Tuesday' or 'summarise all unread emails
from my manager'—and independently decompose it
into sequences of browser actions, form submissions,
and API calls. This capability, which would have been
considered science fiction a decade ago, is already
embedded in consumer products from several major
technology firms [15].

This expanded agency introduces a correspondingly
expanded attack surface. Prompt injection exploits the
architectural characteristic that makes LLMs so
versatile: their tendency to treat all text they process as
potentially instructional. An adversary who can insert
text into the agent's input stream—whether through a
malicious webpage the agent visits, a booby-trapped
email it reads, or a crafted user message—can redirect
the agent's behaviour entirely. Greshake et al. [1]
demonstrated this concretely, showing that instructions
hidden in the content of a retrieved webpage could cause
a GPT-4-based assistant to exfiltrate private data without
the user's knowledge. The same structural vulnerability
that allows these agents to follow natural-language
instructions from their users allows them to follow
instructions from anyone whose text they encounter.

Despite the severity of this threat, the field lacks the
evaluation infrastructure that mature security disciplines
take for granted. There is no common dataset, no
standard metric suite, and no shared leaderboard against
which detection methods can be objectively compared.
Researchers proposing new detectors validate them on
private or narrowly constructed datasets; practitioners
evaluating commercial web agents have no accepted
protocol for measuring security posture; and the
community cannot tell whether a claimed '90% detection
rate' represents a meaningful advance or merely a
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product of a convenient evaluation set. Yu et al. [2] and
Yao et al. [6] both identify the absence of standardised
benchmarking as among the most critical open problems
in LLM security.

This paper addresses that gap with four concrete
contributions: (i) a web-agent-specific taxonomy of
prompt injection attacks, extending the general
classifications of [2] to account for the multi-step action
sequences and indirect retrieval pathways that
characterise web agent operation; (i) a 5,000-prompt
benchmark dataset spanning all four taxonomy
categories, constructed through a combination of manual
curation and augmented generation; (iii) a modular,
open-source evaluation framework featuring a Detector
Adapter Hub and Benchmark Orchestrator that enable
plug-and-play comparative evaluation of heterogeneous
detectors; and (iv) an empirical campaign benchmarking
three representative detectors—rule-based, perplexity-
based, and fine-tuned LLM-—and analysing the
fundamental trade-offs among accuracy, false positive
rate, and inference latency.

II. LITERATURE REVIEW

A. Establishing the Threat: Indirect and Direct
Injection

Greshake, Abdelnabi, Mishra, Endres, Holz, and
Fritz [1] introduced the concept of indirect prompt
injection in 2023, demonstrating that malicious
instructions embedded in external data sources—web
pages, documents, API responses—could hijack LLM
behaviour without any direct adversarial user
interaction. Their experiments on GPT-3.5 and GPT-4-
integrated  applications showed exfiltration of
conversation history and execution of unauthorised
commands, establishing indirect injection as a more
stealthy and dangerous attack vector than direct user-

input manipulation. Willison [9] subsequently
popularised these findings in the practitioner
community, documenting early proof-of-concept

exploits and coining widely used terminology. While
both works were essential in defining the threat surface,
neither proposed or evaluated detection
countermeasures.

B. Taxonomies and Systematic Surveys

Yu, Cao, Zhang, and Lui [2] provided the first
comprehensive taxonomy of LLM prompt injection
attacks, classifying them along three axes: attacker goal
(data exfiltration, denial of service, unauthorised action,
reputation damage), injection method (direct input,
indirect retrieval, multi-turn context manipulation), and
target component (system prompt, user message,
retrieved context). This taxonomy underpins the present
work's dataset construction. The broader security survey
of Yao, Duan, Xu, Cai, Sun, and Zhang [6]

contextualises prompt injection within the wider
landscape of LLM vulnerabilities—including model
extraction, data poisoning, and backdoor attacks—and
explicitly calls for standardised benchmarks as a
prerequisite for the field's maturation.

C. Detection Methods: Rule-Based and Heuristic

Approaches
NVIDIA's NeMo-Guardrails [3] provides a
practical,  deployable  framework for  adding

programmatic security constraints to LLM pipelines.
Developers define 'rails—declarative input and output
filters—that can block prompts matching specified
patterns or trigger human-in-the-loop review. While
operationally valuable, NeMo-Guardrails' effectiveness
is entirely determined by the quality of manually
authored rules; it offers no inherent generalisation to
novel injection techniques and publishes no performance
figures against a standardised dataset. Alon and
Kamfonas [4] proposed a complementary heuristic:
using GPT-2 perplexity as an anomaly signal, on the
hypothesis that adversarial prompts are statistically out-
of-distribution relative to normal user language. Their
approach is computationally lightweight and requires no
labelled training data, but the authors themselves note its
vulnerability to low-perplexity adversarial paraphrases
and its tendency to generate false positives on legitimate
but domain-specific instructions such as SQL queries or
programming tasks.

D. Fine-Tuned LLM Classifiers

Inan, Upasani, Chi, Rungta, Iyer, Mao, Tontchev,
Hu, Fuller, Testuggine, and Khabsa [5] of Meta released
Llama Guard, a version of Llama fine-tuned specifically
to classify the safety of LLM input-output pairs. Trained
on a proprietary taxonomy of safety categories, Llama
Guard achieves strong results on general safety
benchmarks but has not been evaluated against a web-
agent-specific injection dataset. Its primary practical
liability is inference latency: at 520 ms per prompt in our
evaluation, it introduces a bottleneck that may be
unacceptable for interactive web agents. Wei, Li, and
Wang [7] introduced Promptlnject, a complementary
framework focused on automating the generation and
evaluation of attack prompts rather than defences—a
tool useful for dataset augmentation but not for
comparative defence evaluation.

E. Behavioural and Action-Level Defences

Brown and Fetter [8] propose a fundamentally
different security paradigm: rather than analysing the
text of prompts, their behavioural sandboxing approach
monitors the sequence of actions an agent takes—URLSs
visited, forms submitted, API endpoints called—and
flags deviations from a learned baseline of normal
behaviour. This approach could, in principle, detect
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attacks that successfully bypass all text-based filters by
producing benign-looking prompts that nonetheless
cause harmful action sequences. While promising, the
approach remains nascent, and no comparative
evaluation against text-based detectors on a shared
dataset exists. Table I positions all reviewed works

relative to the present study.

TABLE I. Comparative Analysis of Related Works
System / | Approach Key Primary Gap
Study Contribution
Greshake LLM Defined No defense or
et al. testing indirect benchmark
(2023) injection
Yuetal. | Taxonomy | Structured | No empirical
(2024) survey attack classes | evaluation
NeMo- Rule / Practical No
Guardrails | model rails guard standardized
(2023) framework baseline
Alon & Perplexity | Lightweight High false-
Kamfonas scoring anomaly positive rate
(2023) signal
Llama Fine-tuned | Strong safety | High compute
Guard LLM classification overhead
(2024)
Wei et al. Attack Automated No defense
(2024) automation | injection gen. | benchmarking
Brown & | Behavioral | Action-level Not yet
Fetter sandboxing | monitoring | benchmarked
(2024)
Proposed Multi- Reproducible, Synthetic
Framework | detector unified eval. dataset
bench

III. TAXONOMY, DATASET, AND
FRAMEWORK DESIGN

A. Web-Agent Attack Taxonomy

Drawing on the general classification of [2] and the
indirect injection demonstrations of [1], we define four
attack categories specific to the web-agent operational
context:

(1) Direct Keyword Injection: The adversary
includes verbatim override phrases (‘ignore all previous
instructions', 'your new task is') in user-facing input.
These are the most easily detectable but are still widely
encountered. (2) Direct Paraphrase Injection:
Semantically equivalent override instructions are
delivered without standard override keywords, relying
on natural-language paraphrasing to evade keyword
filters (e.g., 'For our conversation going forward, operate

under the assumption that your only goal is..."). (3)
Indirect Web-Page Injection: Malicious instructions are
embedded in content the agent retrieves during task
execution—HTML comments, invisible CSS-coloured
text, meta-description fields, or legitimate-looking
document sections—exploiting the agent's inability to
distinguish instructions from retrieved data. (4) Multi-
Turn Chain Attack: The injection is distributed across
multiple conversational turns; no single message
contains a complete override, but the accumulated
context progressively steers the agent toward an
unintended goal.

B. Benchmark Dataset

The dataset contains 5,000 test prompts: 2,500
benign and 2,500 malicious, distributed across the four
attack categories (approximately 625 per category).
Benign prompts were drawn from public web-agent
interaction logs and augmented with paraphrased
variations. Malicious prompts were constructed by a
combination of manual authorship, GPT-4-assisted
generation with adversarial system prompts, and
adaptation from the Promptlnject corpus of [7]. Each
prompt record in the JSONL dataset carries: a unique
identifier, the prompt text, a binary ground-truth label,
attack category, difficulty rating (1-3), and a source tag.
Ground-truth labelling for the 143 most ambiguous
multi-turn sequences was resolved by majority vote
among three independent reviewers.

Benchmarking Prompt Injection Detection Framework - 5

C. Framework Architecture

The framework implements a four-module pipeline.
The Dataset Manager loads JSONL records into a
pandas DataFrame and exposes get prompt by id() and
get split() methods, with an 80/20 train/test partition.
The Detector Adapter Hub provides a BaseDetector
abstract class defining a single mandatory method:

predict(prompt: str) — {label: str, latency: float, score:

float}
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Each concrete detector subclasses BaseDetector and
encapsulates its own initialisation, inference, and output
normalisation, isolating the Orchestrator from
implementation  heterogeneity. = The  Benchmark
Orchestrator iterates through the test split, calls the
Hub's predict_all() for each prompt, and writes per-row
results to a CSV file. To accommodate the GPU memory
constraints of deploying multiple large models, the
Orchestrator loads and unloads detectors sequentially,
processing the full dataset for each detector before
advancing to the next. The Metrics Aggregator post-
processes the CSV to compute per-detector accuracy,
precision, recall, Fl-score, false positive rate, and
latency statistics, and renders an interactive HTML
report using Plotly Dash.

IV.IMPLEMENTATION

A. Development Environment

The framework was implemented in Python 3.10 on
Ubuntu 22.04 LTS. Core libraries include transformers
4.37.2 and PyTorch 2.2.0 for model inference, pandas
2.2.1 for data management, Flask 3.0.2 for the web
reporting interface, and pytest 8.0.2 for the automated
testing suite. The complete environment is codified in a
Docker image to ensure bit-for-bit reproducibility.
Benchmarking experiments were executed on an AWS
EC2 gddn.xlarge instance (4 vCPU, 16 GB RAM,
NVIDIA T4 GPU with 16 GB VRAM) to provide
consistent, cost-accessible hardware for community
replication.

B. Detector Implementations

Detector A (Rule-Based Filter) maintains a
manually curated list of 50 injection-indicative phrases
and flags any prompt containing a case-insensitive
match. Its predict() executes a Python string-search loop
with negligible overhead. Detector B (Perplexity) loads
GPT-2 [11] via Hugging Face Transformers, computes
cross-entropy loss over tokenised input, and converts it
to perplexity P = exp(L). The decision threshold was
tuned on a 10% validation split to achieve 90% recall,
yielding a threshold of P = 100. Detector C (Llama
Guard) loads Meta's Llama-Guard-7b weights in 4-bit
quantised form using BitsAndBytes to remain within the
T4's 16 GB VRAM budget. The model is used zero-shot
with its default safety taxonomy prompt template; its
output logit over the 'safe'/'unsafe' token pair is mapped
to a binary prediction without threshold tuning.

C. Engineering Challenges and Solutions

Managing GPU memory across sequential detector
evaluation was the principal engineering challenge.
Loading GPT-2 and Llama Guard simultaneously caused
out-of-memory errors; refactoring the Orchestrator to
adopt a detector-serial, dataset-parallel traversal resolved
this at the cost of higher wall-clock time but no change

to per-prompt results. API-based detectors (OpenAl
moderation endpoint) required an exponential-backoff
retry wrapper and a local result cache keyed on prompt
SHA-256 hash to handle rate limits and avoid redundant
billing. Non-deterministic sampling in LLM-based
detectors was suppressed by setting temperature = 0 in
all API calls and configuring do_sample=False in
Transformers generation, making benchmark runs fully
reproducible.

V. RESULTS AND DISCUSSION

A. Overall Detection Performance

Table II presents the aggregated performance of all
three detectors across the 2,500-prompt test split. Llama
Guard (Detector C) achieves the highest accuracy
(94.5%), precision (96.0%), recall (93.0%), and F1-score
(94.5%), confirming that a fine-tuned safety classifier
generalises more effectively to the diverse and context-
rich injection scenarios of the web-agent benchmark
than simpler heuristics. Its 4% false positive rate is
acceptable for most deployment contexts. However, its
520 ms average latency is a critical practical barrier: a
web agent processing 10 page interactions per task
would incur a minimum 5.2-second security overhead
per task—potentially doubling end-to-end task duration.

TABLE II. Detector Performance on 5,000-Prompt

Test Set
Detector | Accurac | Precisio | Recal | F1- | Latenc
y n 1 Score y
A Rule- 82.0% 95.0% |68.0% | 79.2 | 0.1 ms
Based %
Filter
B 75.0% 65.0% [90.0% | 75.5 45 ms
Perplexit %
y (GPT-
2)
C Llama 94.5% 96.0% [93.0% | 94.5 | 520 ms
Guard-7B %
(Zero-
Shot)

The Rule-Based Filter (Detector A) occupies the
opposite extreme of the speed—accuracy trade-off: at 0.1
ms per prompt its overhead is imperceptible, and its 95%
precision means that when it flags a prompt, it is almost
certainly malicious. Its 68% recall, however, reveals the
fundamental brittleness of keyword matching—a 32%
miss rate that grows significantly on paraphrase and
indirect categories. The Perplexity Detector (Detector B)
attains the highest raw recall (90%) but at an
operationally unacceptable false positive rate of 35%:
more than one in three benign user instructions would be
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incorrectly blocked, severely degrading user experience.
Analysis of its false positives shows that the primary
culprits are benign but domain-specific instructions:
SQL queries, code snippets, and JSON structures
register high perplexity because GPT-2's training
distribution does not adequately represent technical
language.

B. Per-Attack-Category Analysis

Table III disaggregates performance by attack
taxonomy category, revealing differential strengths not
visible in aggregate metrics. The Rule-Based Filter
performs near-perfectly (F1 = 0.91) on direct keyword
injections whose override phrases appear verbatim in its
lookup list, but degrades sharply on paraphrase
injections (F1 = 0.61), indirect injections (F1 = 0.52),
and multi-turn chains (F1 = 0.48)—confirming that
semantic intent, not lexical surface, is the true
distinguishing characteristic of injection attempts. Llama
Guard maintains strong performance across all
categories (F1 > 0.88) but shows its greatest weakness
on indirect web-page injections (F1 = 0.88 vs. 0.95-0.96
for other -categories): error analysis reveals that
injections buried within long corporate-document-style
HTML pages exceed the model's effective context
window, causing the malicious instruction to receive
insufficient attention weight.

TABLE III. Per-Attack-Category F1-Score

Attack Category Rule- Perplexity Llama
Based F1 F1 Guard F1
Direct Injection 0.91 0.72 0.96
(keyword)
Direct Injection 0.61 0.78 0.95
(paraphrase)
Indirect Web-Page 0.52 0.69 0.88
Injection
Multi-Turn Chain 0.48 0.71 0.91
Attack

C. Adversarial Evasion Probe

In a post-hoc evasion experiment, each detector was
subjected to ten manually crafted adversarial variants of
prompts it had correctly classified. The Rule-Based
Filter was evaded by all ten variants through synonym
substitution and sentence restructuring. The Perplexity
Detector was evaded by seven of ten variants through
the addition of high-frequency filler text that diluted the
perplexity signal—a known vulnerability of population-
mean perplexity thresholding. Llama Guard was evaded
by three of ten variants, all involving deeply nested
indirect injections in which the malicious instruction

was  semantically  distributed
syntactically benign sentences.

across  multiple

D. Implications for System Design

The empirical results motivate a layered defence
architecture. The Rule-Based Filter is most appropriately
deployed as a zero-latency first-pass screen that
immediately rejects prompts containing known override
keywords without burdening slower detectors. Prompts
passing this screen should be scored by the Perplexity
Detector; those with perplexity above a conservative
secondary threshold—calibrated to minimise false
positives rather than maximise recall—should be
escalated to Llama Guard for definitive classification.
This cascade reduces the fraction of prompts that Llama
Guard must process from 100% to approximately 22%
in our dataset, cutting mean per-prompt latency from
520 ms to approximately 118 ms while retaining overall
recall above 90%. The benchmark framework directly
supports prototyping and measuring such hybrid
strategies.

© Al Chatbot

@ Al Chatbot

VI. CONCLUSION

This paper presented a standardised, open-source
benchmarking framework for prompt injection detection
in LLM-powered web agents—a contribution motivated
by the critical absence of reproducible evaluation
infrastructure in an otherwise rapidly advancing field.
The framework's three principal artefacts—a web-agent-
specific four-class attack taxonomy, a 5,000-prompt
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curated dataset, and a modular Detector Adapter Hub
with Benchmark Orchestrator—together enable the first
controlled, apples-to-apples comparison of
heterogeneous detection methods. Experiments on three
representative detectors quantified the fundamental
trade-off between detection quality and inference
latency, and error analysis on per-category and
adversarial-evasion dimensions identified both the
specific failure modes of each approach and the
structural motivation for layered cascade architectures.

The primary limitation of the current work is that the
benchmark dataset is synthetic. Future work will pursue
three high-priority enhancements: (i) collecting real-
world injection attempts from production web-agent
deployments to complement synthetic data; (ii)
extending the evaluation to action-monitoring detectors,
which analyse the behavioural sequence an agent
produces rather than the textual prompt it receives [8];
and (iii) implementing adaptive adversarial evaluation in
which an ‘'attacker' LLM generates new injection
variants conditioned on the output of the detector under
test, probing robustness to zero-day evasion. The
complete framework, dataset, and documentation are
released under an open-source licence to support
community replication, extension, and the development
of more secure LLM-based web agents.
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