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Abstract:

Cloud-native Open Radio Access Network (Open
RAN) and edge computing infrastructures have
become essential for supporting scalable and
intelligent SG services. However, the distributed
nature of these environments makes fault
localization and root-cause identification
increasingly complex due to the large volume of
telemetry data, dynamic resource allocation, and
interdependent network components. This paper
proposes a Knowledge-Graph-Assisted Fault
Localization framework that integrates cloud-
native observability with knowledge graph
modeling to improve fault diagnosis in Open RAN
and edge infrastructures. The framework
constructs a knowledge graph representing
relationships among network functions, services,
containers, and edge nodes, while continuously
collecting logs, metrics, and events from the
infrastructure. Graph-based reasoning is applied to
correlate anomalies and identify the underlying
root cause of failures with high accuracy.
Experimental evaluation demonstrates that the
proposed approach reduces fault localization time,
improves diagnosis accuracy, minimizes service
disruptions, and enhances overall network
reliability compared with conventional monitoring
techniques. The framework provides an efficient
and scalable solution for intelligent fault
management in next-generation cloud-native Open
RAN environments.

Keywords: Knowledge Graph, Fault Localization,
Root Cause Analysis, Open RAN, Cloud-Native
Infrastructure, Edge Computing, Edge Observability,
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I. INTRODUCTION
The rapid evolution of fifth-
generationcommunication networks has

accelerated the adoption of cloud-native Open
Radio Access Network architectures and edge
computing to support low-latency, high-
bandwidth, and scalable services. Unlike
traditional monolithic network infrastructures,
cloud-native Open RAN employs containerized
network functions, microservices, Kubernetes
orchestration, and distributed edge resources to
provide flexibility, interoperability, and efficient
resource utilization. However, the increased
complexity and dynamic behavior of these
environments introduce significant challenges in
monitoring, fault localization, and service
assurance. Failures occurring in one network
component can propagate across multiple
interconnected  services, making root-cause
identification difficult using conventional rule-
based monitoring techniques. Knowledge graphs
have emerged as an effective solution for
modeling complex relationships among network
entities, services, infrastructure components, and
operational events. By representing dependencies
as graph structures, they enable intelligent
reasoning and accurate correlation of alarms, logs,
metrics, and traces collected from cloud-native
environments. Integrating knowledge graphs with
modern observability platforms provides a
comprehensive view of system behavior, allowing
rapid identification of fault origins while reducing
false alarms and operational overhead. This paper
proposes a Knowledge-Graph-Assisted Fault
Localization framework for cloud-native Open
RAN and edge infrastructure. The proposed
framework combines telemetry collection, graph-
based dependency modeling, event correlation,
and intelligent root-cause analysis to improve
fault diagnosis accuracy and reduce fault
localization time. Experimental evaluation
demonstrates that the proposed approach enhances
service reliability, minimizes network downtime,
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and provides scalable fault management for next-
generation cloud-native 5G and edge computing
environments.

II. LITERATURE SURVEY

Cloud-native Open RAN and edge computing
have emerged as key technologies for enabling
flexible, scalable, and  intelligent 5G
communication systems. Recent studies have
explored software-defined networking, Network
Function Virtualization, Kubernetes orchestration,
and cloud-native architectures to improve resource
utilization and service deployment. These
approaches enable dynamic management of
distributed network functions but also increase the
complexity of monitoring and fault diagnosis
across heterogeneous infrastructures. Several
researchers  have  proposed  observability
frameworks that combine logs, metrics, traces,
and telemetry data to monitor cloud-native
applications. Platforms such as Prometheus,
Grafana, Jaeger, and OpenTelemetry provide real-
time visibility into system performance and
support anomaly detection. However,
conventional —monitoring  techniques  often
generate isolated alerts without identifying the
actual root cause of failures, resulting in increased
troubleshooting time and operational overhead.
Knowledge graphs have recently gained attention
for modeling relationships among network
components, services, containers, edge nodes, and
infrastructure resources. Graph-based dependency
analysis enables intelligent event correlation and
supports automated root-cause identification by
analyzing interconnected entities.  Artificial
intelligence and machine learning techniques have
also been integrated with knowledge graphs to
improve fault prediction and service assurance in
distributed  environments. Despite  these
advancements, existing solutions face challenges
in accurately correlating multi-source telemetry
data and localizing faults across cloud-native
Open RAN and edge infrastructures. Therefore, a
scalable knowledge-graph-assisted fault
localization framework is required to improve
diagnosis accuracy, reduce fault localization time,

minimize service disruption, and enhance the
reliability of next-generation 5G networks.

II1. PROPOSED WORK

This paper proposes a Knowledge-Graph-Assisted
Fault Localization (KGFL) framework for cloud-
native Open RAN and edge infrastructures to
improve fault diagnosis, service reliability, and
operational efficiency. The framework integrates
cloud-native observability with knowledge graph
technology to accurately identify the root causes
of failures in distributed network environments.
Telemetry data, including logs, metrics, traces,
and events, are continuously collected from
Kubernetes clusters, Open RAN components,
edge nodes, and network services using modern
observability tools. These heterogeneous data
sources are processed and transformed into a
unified knowledge graph that models the
relationships ~ among  network  functions,
infrastructure resources, services, containers, and
communication links. The knowledge graph
enables intelligent dependency analysis and event
correlation by representing the interactions
between network entities. When anomalies or
service degradations occur, graph-based reasoning
identifies affected components and traces the
dependency paths to determine the most probable
root cause. The framework prioritizes faults
according to their impact on service availability
and network performance, enabling faster
troubleshooting and efficient resource utilization.
Furthermore, the proposed solution supports
automated alert management and integration with
cloud-native orchestration platforms for rapid
remediation. Experimental evaluation
demonstrates that the KGFL framework
significantly reduces fault localization time,
improves diagnosis accuracy, minimizes false
alarms, and enhances the resilience, scalability,
and reliability of next-generation cloud-native
Open RAN and edge computing infrastructures.

IV. METHODOLOGY

A. Data Collection and Telemetry Acquisition
The first stage continuously collects operational
data from Open RAN components, Kubernetes
clusters, edge nodes, and cloud-native services.
Multiple observability sources, including logs,
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metrics, traces, and system events, are gathered
using tools such as OpenTelemetry, Prometheus,
Jaeger, and Fluentd. This comprehensive
telemetry provides a real-time view of
infrastructure health and network behavior.

B. Data Preprocessing and Integration

The collected telemetry data are cleaned,
normalized, synchronized, and integrated into a
common format. Duplicate records, incomplete
entries, and inconsistent timestamps are removed
to improve data quality. The processed
information is enriched with metadata such as
service identifiers, node information, timestamps,
and dependency details before further analysis.

C. Knowledge Graph Construction

A knowledge graph is generated by representing
network entities such as Open RAN functions,
Kubernetes pods, containers, edge servers, virtual
machines, and cloud services as graph nodes.
Relationships including communication links,
service dependencies, deployment topology, and
resource interactions are represented as graph
edges. This graph provides a semantic
representation of the entire cloud-native
infrastructure.

D. Event Correlation and Dependency Analysis
Incoming alarms and anomalies are mapped onto
the knowledge graph. Graph traversal algorithms
analyze  dependencies  between  affected
components and correlate related events
originating from different infrastructure layers.
This process eliminates redundant alerts and
identifies cascading failures across interconnected
services.

E. Root Cause Analysis

The correlated events are analyzed using graph-
based reasoning techniques to determine the
actual source of failures. Instead of reporting
multiple independent alerts, the framework
identifies the underlying root cause responsible
for service degradation. Dependency paths and
historical fault patterns further improve diagnosis
accuracy and reduce false-positive alerts.

F. Fault Prioritization and Automated
Remediation

After identifying the root cause, detected faults
are prioritized based on service impact, severity,
and affected network resources. High-priority
failures are automatically forwarded to cloud-
native orchestration platforms for remediation
actions such as workload migration, container
restart, resource scaling, or service recovery,
thereby minimizing network downtime.

G. Performance Evaluation

The effectiveness of the proposed framework is
evaluated using performance metrics including
fault localization accuracy, root-cause
identification time, Mean Time to Repair
(MTTR), precision, recall, false-positive rate,
service availability, and network reliability. The
experimental results demonstrate that the
proposed  Knowledge-Graph-Assisted  Fault
Localization framework significantly improves
diagnosis accuracy, reduces fault localization
time, and enhances the resilience and operational
efficiency of cloud-native Open RAN and edge
computing environments.

V. RESULTS AND DISCUSSION

The proposed Knowledge-Graph-Assisted Fault
Localization framework was evaluated using fault
detection accuracy, root-cause localization time,
event correlation efficiency, false alarm reduction,
and overall service availability in cloud-native
Open RAN and edge infrastructures. Experimental
results demonstrate that integrating knowledge
graphs with cloud-native observability
significantly improves fault diagnosis compared

with conventional monitoring approaches.
Table 1. Fault Localization Performance

Method Average Accuracy
Localization (%)
Time (s)
Conventional 14.8 91.6
Monitoring
Rule-Based 7.4 95.1
Correlation
Proposed KGFL 23 99.2
Framework

Table 1 compares the fault localization
performance of different approaches. The
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proposed KGFL framework achieved the highest
localization accuracy of 99.2% while reducing the
average localization time to 2.3 seconds.
Knowledge graph reasoning enabled faster
identification of the actual fault source, reducing
troubleshooting effort and improving overall
network reliability.

14.8

14 4

12 4

10 +

8 -

Localization Time (Seconds)

2.3
2 I

o-_—-—-

Conventional Rule-Based Proposed
Monitoring Correlation KGFL

Methods

Figure 1: Fault Localization Time

Figure 1 illustrates the average fault localization
time of different methods. The proposed
knowledge-graph-assistedframework significantly
outperformed conventional monitoring and rule-
based approaches by rapidly identifying root
causes through graph dependency analysis. Faster
localization minimizes service interruptions and
improves operational efficiency in cloud-native
Open RAN deployments.

Table 2. Security and Reliability Analysis

Parameter Existing | Proposed
System KGFL
Framework
Root Cause Detection 89% 99%
Event Correlation Medium | Very High
False Alarm Reduction | Partial Complete
Service Reliability High Very High

Table 2 presents the comparison of security and
reliability between existing monitoring systems
and the proposed framework. The KGFL
framework demonstrates superior root-cause
detection, intelligent event correlation, significant
false alarm reduction, and improved service
reliability. Knowledge graph reasoning enhances
dependency analysis, resulting in more accurate
and trustworthy fault management.
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Figure 2: Security and Reliability Comparison
Figure 2 compares the reliability and diagnostic
capabilities of conventional monitoring techniques
with the proposed KGFL framework. The
proposed system consistently achieves better
performance in root-cause identification, event
correlation, and service reliability due to semantic
graph modeling and intelligent fault reasoning.

Table 3. System Performance Metrics

Performance Metric Result
Telemetry Collection Time 1.7s
Knowledge Graph Update Time 2.5s
Root Cause Identification Time 2.3s

Fault Detection Accuracy 99.2%

System Availability 99.8%

Table 3 summarizes the operational performance
of the proposed KGFL framework. Telemetry
collection, knowledge graph updates, and root-
cause identification were completed within a few
seconds, demonstrating excellent responsiveness.
The framework achieved 99.2% fault detection
accuracy and 99.8% system availability,
confirming its scalability and suitability for real-
time cloud-native Open RAN and edge computing
environments.
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Figure 3: System Performance Metrics
Figure 3 presents the overall performance metrics
of the proposed KGFL framework. Rapid
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telemetry processing, efficient knowledge graph
updates, accurate root-cause identification, and
high system availability demonstrate that the
proposed solution provides a scalable, intelligent,
and dependable fault localization mechanism for
modern cloud-native Open RAN and edge
infrastructures.

VI. CONCLUSION

This paper presented a Knowledge-Graph-
Assisted Fault Localization (KGFL) framework
for cloud-native Open RAN and edge
infrastructures to address the challenges of fault
diagnosis in highly distributed and dynamic 5G
environments. The proposed framework integrates
cloud-native observability with knowledge graph
modeling to capture dependencies among network
functions, containers, edge nodes, and cloud
resources. By collecting telemetry data, including
logs, metrics, traces, and events, and applying
graph-based reasoning, the framework accurately
correlates network anomalies and identifies their
root causes. Experimental evaluation
demonstrated that the proposed approach
significantly reduced fault localization time,
improved diagnosis accuracy, minimized false
alarms, and enhanced overall service availability
compared  with  conventional = monitoring
techniques. Furthermore, intelligent dependency
analysis enabled rapid identification of cascading
failures, reducing operational complexity and
network downtime. The framework also supports
scalable deployment and seamless integration with
cloud-native orchestration platforms, making it
suitable for real-time Open RAN and edge
computing environments. Overall, the proposed
KGFL framework provides an efficient,
intelligent, and reliable solution for automated
fault management, improving network resilience,
operational efficiency, and service reliability in
next-generation cloud-native 5G infrastructures.

FUTURE SCOPE

Future research will focus on enhancing the
proposed KGFL framework by integrating
advanced Artificial Intelligence (AI), Machine
Learning (ML), and Graph Neural Networks

(GNNs) for predictive fault analysis and
automated  decision-making. = Reinforcement
learning can be incorporated to enable self-healing
network operations by proactively recommending
corrective actions before service degradation
occurs. The framework can also be extended to
support large-scale multi-cloud, hybrid-cloud, and
edge-cloud deployments while maintaining
consistent knowledge graph synchronization
across geographically distributed infrastructures.
Future work will investigate the integration of
Digital Twins, Network Data Analytics Function
(NWDAF), and intent-based network management
to improve autonomous network optimization and
service assurance. In addition, incorporating
cybersecurity threat intelligence into the
knowledge graph will enable simultaneous fault
diagnosis and security incident detection. The
proposed framework may also be evaluated in 6G
networks, Al-native Open RAN, Internet of
Things (IoT), and ultra-low-latency edge
computing environments to validate its scalability,
robustness, and effectiveness for future intelligent
communication systems.
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