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Abstract—In the age of the digital revolution, human 

resource technology (HRTech) has emerged as a critical enabler 

for organizations to automate hiring, onboarding, payroll, 

employee management, performance management, and 

workforce analytics. However, there are significant 

cybersecurity risks associated with the growing application of 

cloud computing, digital platforms, and data-driven decision-

making in HRM. This research paper examines the 

cybersecurity awareness policy in human resources (HR) 

management, its effectiveness, issues, and solutions. This paper 

introduces a hybrid deep learning method to improve 

cybersecurity awareness in human resource management using 

the Cybersecurity Risks Dataset. The proposed Hybrid 

GRU+BiLSTM model effectively captures long- and short-term 

dependencies in sequential data and outperforms traditional 

models such as RNN, SVM and KNN. The results show the best 

classification performance, with 97% accuracy (acc), 97% 

precision (pre), 98% recall (rec), and 98% F1-score (F1), 

indicating high reliability in identifying cybersecurity risk. The 

findings highlight the model's potential for supporting proactive 

decision-making and bolstering organizational resilience by 

augmenting threat identification and awareness in HR systems. 

Keywords—Human Resource Management (HRM), 

Cybersecurity Workforce, Digital Transformation, Workforce 
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I. INTRODUCTION 

The digital age is making it imperative that anyone 
involved in a business or organisation understand Cyber 
security in order to recover. As more and more businesses 
transition to digital technology, they become more vulnerable 
to the many cyber threats that can disrupt their operations and 
put crucial data at risk [1][2][3][4]. Implementing 
cybersecurity awareness within the organization, particularly 
in HRM processes, is crucial for safeguarding company 
resources and employee information, particularly in scenarios 
involving remote and hybrid work. Human Resource 
Management has evolved into a strategic role with substantial 
influence on the culture and security behaviour of an 
organisation [5][6]. HR efforts such as recruitment, training, 
policy development, and performance management can help 
increase awareness of cybersecurity at all levels [7]. 
Integrating cybersecurity into onboarding can help build a 
culture of security awareness, continuous learning, and 
employee assessment [8][9][10]. Structured offboarding 
processes, such as revoking access and securely transferring 

knowledge, also make organizational defense mechanisms 
stronger and lower the risk of insider threats [11]. 

Organizations have a hard time putting cybersecurity 
awareness into practice, even though it is becoming more and 
more important. Poor readiness and low capacity for change 
due to limited resources and ever-evolving threat landscapes 
can leave people behind [12][13][14]. The HR policies are not 
linked to its cybersecurity policies, leading to reduced 
operational efficiency in the organization [15][16]. It is 
essential for organizations to build comprehensive security 
solutions that capable of addressing future cyber threats 
stemming from the cloud, AI and Internet of Things (IoT) 
applications. 

AI, ML, and DL [17] are powerful cybersecurity tools that 
aid in the defence against hostile elements. The systems 
employ these technologies to identify sophisticated attacks 
and detect abnormal patterns and then automatically react to 
both phishing attacks and suspicious user actions 
[18][19][20]. The more data an ML model is trained on, the 
more accurate its predictions, and DL techniques can better 
discern patterns in complex data sets [21][22]. AI technology 
adds to these challenges with the need for robust security 
protocols capable of countering evolving security threats, 
alongside the risk of algorithmic bias and data poisoning, 
along with potential AI-driven cyber-attacks. The use of ML 
and DL technology within HR-integrated cybersecurity 
systems enables organizations to build stronger security 
defences while protecting their digital operations[23]. 

Organizations face increasing cybersecurity threats 
because their Human Resource Management systems do not 
effectively handle cybersecurity awareness training. The 
existing cybersecurity gap creates two problems because 
employees display unprotected behaviour and the 
organization becomes less capable of handling new cyber 
threats. Organizations should make human-centric solutions 
their primary focus because cyber threats have increased both 
in frequency and in complexity[24]. The integration of 
cybersecurity awareness training into human resource 
management systems leads to improved employee behaviour 
and reduced security risks while establishing a strong 
organizational culture. The study was developed to address 
the existing problem which occurs when human resources 
activities do not align with cybersecurity protection methods. 
The study has several important contributions which 
researchers have listed below: 
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• The Cybersecurity Risks Dataset provides necessary 
data to develop cybersecurity threat models which 
enable organizations to predict impending threats 
while protecting their human resource management 
systems. 

• Cleaned dataset by filling in missing values, deleting 
duplicates, and filtering out noise. 

• Data cleaning is performed by handling missing 
values, removing outliers, and eliminating duplicate or 
noisy records to ensure data quality. 

• Feature transformation techniques such as one-hot 
encoding and normalization using StandardScaler are 
applied to prepare the data for effective model training. 

• Proposes a novel Hybrid GRU+BiLSTM DL model 
for improving cybersecurity awareness in human 
resource management. 

• To ensure a thorough and reliable study, the model's 
performance was evaluated using a battery of 
measures, including REC, ACC, PRE, F1, and ROC-
AUC. 

This study can be justified by the fact that there is an 
increasing need to enhance cybersecurity awareness in human 
resource management systems since traditional methods in 
most cases are not effective in detecting complex and dynamic 
cyber threats. The originality of the work is reflected by the 
fact that the hybrid GRU+BiLSTM DL architecture is 
integrated, which is the only architectural that integrates 
advantages of both designs to learn long-term and short-term 
dependencies in the data of the cybersecurity domain. Further, 
the use of advanced processing techniques and comprehensive 
assessment criteria enhances the model's validity, and the 
proposed approach can be regarded as a robust and innovative 
approach to bolstering organizational resilience and 
anticipating risks. 

The paper is organized as follows: Section II describes 
related work on the topic of cybersecurity awareness in HRM, 
Section III presents the dataset, the pre-processing techniques, 
and the model implementation. The experimental results are 
discussed and compared in Section IV, and future research 
directions are summarized in Section V.  

II. LITERATURE REVIEW  

A wide-ranging review and analysis of previous research 
is performed to support and reinforce the development of this 
study. A summary of recent studies is provided in Table I, 
where models, datasets, important findings, and problems are 
identified. This review gives a useful overview of the state of 
the art and areas of knowledge that need to be developed. 

R. Kumar et al. (2025) proposed the idea of giving safety 
recommendations and guidelines about phishing. It means the 

phishing detection system based on NLP is very accurate 
(92%) when compared with other conventional phishing 
detection systems. These values prove the effectiveness of the 
system in both correctly identifying phishing attacks and 
reducing false positives [25]. Similarly, Jonathan et al. (2025) 
used a comparison of the ACC and efficiency levels of each 
of the algorithms. The results of the experiments show that the 
SVM model has the highest ACC of 0.910 and is able to detect 
depression [26]. Z. Zhao et al. (2024) pointed out that this 
method has a high recognition rate of up to 98% in the field of 
communication threat events and can effectively identify the 
attacks of port scanning, illegal host login, and denial of 
service, which can provide technical support for protecting the 
security of the power information communication system. 
[27]. 

        Likewise, A. Setiyaji et al. (2024) investigate the 
code that is used to detect and avoid SQL injection threats. 
When evaluating the model, many CNN models and SVM 
approaches are used. The proposed CNN model surpassed 
competing ML algorithms with an impressive 91% ACC rate 
[28]. M. Mouiti et al. (2023) proposed different models to 
improve performance and enhance efficiency. The 
experimental results were analyzed and compared in terms of 
pre, acc, F1, AUC, and rec. The results were competitive 
compared with existing works, with an ACC of 99%[29]. 

In another study, P. Thantharate and A. T 
(2023) developed a Federated learning architecture designed 
to identify intrusions while protecting privacy. Comparative 
analyses on the Bot-IoT dataset show that a centralized deep 
neural network gets 81.4% ACC while Cybria's federated 
model achieves 89.6%. For cyber protection applications, the 
~10% increase demonstrates the advantages of collaborative 
learning from decentralized data [30].  B. Strickson et al. 
(2023) revealed a task increase of +14.0 points in REC and 
+9.19 ML persons had considerably better F1 overall (p < 
0.01), with respect to points in ACC. A significant 
improvement in user ratings (66.7%), as well as a notable rise 
for ML persons (p < 0.01), was found in the second trial, cyber 
situational awareness (CSA) [31].  

Research Gap: Although there has been progress in the 
prediction of cybersecurity risks, current models are most 
likely to fail to adequately capture both short- and long-term 
relationships on complex data sets, resulting in low prediction 
ACC. Numerous conventional methods are also incapable of 
addressing data imbalance and preprocessing issues, which 
affect overall model performance. Hence, an effective hybrid 
model that improves prediction ACC and reliability in 
cybersecurity risk assessment is required. 

TABLE I.  RECENT STUDIES ON CYBERSECURITY AWARENESS USING MACHINE LEARNING TECHNIQUES 

Authors & Year Objective Techniques Used Dataset/Domain Performance 

Metrics 

Key Results 

R. Kumar et al. 

(2025) 

Phishing detection 

with safety advice 

NLP-based model Phishing detection Accuracy Achieved 92% accuracy, 

outperforming conventional 
models and reducing false positives 

Jonathan et al. 

(2025) 

Depression detection Support Vector 

Machine (SVM) 

Mental health 

detection 

Accuracy SVM achieved 0.910 accuracy, 

best among compared models 
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Z. Zhao et al. 

(2024) 

Communication threat 

detection 

ML-based threat 

recognition system 

Cybersecurity 

(network threats) 

Recognition 

Rate 

Achieved 98% recognition rate for 

detecting attacks like port scanning 
and DoS 

A. Setiyaji et al. 

(2024) 

SQL injection 

detection 

CNN + Supervised 

ML 

Web security Accuracy CNN achieved 91% accuracy, 

outperforming other ML models 

M. Mouiti et al. 
(2023) 

Performance 
enhancement of 

detection models 

Multiple ML models Cybersecurity Accuracy, 
Precision, 

Recall, F1, AUC 

Achieved 99% accuracy, 
competitive with existing works 

P. Thantharate & 

A. T. (2023) 

Privacy-preserving 

intrusion detection 

Federated Learning Bot-IoT dataset Accuracy Achieved 89.6% accuracy, 

outperforming centralized model 
(81.4%) 

B. Strickson et al. 

(2023) 

Cybersecurity learning 

& awareness 
improvement 

Machine Learning-

based approach 

Cyber situational 

awareness 

Recall, 

Precision, F1-
score 

Improved +14% recall, +9.19% 

precision, 66.7% user score 
improvement 

III. RESEARCH METHODOLOGY  

The methodology starts by gathering and examining the 
Cybersecurity Risks Dataset. Then, Data pre-processing is 
applied by performing missing value imputation, outlier 
removal, categorical variable encoding, and normalization by 
using StandardScaler to enhance the quality of the data. An 

80:20 stratified split is then used to divide the dataset into 
training and testing sets while maintaining the class 
distribution. A DL model that hybridizes GRU and BiLSTM 
is created to help capture short- and long-term dependencies 
in the data. Lastly, the accuracy, precision, rec, F1, and ROC 
curve metrics are used to compare the model, whereas Fig. 1 
illustrates the suggested approach. 

 

Fig. 1. Proposed Flowchart of Methodology 

A detailed description of the suggested methodology's 
steps is provided in the following section: 

A. Data Gathering and Analysis 

The Threats to Cybersecurity There are 40,000 records in 
the Kaggle dataset, and each record has one of 25 attributes. 
These features include information on network traffic, signs 
of attacks, and system logs. Bar graphs and heatmaps are 
examples of data visualizations that are used to assess attack 
distribution and find feature connections: 

 

Fig. 2. Correlation of the Selected Features 

A correlation matrix showing the direction and intensity of 
correlations between variables is shown in Fig. 2 for specific 
features. Stable positive and negative associations can be used 

Cybersecurity Risks Dataset 

Data pre-processing 

Handling Missing 
Values 

Outlier Detection and 
Removal 

Feature Encoding  

(One-Hot) 
Feature Scaling with StandardScaler 

Feature importance 

Model evaluation accuracy, precision, 

recall, f1 score and ROC 
Results  

Data Splitting 

Training  Testing  

Implement Hybrid 
GRU+BiLSTM Model 
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to identify key characteristics that contribute to cybersecurity 
risks, making it feasible to select features. 

B. Data Pre-processing  

The dataset is used for feature engineering, concatenation, 
and cleaning. There were several pre-processing steps such as 
the treatment of missing data, removal of duplication, removal 
of redundant data and noise and normalization. The major pre-
processing steps are summarized below: 

• Pre-processing of Missing values:  Missing data are 
preprocessed to address missing or null values. Data 
quality and model reliability maintained by using 
correct methods including imputation and removal. 

• Outlier Detection and Removal: To detect and 
remove outliers and extreme values that may bias the 
analysis, outlier detection and removal are carried out. 
This measure improved data consistency and overall 
model performance.  

C. Feature Encoding (One-Hot Method) 

The purpose of one-hot encoding is to transform 
categorical data into a numerical form that ML models can 
digest. The categories are converted to binary vectors, so that 
no ordinal relationship is created between values. This 
enhances model performance by facilitating the management 
of nominal data. 

D. Feature Scaling with StandardScaler 

The StandardScaler () technique is used to normalize the 
dataset by transforming it so that the distribution's mean is 
zero and its standard deviation is one. Equation (1) illustrates 
how to do this transformation by subtracting each 
observation's mean value and dividing by the standard 
deviation: 

 𝑧 =
𝑥−𝜇

𝜎
 () 

in which x represents the starting point for every 
descriptor, z the transformed feature value, μ the mean of the 
dataset, and σ its standard deviation. 

E. Feature importance 

The most important factors that contributed to the 
cybersecurity risk forecast are identified using feature 
significance analysis. It also brings out the critical 
characteristics that produce on model performance and 
decision-making, the biggest influence. The process helps to 
select features leading to enhanced ACC and interpretability 
of models. 

 

Fig. 3. Feature Importance of Features 

Fig. 3 shows a bar chart indicating that various features 
have different significance in predicting cybersecurity risk, 
with higher values indicating a greater impact on the model. 
The age group, malware detection, and VPN usage are all 
important factors contributing to prediction performance. 

F. Data Splitting 

The dataset is split into 80% for training and 20% for 
testing to make an 80:20 stratified training-test split. Stratified 
sampling is used to partition the data into 80% training and 
20% testing, ensuring that the class distribution is preserved.  

G. Proposed Hybrid Gated Recurrent Unit (GRU)+ 

Bidirectional Long Short-Term Memory(BiLSTM) Model  

A DL-based Hybrid GRU + BiLSTM Model is proposed 
to solve the Portfolio Optimization problem in this work. The 
suggested hybrid model successfully captures both short-term 
and long-term dependencies in sequential data by combining 
the advantages of GRU and BiLSTM networks. GRUs are 
efficient in computation and can address vanishing gradient 
problem while still retaining the ability of BiLSTMs to learn 
from the context by analyzing the sequence in both directions. 
This blended approach is especially appropriate for modelling 
temporal patterns, such as in time-series forecasting and 
sequence modelling applications. The hybrid model is derived 
using equations (2-5): 

 𝑧𝑡 = 𝜎(𝑊𝑧𝑥𝑡 + 𝑈𝑧ℎ𝑡−1 + 𝑏𝑧) () 

 𝑟𝑡 = 𝜎(𝑊𝑟𝑥𝑡 + 𝑈𝑟ℎ𝑡−1 + 𝑏𝑟) () 

 ℎ̅𝑡 = 𝑡𝑎𝑛ℎ(𝑊ℎ𝑥𝑡 + 𝑈ℎ(𝑟𝑡⨀ℎ𝑡−1) + 𝑏ℎ) () 

 ℎ𝑡 = (1 − 𝑧𝑡) ⨀ ℎ𝑡−1 + 𝑧𝑡  ⨀ ℎ̅𝑡 () 

The GRU component enhances the learning speed without 
losing the critical memory, while the BiLSTM component 
captures the bidirectional dependency, achieving better 
forecasting performance. 

H. Evaluation Metrics 

The performance of proposed model is measured with help 
of various performance metrics[32]. To depict the outcome of 
classification, a confusion matrix is built with TP, FP, TN, and 
FN. According to these values, main metrics, including acc, 
prec, rec and F1, are calculated to measure overall 
performance of a model: 
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Accuracy: The proportion of accurately predicted 
instances by the trained model to all instances in dataset (input 
samples). It is given as Equation (6): 

 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
TP+TN

TP+Fp+TN+FN
 () 

Precision: The term "precision" refers to the percentage 
of positive cases that the model correctly predicts relative to 
the total number of positive outcomes. ACC shows... Equation 
(7) is its formal representation: 

 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
TP

TP+FP
 () 

Recall: The ratio of positively expected occurrences to all 
instances that ought to have been positively impacted is this 
metric. It is expressed mathematically as equation (8): 

 𝑅𝑒𝑐𝑎𝑙𝑙 =
TP

𝑇𝑃+𝐹𝑁
 () 

F1 score: It aids in striking a balance between memory 
and PRE by combining the harmonic mean of the two. [0, 1] 
is its range. Mathematically, it is given as Equation (9):  

 𝐹1 − 𝑠𝑐𝑜𝑟𝑒 = 2 ×
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛×𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙
 () 

Receiver Operating Characteristic Curve (ROC): The 
ROC, a visual representation of multiple decisions, plots the 
proportion of instances correctly classified as positive versus 
those incorrectly classified as positive. While TPR is 
commonly referred to as sensitivity or REC, FPR is equal to 
1-specificity.  

IV. RESULTS AND DISCUSSION  

This experiment was executed on a GPU-enabled Google 
Colab platform using TensorFlow 2.9. The hardware used was 
a Dell Core i7 (12th Gen) machine with 32GB RAM and an 
NVIDIA RTX 3090 graphics card, which greatly improved 
the performance of DL operations. In Table II, the main 
metrics ACC, prec, rec, and F1 were evaluated on the 
Cybersecurity Risks Dataset. The findings indicate that the 
Hybrid GRU+BiLSTM model achieved 97% ACC and PRE, 
and 98% REC and F1, indicating strong predictive 
performance. In general, the model is effective in promoting 
cybersecurity awareness and risk management in human 
resource systems. 

TABLE II.  CLASSIFICATION RESULTS OF PROPOSED MODEL USING 

CYBERSECURITY RISKS DATASET 

Matrix Hybrid GRU+BiLSTM 

Accuracy  97 

Precision 97 

Recall  98 

F1-score 98 

 

Fig. 4. Accuracy Curve for the Proposed Model 

Fig. 4 shows the learning process of model, with Train and 
Test ACC (blue and green lines respectively) rising steadily to 
about 80 and then almost 100% respectively in 30 epochs. The 
tracking of the two lines, particularly when they merge at the 
end, is quite evident indicating a very stable training process 
with great generalization and no overfitting. 

 

Fig. 5. Loss curve for the proposed model 

Fig. 5 depicts an effective training process of an ML model 
in which both Train Loss (solid red line) and Test Loss (orange 
dashed line) decrease steadily in the first 30 epochs with a 
starting value of around 0.6 and a finishing value of roughly 
0.2. The small distance between two curves suggests that 
model is extrapolating to unobservable data without 
overfitting or underfitting. Fig. 6 displays confusion matrix of 
Hybrid model performance with most of the predictions being 
correct along the diagonal under Safe (80), Neutral (53) and 
Risky (18) types. The total number of misclassifications per 
156 samples is only five, which means that the model is 
especially useful in identification of safe and risky behaviour 
with minimal overlap. 
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Fig. 6. Confusion Matrix for the Hybrid GRU+BiLSTM model 

A. Comparative Analysis 

Table III compares current ML and DL models for 
cybersecurity awareness to assess the efficacy of the 
suggested Hybrid GRU+BiLSTM model. As results show, the 
hybrid model has the highest performance with values of 97%, 
97%, and 98% of ACC, prec, and rec and the F1, respectively. 
By comparison, the CNN-LSTM model achieves excellent 
performance, with 96.3% ACC. The RF and KNN models are 
comparable in ACC (93.1 and 93). In the meantime, the RNN 
model does the worst, having only 55% ACC and relatively 
low evaluation scores. 

TABLE III.  COMPARISON OF DIFFERENT MACHINE LEARNING AND 

DEEP LEARNING MODELS FOR CYBERSECURITY AWARENESS IN HR 

MANAGEMENT 

Model Accuracy Precision Recall F1-score 

RNN[33] 55 56 52 54 

RF[34] 93.1 91.2 90.5 90.9 

CNN-
LSTM[34] 

96.3 96.2 95.1 95.6 

KNN[35] 93 90 87 88 

Hybrid 

GRU+BiLSTM  

97 97 98 98 

The Hybrid GRU+BiLSTM model has great strengths, and 
ACC of model is high at 97, which makes the detection of 
cybersecurity threats reliable and accurate. It is able to capture 
sequential and contextual patterns effectively by integrating 
GRU and BiLSTM structures, resulting in better prediction. 
Also, the model can improve the quality of decision-making 
related to cybersecurity awareness by minimizing errors and 
improving the overall system robustness. 

V. CONCLUSION AND FUTURE WORK 

The accelerated process of digital revolution has generated 
an unprecedented need for professional cybersecurity. Human 
Resource Management (HRM) practices need to be modified 
to deal with this shortage of workforce particularly as cyber 
threats are becoming more advanced. In this paper, the 
objective is to discuss how HRM strategies can be optimized 
to effectively build a cybersecurity workforce. According to 
the outputs of the experiment, the experimental findings reveal 
that proposed Hybrid GRU+BiLSTM model is much better 
than classical models like RNN, RF, CNN-LSTM and KNN 
with the highest ACC on the Cybersecurity Risks Dataset. 
Consequently, the suggested model is a trustworthy and 

efficient solution to the improvement of cybersecurity 
awareness within human resource management systems, and 
it leads to better resilience of organizations and mitigation of 
risks. Future research can be devoted to possibility of 
incorporating real-time cybersecurity monitoring and large-
scale and varied datasets to further improve the ACC and 
scalability of predictions. 
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