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ABSTRACT: 

The "Industrial Internet of Things (IIoT)" has its own security issues that need specific methods for finding 

intrusions.   A lot of new feature engineering and machine learning techniques are being used in this project, like 

"Isolation Forest (IF)", Pearson's Correlation Coefficient (PCC), and Random Forest (RF) classifier, to improve 

Intrusion Detection Systems (IDSs) in IIoT settings.  Using datasets like BoT-IoT, UNSW-NB15, and NF-

UNSW-NB15-v2” for testing shows that the results are very accurate and the predictions are made quickly.  We 

look at more than just the base study. We also look at ensemble methods like Voting Classifier and Stacking 

Classifier, which are 100% accurate.   For testing in the real world, a user-authenticated Flask-based front end is 

also made.   This study makes a big step forward in IIoT security by providing a strong attack detection model 

that quickly finds and stops threats, making industrial networks more resilient overall. 

“Key words: Industrial Internet of Things (IIoT); isolation forest; Intrusion Detection Dystem (IDS); intrusion; 
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1. INTRODUCTION: 

The "Internet of Things" (IoT) is a revolutionary 

technology that links many sensors and actuators so 

they can talk to each other and share data without 

any help from a person [1].   This linking up lets 

many tasks be done automatically in many places, 

like workplaces, smart homes, healthcare, and 

transportation [2].   But the rise of IoT gadgets has 

also caused major security problems.  Bad people 

might be able to use the new weaknesses that come 

up because of the big number and variety of these 

networks [3–5]. 

  To keep data and services safe, private, and 

accessible in IoT settings, security is very 

important [6].   As technology has changed quickly 

over the past few years [7–9], protecting IoT 

networks has become harder and more 

complicated.   IoT devices often have limited 

resources, such as memory, electricity, and 

computing power. In other words, it remains open 

to many security risks [2,3]. The various methods 

and data formats used in IoT make it even more 

difficult to ensure that everything is secure [10]. 

It is becoming more important that researchers 

create and use powerful security solutions to create 

to address the specific topics that IoT platforms 

have [10,11]. One of these changes is the 

"Industrial Internet (IIOT)."  It takes the idea of the 

IoT and uses it to factories by linking machines, 

activaters, and factory systems to improve how 

they work [12].   IIoT collects and analyzes data in 

real time with the help of cloud computing and 

edge computing.  This helps companies make 

choices based on facts and make their production 

better [13]. 

  Making sure IIoT systems are safe is very 

important because security holes can really mess up 

important business processes [14].   "IIoT setups" 

are vulnerable to many types of attacks, such as 

repeat attacks, Denial of Service (DoS) attacks, 

Distributed DoS (DDoS) attacks, and Man-in-the-

Middle (MiTM) attacks [15].   Mutual 

authentication systems [16], DDoS mitigation 

frameworks [17], and "Intrusion Detection Systems 

(IDSs)" [18] are some of the ways that researchers 

have come up with to protect against these dangers. 

  IDS keep an eye on network data all the time to 

look for strange or harmful activity [19], which is 

why they are so important for finding and stopping 

security threats in IIoT systems.   Signature-based, 

anomaly-based, and hybrid approaches are just 

some of the ways that these systems can tell the 

difference between normal and unwanted behavior 

[19].   IDSS is much better at finding attacks that 

were not known or occurred on the same day [22, 

23]. 

The purpose of this project is to fix the security 

issues provided in the IIOT configuration by 
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creating a new intrusion detection model that works 

best with IIOT security. The separating forest (IF) 

and Pearson correlation coefficient (PCC) are two 

advanced methods of machine learning that are 

provided as the possibility to find and fix safety 

issues in IIOT networks. RF classifiers are also 

used in models to improve intrusion recognition by 

removing difficult data and creating more accurate 

predictions. 

Test the accuracy, efficiency and forecast times of 

the proposed models with two benchmark datasets, 

BotOio and NF-AUNSW-NB15-V2. This lets you 

see how well it works. The tests we conducted 

show that the proposed model is far superior to the 

current method of finding intrusion. This indicates 

that it is useful to maintain a real-world IIOT 

setting safely. In the next part, there is much 

information about the steps and planning for the 

next part that created the intruder recognition 

model. We will then explain the complete results of 

the test and the meaning of IIOT security. 

2. LITERATURE SURVEY 

The "Internet of Things" (IoT) has grown and 

spread quickly in many places as it could change 

the way people connect using technology. 

However, many people are worried about privacy 

and security due to the rise in IoT devices. This 

literature overview examines the latest research and 

research work that addresses security issues and 

how they can be improved in the IoT community. 

Security and privacy concerns for IoT systems have 

been considered in detail by Chanal and 

Kakkasageri (2020) [1]. If you are using the 

Internet, talk about the security risks and holes that 

may arise, such as unauthorized access, data 

injuries, and gadget manipulation. The authors 

emphasize how important it is to implement strong 

security measures to keep IoT networks and 

sensitive data safe. 

The 2017 article discusses and focuses on how 

important it is to have secure connections and share 

data [2] for Sethi and Sarangi IoT architectures, 

protocols and apps. You will certainly talk about 

how important different IoT architectures and 

communication methods are. The author highlights 

how important it is for IoT design to have security 

features that protect against threats and holes. 

Alaba et al. (2017) conduct research on IoT 

security and focus on problems and solutions to 

ensure that IoT applications are secure [3]. The 

newspaper talks about many security protocols and 

methods and evaluates how well you can protect 

against typical security threats. The author also 

talks about fresh ideas and fields to study in IoT, 

including blockchain-based security options and 

secure ways to prove who they are. 

Research by Azrour et al. (2021a) Cloud-IT 

Settings Identification System Security, 

Nikooghadam et al. [4]. It looks for possible 

security holes in the protocol and offers ways to 

increase resistance through attacks. They 

emphasize how important it is for IoT applications 

to keep personal information safe using strong 

authentication methods and prevent people from 

not being there. 

Moutaib et al. (2022) Look at how IoT can be used 

in healthcare, which focuses on using energy more 

efficiently [5]. They talk about various health apps 

that use the Internet of Things and see how much 

electricity they use. The author talks about the 

opportunity to enable IoT healthcare projects, 

reduce energy and highlight how important it is to 

have IoT solutions that consume less energy for 

long-term health systems. 

That was by Azrour et al. (2021b). This has 

developed a better authentication system for IoT 

deployments that involve security issues such as 

unauthorized access and data manipulation [6]. 

Shows a new way to authenticate users using 

elliptic curve encryption to ensure that users are 

safe 

  Information security has evolved into a larger 

realm of cybersecurity. This doesn't just mean 

studying things (IoT). Solms and Niekerk (2013) 

talk about it. They look at how threats change and 

how important it is to have cybersecurity to protect 

digital assets and more critical systems. The 

authors highlight how important it is to develop a 

complete cybersecurity plan that involves 

managing risks, finding pre-implementation threats, 

and responding to incidents. 

Azrour et al. (2021c) Listen to the main issues and 

take care of IoT security, including device 

weaknesses and network attacks [8]. They are B. 

We talk about the security risks that will expose 

IoT systems, such as "distributed denial of service" 

(DDO) or malware, and attacks such as data 

injuries. The authors highlight how important it is 

to work with researchers, politicians and business 

people to solve these problems and create a great 

safety plan for the IoT ecosystem.  
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A brief look at the literature shows that there are 

many security issues with IoT delivery and further 

work is needed to make strong security measures 

and methods available. Researchers are constantly 

looking for new ways to protect IoT networks and 

devices from attacks. These range from 

authentication methods to IoT solutions that 

consume less energy. People from different fields 

must share what they know, address new security 

issues, and work together to grow and use IoT 

technology. 

3. METHODLOGY 

a) Proposed work:  

The purpose of this project is to create a new 

intrusion detection model specially designed for 

IIOT security. IDSS should work well in the IIOT 

configuration, and this model attempts to do this 

using advanced technology technologies such as 

Separated Forest (IF), Pearson Correlation 

Coefficient (PCC), and Random Forest (RF)-

Classifiku. The purpose of the model is to make 

more accurate predictions and save time by mixing 

When and PCC. "The Bot-IoT and NF-UNSW-

NB15-v2 datasets will be used to test how useful 

the model is," with the goal of getting better 

accuracy and prediction times than other IIoT 

security models. To make the IDS even more 

effective, the project will add stacking and voting 

classifiers, which will make it bigger. The goal is to 

get every answer right. With the Flask framework, 

an easy-to-use front-end interface will be made that 

will make testing the system faster. It will also have 

user login features to make it safer and keep people 

who aren't supposed to be there from getting to the 

IDS functions. 

b) System Architecture: 

Looking at the dataset is the first thing that needs to 

be done to build the system. After that, data 

preparation is done to make the data clean and 

ready to be analyzed. After that, methods for 

choosing traits are used to find the most important 

ones for finding intrusions. These sets are called 

training and test sets, and they are used to train and 

test the model. There are three types of Random 

Forest (RF) that are trained with this set: RF, RF-IF 

(Random Forest with Isolation Forest), and RF-

PCC (Random Forest with Pearson's Correlation 

Coefficient). RF-PCC-IF is another one. The 

models are put to the test on the test set to see how 

well they can find attacks after they have been 

trained. Performance evaluation measures are made 

to find out how correct and useful a model is. 

Lastly, the design has built-in ways to find attacks. 

This lets the models find security issues in 

"Industrial Internet of Things (IIoT)" settings and 

fix them. 

 
“Fig 1 Proposed Architecture” 

c) Dataset collection:  

It selects publicly accessible data records and is 

often used to test "Intrusion Detection Systems 

(IDS)." The NF-AUNSW-NB15-V2 and BOT-IIT 

datasets are what we use. Several types of attacks 

made in IoT settings can be seen in network flow 

data that has bot oio. Therefore, it is a good option 

to see how well the intrusion detection model 

works on the Industrial Internet (IIOT). 

NF-AUNSW-NB15-V2 has many different types of 

network traffic data, including good and bad 

behavior. These steps allow you to strongly train 

and test the model. These data records allow you to 

try out the model in the real world and find and fix 

security issues in the IIOT network. 

d) DATA PROCESSING 

Data Processing: 

- The information has been loaded, set up and made 

it possible to analyze in Pandas DataFrame. 

 -  Extra columns are taken out to make the dataset 

easier to work with and help you focus on the most 

important characteristics. 

Visualization using Seaborn & Matplotlib: 

It is possible to show different parts of the dataset 

with the Seaborn and Matplotlib packages. These 

include distributions, relationships, and links 

between variables. 

Label Encoding using LabelEncoder: 

LabelEncoder in the scikit-learn library turns 

categorical factors into numbers. This makes it 

easier to train machine learning models. 

Feature Selection: 

- Only the BoT-IoT sample uses SelectPercentile 

with Mutual Info Classify.  The best features are 

chosen by this method based on how much 

information they share with the goal variable.  This 
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helps figure out which traits are best for finding 

intrusions. 

e) TRAINING AND TESTING 

It has been trained and tested a lot to make sure that 

the ensemble learning-based intrusion detection 

model for Industrial IoT security really does find 

and stop security risks.   During the training phase, 

the model learns from stored datasets "like BoT-

IoT and NF-UNSW-NB15-v2" that have been 

named. A variety of machine learning techniques 

are used, including Random Forest (RF), 

Separation Forest (IF), and Pearson Correlation 

Coefficient (PCC) to improve model functionality. 

Like stacking and tuning classifiers, the model 

becomes stronger when the results of several 

models are compiled. 

Use different named test datasets to see how well 

the model works after real life training. Use 

performance measures such as accuracy, accuracy, 

recall, and F1 scores to see how well a model can 

find and classify different types of ideas. Through 

many testing and training courses, ensemble 

learning-based recognition methods demonstrate 

that protect industrial IoT settings from cyber 

threats. 

f) ALGORITHMS: 

Random Forest 

This study used Random Forest, a flexible method 

for machine learning to find intrusions in industrial 

IoT security. You learn by building some decisions, 

then use voting methods to combine that prediction 

into a more accurate and reliable prediction. This 

project uses a random forest to sort data from the 

IIOT network in two groups. It's a group that 

behaves normally and a group that doesn't. It can 

avoid overadapting complex data and finding 

security holes that are good. 

RF-IF 

RF with "isolated forests (RF-IF)" is a mixture of 

random forests (RF) and isolated forests (IF) that 

can be found irregularities. RF -IF is used as a 

machine learning model to search for the 

"Industrial IoT (IIOT) Intrusion (IIOT)" security of 

a project. With the addition of RF-IS, the overall 

intrusion detection system will work better. This is 

because you can better find strange and weird 

behaviors in IIOT network data. Because it uses 

both ensemble learning and triggers, this mixed 

method helps the model better find and stop safety 

threats in the IIOT settings. 

 

RFPCC 

A symbol of RFPCC with the correlation 

coefficient of RF Pearson. Use both RF and 

Pearson Correlation Coefficient (PCC) to select the 

feature you want to use. For this reason, RFPCC is 

used in projects to search for "IIOT (IIOT) security 

intrusion." PCC is used by RFPCC to select the 

most important portion of IIOT network data. The 

model works better by focusing on the most 

important characteristics. This method allows you 

to get a better intrusion detection system as it 

focuses on very important characteristics for 

searching for security risks in IIOT environments. 

RFPCCIF 

Use the Random Forest (RF) and Pearson 

correlation coefficient (PCC) to select features and 

insulation (IF) to find outliers. This is a suitable 

model for machine learning for your project and 

can be used to find the security holes in Industrial 

IoT (IIOT). The combination of feature selection 

and PCC for outlier discovery allows RFPCCIF to 

find important features and strange or strange 

behavior in IIOT network data. With this hybrid 

method, the model is more accurate and 

convenient, recording both feature selection and 

outliers. This will find security holes in your IIOT 

settings and repair them. 

Stacking Classifier 

By mixing several separate classifiers, stacking 

classifiers can improve prediction accuracy. The 

stack classifier is used as the ML model for the 

project and finds the security holes in the 

"Industrial IoT (IIOT)". Metaclassifiers are 

manufactured by compiling LightGBM with other 

basic classifiers such as Random Forest and "Multi-

Layer Persprons (MLPs)." By combining the 

results of these different basic classifiers, the stack 

classifier makes the intrusion-recognition system 

stronger and more accurate than the whole. This 

method uses the best part of each algorithm to find 

and stop safety issues in the IIOT configuration. 

Voting Classifier 

Using a voting system, combining the results of 

several separate classifiers for prediction is which 

voice classifier does as a kind of ensemble 

learning. As part of the project, the Voting 

Classifier is a machine learning model in which 

IIOOT security intrusions can be found. Several 

basic classifiers, such as Random Forest and 

Adaboost, work together to select the entire class 

name. If the voting classifier takes into account the 
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predictions of several other classifiers, the attack 

detection system is more accurate and reliable. In 

this way, several classifiers work together to find 

and fix security issues in the IIOT environment. 

4. EXPERIMENTAL RESULTS 

Accuracy: How well the test can tell the difference 

between healthy and sick people is called its 

accuracy.   To find out how good a test is, we need 

to know how many of the cases we looked at were 

real ones and how many were fake ones.   This can 

be written in math as: 

 “Accuracy = TP + TN TP + TN + FP + FN”. 

         
     

            
 

 Precision: Precision measures the percentage of 

instances or samples that were accurately identified 

as positives.  So, the formula for figuring out the 

precision is: 

“Precision = True positives/ (True positives + False 

positives) = TP/(TP + FP)” 

          
   

        
 

Recall: Recall is a ML metric that tells you how 

well a model can find all the relevant examples of a 

certain class.  It is the ratio of true positives to total 

positives, and it tells you how well a model 

captures examples of a certain class. 

         
  

      
  

F1-Score: The F1 score is a way to quantify how 

well a ML model works. It adds up the model's 

scores for both accuracy and memory.   This 

number tells you how many times a model got the 

whole dataset right when making predictions. 

         
                      

                   
 

 

“Fig 4 COMPARISON GRAPH OF BoT-IOS 

UNSW-NB15  DATASET” 

 
“Fig 5 COMPARISON GRAPH  OF NF-UNSW-

NB15 V2 DATASET”   

 

 
“Fig 6 PERFORMANCE EVALUATION- NF-UNSW-NB15 

V2 DATASET”   
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“Fig 7 PERFORMANCE EVALUATION-  BoT-IOS UNSW-

NB15” 

 

 
“Fig 8 home page”  

 
“Fig 9  sign up” 

 
“Fig 10 Sign in”  

 
“Fig 11 upload input data”  

 
“Fig 12 predicted result” 

We can also guess what will happen with that input 

data by using other input data. 

5. CONCLUSION 

In conclusion, the suggested intrusion detection 

model for IIoT security effectively addresses the 

unique problems that arise in IIoT settings and 

enhances the performance of “intrusion detection 

systems (IDS)”.   There is a big step forward in 

feature engineering and machine learning when 

Isolation Forest (IF) and Pearson's Correlation 

Coefficient (PCC) are used together. This makes 

predictions more accurate and faster.   When 

datasets like Bot-IoT and NF-UNSW-NB15-v2 are 

used to test the model, it turns out to be pretty 

accurate and quick at making predictions, which 

makes it more useful in the real world.   There is 

even more accuracy and trust in the project when 

group methods like Voting Classifier and Stacking 

Classifier are added.   Adding a secure 

authentication Flask interface makes the system 

easier to use and more reliable during testing. This 

way users can handle it without any problems and 

are safe from unauthorized access. In general, the 

proposed path is suitable for finding and stopping 

safety threats in IIOT environments, making it 

more reliable. 

6. FUTURE SCOPE 

IIOT Security's Ensemble Learning-Based Attack 

Marking Model provides many parts created to 

work with IIOT configurations. The use of 

advanced machine learning methods such as 

"Isolation Forest (if)" and "Pearson correlation 

coefficient (PCC)" is one of the most important 

parts. Another important part is the ensemble 

approach, such as the "voting classifier" and "stack 

classifier." Referral recognition, feature selection, 

and group decisions are some of the tactics that 

help models find and fix security issues. This 

model also has a user-friendly interface such as: B. 

A front-end based on a bottle with secure 

certification makes it easy to test and work. The 

model can also be modified and scaled to work 

well in many different IIOT situations. This means 

it can be used in many different industries. This 
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feature set includes a complete way to find 

intrusions in the IIOT setup. This focuses on 

accurate, quick and easy use. 
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